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1 | Tepara

KibepinreH KoK

93 1. 1) T. TEHAEPIIK OTiHIM
TeHJIep TajalTapblHa CoMKec
KeJIMEeTreH

Cornacao nyHKTY 1.1 obumx TpeGoBaHui He yKa3aHbl GupMa-TIPOM3BOAUTEND, HAeHTH(UKALHOHHEIE HOMEPa Ha BEChH IIpefjlaraeMbli
Tosap.

CornacHo 11.2 cT.49 3akoHa PK «O HoTapuare», EnuHOl HOTapuaabHON HHGOPMaIMOHHON CUCTEMOH 10 KaKIOMy HOTapHalbHOMY
[ENCTBHIO IPUCBAUBAETCS YHUKANIBHEIN HOMED, KOTOPEIH NOKEH OBITh YKa3aH B OyMazkHOM BepCUU DOKyMEeHTa. B aToii cBsI3u Ha
DOKYMeHTe, KaK IIpaBuio, orobpaxaercss QR-Kof, comepakamiyii cBefleHus 11 IPOBEPKU YKa3aHHOT'0 PeTUCTPAlliOHHOT0 HoMepa.
OtcyTCTBHe TaKoro 0003Ha4YeHUs He II03BOJISeT JOCTOBEPHO YCTAHOBUTH OATIMHHOCTD ¥ UIEHTUYHOCTD IIPENCTaBIeHHOI0 JOKyMeHTa.
CormacHo myHKTaM 1.2 u 6 o6mmx TpeGoBaHUM IPefOCTaBIEHHEIN JOKYMEHT UMeeT IPU3HaKU HU3KOTr0 KayecTBa 0OPMIIeHHUS (BKITIOYAs
HCKAXEHWsI CHMBOJIOB ¥ BO3MOXKHEIE apTedakTsl 00paboTKy n300pakeHus), YTO 3aTPYLHSIET er0 KOPPEKTHOE IPOYTEHUE U IPOBEPKY
HOCTOBEPHOCTH COAePKAlINXCS CBefileHUH. [IOONHUTEIbHO YCTaHOBJIEHO OTCYTCTBIE Ha KONUK IOKyMeHTa 00513aTeNbHbIX IPU3HAKOB
HOTapHaJbHOTO YAOCTOBEPEHUS (B YaCTHOCTH, ITPOIIMBKY/HYMEPAIUU U CKPEIJIeHHs], 00eCIeYnBaeMbIX HOTaPHUAIbHEIM ITHYPOM), YTO HE
[I03BOJISIET IIOATBEPAUTH LIEJIOCTHOCTH JOKYMEHTa U er0 COOTBETCTBHE OPUIMHAINY. B CBSI3M C M3/I0KEHHEIM JOKYMEHT HE MOXKeT OHITh
IIPUHSAT B KaueCTBe HafeKallero NoaTBepKalolero MaTepyaa B COCTaBe TeHAEePHO! 3asBKHU.

Cornacao nyHKTY 10 06mux TpeOOBaHNi TPUIOKEHHEIE CEPTU(GUKATH CBUETENIBCTBYIOT O IPOXOKAEHUY 00yIEHUS U He COOTBETCTBYIOT
TpeGoBaHUSIM.

Texumnueckue tpebosanus [TAK, nmyHKT 16 - IpunoxeHHas CChIIKA He UMeeT UHGOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBAHHUIO.
Texumnueckue tpebosanust [TAK, myHKT 17 - IpuioxeHHas CChIIKA He UMeET UHPOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO.
Texunveckue Tpebosanus [TAK, myHKT 18 - npuoKeHHas CCHUIKA He UMeeT HHGOPMaLUX IIOATBEPKAEHNST COOTBETCTBUS TPEOOBAHUIO.
Texungeckue TpeboBanus [TAK, myHKT 19 - npuoxkeHHas CCHUIKA He HMeeT HHGOPMaLUX ITOATBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO.
Texungeckue TpeboBanus [TAK, myHKT 21 - mpuIoxkeHHas CCHUTKA He HMeeT HHGOPMaLUY ITOATBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO.
Texunueckue Tpebosanus [TAK, myHKT 23 - IpUIOKeHHAs! CCHUTKA He UMeeT HHGOPMaLy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHHUIO 110
mportokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue tpeboBanus [TAK, myHKT 25 - IpUIOXKeHHAs CChIIKA He UMeeT UHGOPMAIUy T0ATBEPKIEeHNS COOTBETCTBUS TPeOOBAHMUIO 110
«YTunusanus Keur-namatu», «KoauuecTBo akKTUBHEIX CECCUM, HOBEIX ceccuit», «KonuuectBo HTTP 3ampocos», «KonmuyectBo SSL-
TpaH3aKUUMN».

Texumnueckue tpeboBanust [TAK, myHKT 28 - IpUIOKEHHAs CCHIIKA HE UMEEeT UHPOPMAIUU TOATBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO IO
«O06BekT 6anancupoBku SOAP», «[lomxeH obecneunBaThcst Mexanu3M Graceful Shutdown mmst akTUBHEIX CeCCHi TOIb30BATENIEH B MOMEHT
BEIBOAa 00beKTa U3 mpouecca 6anaHCHPOBKU».

Texunueckue Tpebosanus [TAK, myHKT 30 - IpUI0KeHHAs! CCHUTKA He UMeeT HHGOPMaLy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
«JlomxHa 06eCcneYnBaThCS 3aIMUTa OT CIIEAYIOMINX TUIOB aTak - SSRF».

Texunueckue tpeboBanus [TAK, nmyHKT 31 - IpunoxeHHas CChlIKa He UMeeT UHGOPMalUy TOATBePKIEeHNS COOTBETCTBUS TPeOOBaHMUIO 10
«[JomxHbl 06ecreunBaThCsI MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texunueckue tpebosanus [TAK, myHKT 35 - IpUIOKEHHAs CChIIKA He UMeeT UHPOPMAIUU TOATBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO 110
«Bot 3ammurTa - ITogmepxka CAPTCHA co 3BykoM, ABTOMaTH4eCcKOe OIpefeieHre H0TOB Ha OCHOBE UX IOBENEHUsN», «[[omKHa
o0ecreynBaTLCS MONAEPKKA CIEAYIOMIX MeTonoB 610kupoBKY Tpadduka: CAPTCHA TCP Reset, mepeampecariusi Ha/C IyJl CEPBEPOB,
CtpaHuna JIoByIKa Ajst 60ToB npomrenmux CAPTCHA».

Texunveckue TpeboBanus [TAK, myHKT 36 - IpUI0KeHHAs! CCHUTKA He MMeeT HHGOPMaLUy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHHUIO 110
«3amurta oT DoS/DDoS aTax yposHst WEB npunoxenus - PelleHue [o/kHO o0ecliednBaTh OUUCTKY TpaduKa (aTaky, OCHOBaHHbEIE Ha
UCIIOJIb30BaHUM IIPOTOKOI0B http u https)», «[omkHO 06ecrednuTs peanu3annio KOMIIeKca MeXaHu3MOoB GuibTpanun:- QunbTpanuo Ha
OCHOBaHUY 3a[]laBaeMbIX Yepe3 IporpaMMHEI nHTepdelic YepHEIX U 6enblx ciuckoB IP ampecos, popMupyeMIx 3aKka3uuKoM; -
dunbTpanuio 1o reorpadhuuecKkoMy IpU3HaKy (MeCTOpPaCIoIoKeHNe UCTOYHIKA TpaduKa) Kak ¢ BO3MOKHOCTBIO UCKITIOUEHNUS
OIIpeqeIeHHEIX PETHOHOB, TAK U C BO3MOXKHOCTHIO IIpreMa TpaduKa TOIBKO OT OIPEHeIeHHOT0 CIIICKAa PETHOHOBY, «BO3MOXKHOCTE 3amucu
tpaduka B mporecce DDoS araku», «Bo3moxkHocTH 6110KMpOBKE aTaku: Orpannyenue, Biokuposka, Captcha».

Texunueckue TpeboBanus [TAK, myHKT 37 - IpUI0OKeHHAas CCHUIKA He UMeeT HHGOPMaLy TOATBEPKAEHNS COOTBETCTBUS TPEOOBAHHUIO 110
«Ompenenenue aBToMaTideckoro o6xoma CAPTCHA», «IlomaepXKa ¥ KCIIOIb30BaHKUe TPEeIyCTAaHOBIEHHBIX MTOJIUTHK ¥ OTYETOB B TOM
yucne s ayouta PCI DSS».

2 | KoMmuccusHbIE MyIeci

KibepinreH KoK,

93 1. 1) T. TEeHOEPIK OTIHIM
TeHJIep TajlalTapblHa CoMKec
KeJIMETreH

93 1. 1) T. TEeHOEPIIK OTIHIM TEeHAEP TalanTapblHa COMKEC KeJIMereH

3 | KomuccusisbH Mymieci

XKiGepinreH KoK

93 1. 1) T. TeHAEPIIK OTIHIM
TeHIep TajalTaphiHa ColKec
KeJIMereH

93 1. 1) T. TeHAEPIK OTiHIM TEHAEp TananTapbiHa COUKEC KeJIMETeH

4 | KoMmuccusiHBIH Mylieci

XKibepinreH KoK

93 1. 1) T. TeHOEPIK OTiHIM
TeHJIep TajlalTapbiHa CoMKec
KeJMeTreH

93 1. 1) T. TeHOEPIIK OTIHIM TEeHAep TalanTapblHa COMKEC KeJIMereH

d921b914d11edc627b61caf04193ad4e

3/40




5 | KomuccusHbE Mymeci

KibepinreH KoK

93 1. 1) T. TEHAEPIIK OTiHIM
TeHJIep TajalTapblHa CoMKec
KeJIMEeTreH

nm. 1) m. 93 HecoOTBEeTCTBHe TEHAEPHON 3agBKU YCIOBUAM TeHAepa. CornacHo myHKTY 1.1 o6mux TpeGoBaHMi He yKa3aHk GpupMa-
IIPOU3BOAUTEND, UAeHTH(UKAIMOHHEIE HOMepa Ha BeCh IIpefiaraeMslii ToBap.

CornacHo 11.2 cT.49 3akoHa PK «O HoTapuare», EnuHOl HOTapuaabHON HHGOPMaIMOHHON CUCTEMOH 10 KaKIOMy HOTapHalbHOMY
[ENCTBHIO IPUCBAUBAETCS YHUKANIBHEIN HOMED, KOTOPEIH NOKEH OBITh YKa3aH B OyMazkHOM BepCUU DOKyMEeHTa. B aToii cBsI3u Ha
DOKYMeHTe, KaK IIpaBuio, orobpaxaercss QR-Kof, comepakamiyii cBefleHus 11 IPOBEPKU YKa3aHHOT'0 PeTUCTPAlliOHHOT0 HoMepa.
OtcyTCTBHe TaKoro 0003Ha4YeHUs He II03BOJISeT JOCTOBEPHO YCTAHOBUTH OATIMHHOCTD ¥ UIEHTUYHOCTD IIPENCTaBIeHHOI0 JOKyMeHTa.
CormacHo myHKTaM 1.2 u 6 o6mmx TpeGoBaHUM IPefOCTaBIEHHEIN JOKYMEHT UMeeT IPU3HaKU HU3KOTr0 KayecTBa 0OPMIIeHHUS (BKITIOYAs
HCKAXEHWsI CHMBOJIOB ¥ BO3MOXKHEIE apTedakTsl 00paboTKy n300pakeHus), YTO 3aTPYLHSIET er0 KOPPEKTHOE IPOYTEHUE U IPOBEPKY
HOCTOBEPHOCTH COAePKAlINXCS CBefileHUH. [IOONHUTEIbHO YCTaHOBJIEHO OTCYTCTBIE Ha KONUK IOKyMeHTa 00513aTeNbHbIX IPU3HAKOB
HOTapHaJbHOTO YAOCTOBEPEHUS (B YaCTHOCTH, ITPOIIMBKY/HYMEPAIUU U CKPEIJIeHHs], 00eCIeYnBaeMbIX HOTaPHUAIbHEIM ITHYPOM), YTO HE
[I03BOJISIET IIOATBEPAUTH LIEJIOCTHOCTH JOKYMEHTa U er0 COOTBETCTBHE OPUIMHAINY. B CBSI3M C M3/I0KEHHEIM JOKYMEHT HE MOXKeT OHITh
IIPUHSAT B KaueCTBe HafeKallero NoaTBepKalolero MaTepyaa B COCTaBe TeHAEePHO! 3asBKHU.

Cornacao nyHKTY 10 06mux TpeOOBaHNi TPUIOKEHHEIE CEPTU(GUKATH CBUETENIBCTBYIOT O IPOXOKAEHUY 00yIEHUS U He COOTBETCTBYIOT
TpeGoBaHUSIM.

Texumnueckue tpebosanus [TAK, nmyHKT 16 - IpunoxeHHas CChIIKA He UMeeT UHGOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBAHHUIO.
Texumnueckue tpebosanust [TAK, myHKT 17 - IpuioxeHHas CChIIKA He UMeET UHPOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO.
Texunveckue Tpebosanus [TAK, myHKT 18 - npuoKeHHas CCHUIKA He UMeeT HHGOPMaLUX IIOATBEPKAEHNST COOTBETCTBUS TPEOOBAHUIO.
Texungeckue TpeboBanus [TAK, myHKT 19 - npuoxkeHHas CCHUIKA He HMeeT HHGOPMaLUX ITOATBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO.
Texungeckue TpeboBanus [TAK, myHKT 21 - mpuIoxkeHHas CCHUTKA He HMeeT HHGOPMaLUY ITOATBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO.
Texunueckue Tpebosanus [TAK, myHKT 23 - IpUIOKeHHAs! CCHUTKA He UMeeT HHGOPMaLy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHHUIO 110
mportokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue tpeboBanus [TAK, myHKT 25 - IpUIOXKeHHAs CChIIKA He UMeeT UHGOPMAIUy T0ATBEPKIEeHNS COOTBETCTBUS TPeOOBAHMUIO 110
«YTunusanus Keur-namatu», «KoauuecTBo akKTUBHEIX CECCUM, HOBEIX ceccuit», «KonuuectBo HTTP 3ampocos», «KonmuyectBo SSL-
TpaH3aKUUMN».

Texumnueckue tpeboBanust [TAK, myHKT 28 - IpUIOKEHHAs CCHIIKA HE UMEEeT UHPOPMAIUU TOATBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO IO
«O06BekT 6anancupoBku SOAP», «[lomxeH obecneunBaThcst Mexanu3M Graceful Shutdown mmst akTUBHEIX CeCCHi TOIb30BATENIEH B MOMEHT
BEIBOAa 00beKTa U3 mpouecca 6anaHCHPOBKU».

Texunueckue Tpebosanus [TAK, myHKT 30 - IpUI0KeHHAs! CCHUTKA He UMeeT HHGOPMaLy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
«JlomxHa 06eCcneYnBaThCS 3aIMUTa OT CIIEAYIOMINX TUIOB aTak - SSRF».

Texunueckue tpeboBanus [TAK, nmyHKT 31 - IpunoxeHHas CChlIKa He UMeeT UHGOPMalUy TOATBePKIEeHNS COOTBETCTBUS TPeOOBaHMUIO 10
«[JomxHbl 06ecreunBaThCsI MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texunueckue tpebosanus [TAK, myHKT 35 - IpUIOKEHHAs CChIIKA He UMeeT UHPOPMAIUU TOATBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO 110
«Bot 3ammurTa - ITogmepxka CAPTCHA co 3BykoM, ABTOMaTH4eCcKOe OIpefeieHre H0TOB Ha OCHOBE UX IOBENEHUsN», «[[omKHa
o0ecreynBaTLCS MONAEPKKA CIEAYIOMIX MeTonoB 610kupoBKY Tpadduka: CAPTCHA TCP Reset, mepeampecariusi Ha/C IyJl CEPBEPOB,
CtpaHuna JIoByIKa Ajst 60ToB npomrenmux CAPTCHA».

Texunveckue TpeboBanus [TAK, myHKT 36 - IpUI0KeHHAs! CCHUTKA He MMeeT HHGOPMaLUy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHHUIO 110
«3amurta oT DoS/DDoS aTax yposHst WEB npunoxenus - PelleHue [o/kHO o0ecliednBaTh OUUCTKY TpaduKa (aTaky, OCHOBaHHbEIE Ha
UCIIOJIb30BaHUM IIPOTOKOI0B http u https)», «[omkHO 06ecrednuTs peanu3annio KOMIIeKca MeXaHu3MOoB GuibTpanun:- QunbTpanuo Ha
OCHOBaHUY 3a[]laBaeMbIX Yepe3 IporpaMMHEI nHTepdelic YepHEIX U 6enblx ciuckoB IP ampecos, popMupyeMIx 3aKka3uuKoM; -
dunbTpanuio 1o reorpadhuuecKkoMy IpU3HaKy (MeCTOpPaCIoIoKeHNe UCTOYHIKA TpaduKa) Kak ¢ BO3MOKHOCTBIO UCKITIOUEHNUS
OIIpeqeIeHHEIX PETHOHOB, TAK U C BO3MOXKHOCTHIO IIpreMa TpaduKa TOIBKO OT OIPEHeIeHHOT0 CIIICKAa PETHOHOBY, «BO3MOXKHOCTE 3amucu
tpaduka B mporecce DDoS araku», «Bo3moxkHocTH 6110KMpOBKE aTaku: Orpannyenue, Biokuposka, Captcha».

Texunueckue TpeboBanus [TAK, myHKT 37 - IpUI0OKeHHAas CCHUIKA He UMeeT HHGOPMaLy TOATBEPKAEHNS COOTBETCTBUS TPEOOBAHHUIO 110
«Ompenenenue aBToMaTideckoro o6xoma CAPTCHA», «IlomaepXKa ¥ KCIIOIb30BaHKUe TPEeIyCTAaHOBIEHHBIX MTOJIUTHK ¥ OTYETOB B TOM
yucne s ayouta PCI DSS».

TeparaHbIH
opbiHGacaps

KibepinreH KoK,

93 1. 1) T. TEeHOEPIK OTIHIM
TeHJIep TajlalTapblHa CoMKec
KeJIMETreH

93 1. 1) T. TEeHOEPIIK OTIHIM TEeHAEP TalanTapblHa COMKEC KeJIMereH
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7 | KomuccusiHeIE MyIeci

XKibepinreH KoK

93 1. 1) T. TeHOEPIIK OTIHIM
TeH[ep TajalTaphHa ColKec
KeJIMereH

93 1. 1) T. TeHAEPIIIK OTiHIM TeHAep TalanTaphlHa COMKeC KeJIMeTeH

nn. 1 m. 93 HeCOOTBETCTBYE TEHAEPHO! 3asBKH yCIOBUAM TeHAepa. CormacHo nyHKTY 1.1 ofmux TpeboBaHuil He yKa3aHH dupMa-
IIPOU3BOLUTEND, HAeHTU(UKAIMOHHEIE HOMepa Ha BeCh IIpefjiaraeMslii ToBap.

CornacHo 1.2 c1.49 3akona PK «O HoTapuarte», EnuHON HOoTapHaabHOU HHGOPMAIMOHHOM CUCTEMOU II0 KaXKJOMy HOTapHaIbHOMY
IelCTBUIO IPUCBAUBAETCS YHUKAIBHEIN HOMED, KOTOPHIM NoJIKeH ObITh yKa3aH B 6yMaxKHOY BepCUM NOKyMeHTa. B 3Toil cBsi3u Ha
DOKYMeHTe, KaK IIpaBuio, orobpaxaercss QR-Kop, comepaKammii cBefeHus I IPOBePKY YKa3aHHOT'0 PETUCTPAllMOHHOT0 HOMeEpa.
OTcyTCTBHE TAaKOro 0003HAYEHUS He I03BOJISET JOCTOBEPHO YCTAHOBUTH IOAJIMHHOCTD ¥ UAEHTHYHOCTh IPELCTABIEHHOI0 JOKYMEHTA.
CoryacHo myHKTaM 1.2 u 6 o6umx TpeGoBaHUY TPEJOCTaBIEHHEIN JOKYyMEHT UMeeT IPU3HAKU HU3KOT0 KadecTBa 0OOPMIIeHHUS (BKITIOYAs
HCKaXkKeHWs CHMBOJIOB X BO3MOXKHbIE apTedaKTs 00paboTku n300pakeHus), YT0 3aTPYHAHSET eTro KOPPEKTHOE TPOYTEHUe U TPOBEPKY
HOCTOBEPHOCTH COAePKAalINXCs CBefleHUH. [IOONHUTEIbHO YCTAHOBJIEHO OTCYTCTBYE Ha KONUK OKyMeHTa 00513aTeNbHEIX IPU3HAKOB
HOTapHaJbHOTO YOCTOBEPEHUS (B YaCTHOCTH, ITPOIIMBKY/HYMEPAIUU U CKPEIJIeHNs, 00eCIeYnBaeMbIX HOTAPHUAIBHEIM ITHYPOM), UTO HE
[I03BOJISIET IIOATBEPAUTH LIEJIOCTHOCTH JOKYMEHTa U eTr0 COOTBETCTBUE OPUTHHAINY. B CBSI3M C M3/I0KEHHEIM JOKYMEHT HE MOXKET OHITh
IIPUHSAT B KaueCTBe HafexKalllero NogTBepKaalollero MaTepyaa B COCTaBe TeHAEePHO! 3asBKH.

CormnacHo myHKTY 10 00mux TpefGoBaHuM IPUI0KeHHEE CepTH(UKATE CBUNETEIbCTBYIOT O IPOX0XKAeHNY 00y4eHUs U He COOTBETCTBYIOT
TpeGOBaHUSIM.

Texumnueckue tpebosanust [TAK, myHKT 16 - IpuiokeHHas CChUTKA He UMEeET UHPOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO.
Texunveckue tpebosanus [TAK, myHKT 17 - nIpuIoKeHHas CCHUIKA He UMeeT HHGOPMaLUX IIOATBEPKAEHNST COOTBETCTBUS TPEOOBAHUIO.
Texungeckue TpeboBanus [TAK, myHKT 18 - mpumoxeHHas CCHUIKA He NMeeT HHGOPMaLUK ITOATBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO.
Texungeckue TpeboBanus [TAK, myHKT 19 - HpuIoxKeHHas CCHUTKA He HMeeT HHGOPMalUY TOATBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO.
Texunueckue Tpebosanus [TAK, myHKT 21 - IpUI0KeHHas CCHUIKA He NMeeT HHGOPMalUy TOATBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO.
Texuuueckue Tpebosanus [TAK, myHKT 23 - IPUIOKEHHAs! CCHUTKA He NMeeT HHGOPMALUY TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
mpotokonam 802.1q VLAN, STP, LACP, [Pv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texumnueckue tpebosanus [TAK, myHKT 25 - IpUIOXKEHHAs CChIIKA He UMeeT UHPOPMAIUY TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO 110
«YTunuzanus Keur-namatu», «KoauuecTBo akTUBHEIX CECCUM, HOBRIX ceccuit», «KonuuectBo HTTP 3ampocos», «KonmuyectBo SSL-
TpaH3aKLUl».

Texunveckue Tpebosanus [TAK, myHKT 28 - NIpUI0OKeHHAas CCHUIKA He UMeeT HHGOPMaLuy TOATBEPKAEHNS COOTBETCTBUS TPEOOBAHHUIO 110
«O06BexT 6anancupoBku SOAP», «JlomxeH obecneunBaThcst Mexanu3M Graceful Shutdown st akTHBHEIX CECCHit TOIb30BATENIEH B MOMEHT
BEIBOZa 00bEKTa U3 Impouecca 6anaHCUPOBKU».

Texuuueckue Tpebosanus [TAK, myHKT 30 - IpUIOKEHHAs CCHUTKA He NMeeT HHGOPMAaLUy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
«[JomxHa obecreynBaThCS 3alllUTa OT CIeNYIOMUX TUIIOB aTak - SSRF».

Texunueckue tpebosanus [TAK, nmyHKT 31 - IpunoxeHHas CChlIKa He UMeeT UHGOPMaIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBAHHUIO 110
«[JomxHb 06ecneunBaThCsI MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texumnueckue tpeboBanust [TAK, myHKT 35 - IPUIOKEHHAS CCHIIKA HE UMEEeT UHPOPMAIUU TOOTBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO 110
«Bor 3ammura - [Tonpepxka CAPTCHA co 3BykoM, ABTOMaTH4YeCKOe OlIpefiesieHre O0TOB Ha OCHOBe MX IOBeHeHus», «[[oKHa
00ecreynBaTLCS MOAAEPKKA CIIEAYIOIIX MeToNoB 610KiupoBKY Tpaddruka: CAPTCHA TCP Reset, mepeagpecalius Ha/C Iyl CEPBEPOB,
CrpaHula JoByIKa ajs 60ToB npourenmux CAPTCHA».

Texunueckue Tpebosanus [TAK, myHKT 36 - IpUIOKEeHHAs! CCHUTKA He NMeeT HHGOPMaLiy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
«3amuTa oT DoS/DDoS aTak ypoBHst WEB npusoxeHus - PelieHre goKHO 00ecrieurBaTh OYUCTKY Tpaduka (aTakd, OCHOBAHHEIE Ha
UCIIOJIb30BaHUY ITPOTOKOI0B http u https)», «IomxkHO 06ecrednuTs peanu3annio KOMIIeKca MeXaHu3MoB Gunbrpanun:- OunbTpanuo Ha
OCHOBaHUH 3a[JaBaeMbIX Yepe3 IPOrpaMMHEI uHTepderic YepHEX U 6enbix ciuckoB IP amgpecos, popMupyeMBIx 3aKka3uuKoM; -
duIbTpanuio o reorpaduIecKoMy IPU3HAKY (MECTOPACIIONIOKEHNe UCTOYHUKA TpaduKa) Kak ¢ BO3MOKHOCTBI0 HCKITIOUEHUST
OIIPefieTIeHHbIX PETHOHOB, TAK ¥ C BO3MOKHOCTBIO ITpeMa Tpaduka TOJIBKO OT ONPefie/IEHHOT0 CIIUCKa PETHOHOB», «BO3MOXKHOCTD 3aIKCH
tpaduka B mporecce DDoS ataku», «Bo3amoxkHocTH 6110KMpOBKY aTaku: Orpannyenue, Biokuposka, Captcha».

Texunueckue Tpebosanus [TAK, myHKT 37 - IpUI0KeHHAs! CCHUTKA He UMeeT HHGOPMaLuy TOATBEPKAEHNS COOTBETCTBUS TPEBOBAHUIO 110
«Ompenenenue aBToMaTideckoro o6xoma CAPTCHA», «IlomaepXKa ¥ KCIIONb30BaHKUe MTPeyCTaHOBIEHHBIX MTOJIUTHK ¥ OTYETOB B TOM
yucre s aynuta PCI DSS».

TOBAPUIIECTBO C OTPAHUYEHHOU OTBETCTBEHHOCTBIO "NEWTECH DISTRIBUTION", 040440007058
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1 | Tepara

XKibepinreH KoK

93 1. 1) T. TeHOEPIIK OTIHIM
TEHIEeP TajalTaphHa COUKeC
KeJIMereH

HeT mopTBepKOaOMUX JOKYMEHTOB COTJIACHO MyHKTaM 1.2 u 6 o6mux TpeGoBaHuUI.

CoryacHo yHKTY 10 00umx TpeGoBaHuU# IPUI0KEHHEE CepTH(UKATE He COOTBETCTBYIOT TPeOGOBAHUSM (II0 HAIIPABIEHHIO 3aIIUTH BEG-
IIPUTIOKEeHUH IIpefTaraeMoro peleHus).

Texunueckue TpeboBanus [TAK, myHKT 5 - IpHUIIOKEHHAs CChIIKA HE UMeeT HHPOPMAIMK TOATBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO.
Texuuueckue TpeboBanus [TAK, yHKT 7 - cOracHO IPUIOKEHHOM CCHUIKY He COOTBETCTBYeT TpeboBaruio (240 GB SSD BMecTo
TpebyeMbix «He MeHee 480 GB SSD»).

Texunueckue tpeboBanus [TAK, myHKT 8 - mpuiokeHHas CChUIKA HeaKTUBHA.

Texumnueckue tpebosanus [TAK, nmyHKT 14 - IpuioxeHHas CChUIKA He UMeeT UHPOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO.
Texunueckue TpeboBanust [TAK, myHKT 16 - IpuioKeHHas CChHTKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHMUIO.
Texunueckue TpeboBanus [TAK, myHKT 17 - IpuioKeHHas CChIIKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHMUIO.
Texunueckue Tpeboanus [TAK, myHKT 18 - IpunoxeHHas CChIIKA He UMeeT HHPOPMAIUU TOATBEPKAEHISI COOTBETCTBUS TPEOOBAHMUIO.
Texunueckue Tpebosanus [TAK, myHKT 19 - IpuIoXKeHHas CCHUIKA He UMeET HHGOPMalUy TONTBEPKEHUS COOTBETCTBUS TPEOOBAHUIO.
Texuuueckue Tpebosanus [TAK, myHKT 21 - IpHI0OKeHHas CCHUIKA He NMeeT HHGOPMAaliy IONTBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO.
Texunueckue tpeboBanus [TAK, myHKT 23 - IpUIOXKeHHAas CChIIKA He UMeeT UHGOPMaIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBAHHUIO 110
nporokonaM sFlow, ICAP.

Texumueckue tpeboBanust [TAK, myHKT 25 - IpUIOKEHHAs CChIIKA He UMeeT UHPOPMAIUU TOOTBEPKAEHIS COOTBETCTBUS TPEOOBAHMUIO 110
«YTunu3anus Keur-naMsaTu».

Texunueckue TpeboBanus [TAK, myHKT 27 - IPUIOKEHHAs CCHITKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
«ObecrneyrBaeT MexaHU3M 6aTaHCHPOBKY C OTCJIeXXKMUBAaHIEM KONHYECTBa IOAKIIIOYEHNH U UCII0Ib30BaHNeM IIPUOPUTETOB B PAMKaX
IIPUTIOKEHHUS U B paMKax cepBepa».

Texuuueckue Tpebosanus [TAK, myHKT 28 - IPUIOKEHHAs! CCHUTKA He NMeeT HHGOPMaly TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
«O6wexT 6anancuposku I[CMP Gateway», «O6beKT 6amancupoBku SOAP».

Texumnueckue tpebosanus [TAK, myHKT 29 - IpUIoXeHHas CChIIKA He UMeeT UHPOPMAIUY TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO 110
«[JomxHa 00ecreYnBaThCS 3alIUTa OT CIEOYIOMUX TUIOB aTak - Session Hijacking», «[JomkHa 06ecreYnBaThCS 3aMMUTA OT CIENYIOIINX
TUIOB aTak - Site Reconnaissance».

Texunueckue tpeboBanus [TAK, myHKT 30 - IPUIOKEHHAS CCHIIKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHMUIO IO
«JJomxkHa 00eClIeYrBaTLCS 3alIKTa OT CIeAYIOLINX TUIOB aTak - Zero Day Web Worm», «[JomkHa 06eCIie4YMBaThCS 3aIIUTa OT CIeAYIOIINX
TUIOB aTak - SSRF».

Texunueckue Tpebosanus [TAK, myHKT 31 - IpuIoKeHHas CCHUIKA He NMeeT HHGOPMALUy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
«[JomxHbl 06ecriednBaThCSI MexaHU3MH - "digitally sign cookies, encrypt cookies, hijacking"».

Texunueckue tpebosanus [TAK, myHKT 33 - IpUIoXeHHas CChIIKA He UMeeT UHGOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBAHMUIO 110
¢yuxnuonany 3amutsl APL: «IIpoBepka BanupHOCTH JWT TOKeHOB B API 3ampoce», «YKa3aHUe OTBETOB 10 YMOTYAHHUIO IJIsT Kaxknoro API
endpoint», «HMHTerpamusa ¢ OAuth mpoBaimepoM [ TPOBEPKHU JIOTUHOB C Mcronb3oBanueM OAuth 2.0».

Texunueckue TpeboBanus [TAK, myHKT 34 - IPUIOKEHHAS CCHITKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHMUIO IO
3ammTe oT brute force atak: «OniuoHanbHass BO3MOKHOCTb 6I0KMPOBKY MOIBITOK BXOAA IPY MOMOIIY a3kl JaHHHIX YKPaIeHHBIX
naponei», «Yka3aHue 0TBETOB 110 yMoTdaHuIo A Kaxporo API endpoint», «MHTerpanus ¢ OAuth nposalifepoM s IPOBEPKH JIOTHHOB C
ucnonbzoBarueM OAuth 2.0».

Texuuueckue tpebosanus [TAK, myHKT 35 - IpUnoxkeHHas CChlIKa He UMeeT HHGOPMalUy TOATBePKIeHNS COOTBETCTBUS TPeOOBaHHUIO 110
«Bot 3amurTa - ITonmepxkka CAPTCHA co 3BykoM, ABTOMaTH4eckoe onpefenieHrie 60TOB Ha OCHOBE UX IIOBENEHUs», «[JomKHa
o0ecrieynBaThCS MONAEPKKA CIERY0MUX MeTonoB 610kupoBky Tpaddura: CAPTCHA TCP Reset, nepeanpecarius Ha/C Iyl CEPBEPOB,
Crpanuua yjoBymka s 60toB npomrenumx CAPTCHA».

Texunueckue TpeboBanus [TAK, myHKT 36 - IPUIOKEHHAS CCHITKA HE UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
«3amuta oT DoS/DDoS atak ypoBHs WEB mpunoxenus - Pemenne goykHO o6ecriednBaTh OYHUCTKY Tpaduka (aTaku, OCHOBaHHEIE Ha
WCTIONTb30BAaHUY MPOTOKOIOB http  https)», «lomKHO 06€CTeUnTs peanu3annio KOMIITIeKCa MEXaHH3MOB GuIbTpanun:- OUIbTPaAIMo Ha
OCHOBaHWH 3afJaBaeMbIX Yepe3 MPOrpaMMHEIN HHTepGe#c YepHEIX 1 GeNbix CIucKoB IP ampecoB, GopMUpyEeMEIX 3aKa3uuKOM; -
dunpTpanyio no reorpa¢puuecKkoMy NIprU3HaKy (MecTOpacroiokeHue HCTOYHIKA TpaduKa) Kak ¢ BO3MOKHOCTBIO UCKITIOUEHNUS
oIIpefielIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka TOIbKO 0T OIPefeIeHHOT0 CIIMCKa PeruoHoB», «PaboTa B IaCCUBHOM
pexuMe C Komnuei TpaduKa B Ie/IsiX MOHUTOPUHTa», «Bo3M0OXKHOCTS 3anucu Tpaduka B mpoiecce DDoS ataku», «Bo3M0OKHOCTH
61mokupoBKY aTaku: Orpanudenue, Brnokuposka, Captcha».

Texunveckue Tpebosanus [TAK, myHKT 37 - NIpUIOKEeHHAs CCHUIKA He UMeeT HHGOPMaLuy ITOATBEPKAEHUS COOTBETCTBUS TPEOOBAHHUIO 110
«WHTerpanus c anTuBEpycoM 1o npotokony ICAP», «Onpenenenue aBToMaTrdeckoro ooxona CAPTCHA», «Onpepenesre ONBITOK 06xofa
monuTuKY Oe3onacHocTy WAF», «[TogmepKKa ¥ UCIIOJIb30BAHHUE MTPENYCTAaHOBIEHHHIX IOJIUTUK U OTYETOB B TOM 4YHUCIe A aynuTa PCI
DSS».

d921b914d11edc627b61caf04193ad4e

6/40




2 | KomuccusinbH Mymieci | &iGepinreH koK

93 1. 1) T. TeHOEPIIK OTiHIM
TEHJIeP TajalTaphHa CoOUKeC
KeJIMereH

93 1. 1) T. TeHMepiK OTiHIM TeHEp TananTaphiHa COUKEC KeJIMereH

3 | KomuccusiHbeH Myleci | xibepinres xox,

93 1. 1) T. TEeHOEPIK OTIHIM
TeHJIep TajalTapbiHa CoMKec
KeJIMEeTeH

93 1. 1) T. TeHOEPIIK OTIHIM TEHMEP TalanTapblHa COMKEC KeJIMereH

4 | KoMHCCHSIHBIH MyIIeci | xKi0epinreH xKoxk,

93 1. 1) T. TeHOEPIIK OTiHIM
TeH/ep TajalTaphiHa ColKec
KeJMereH

93 1. 1) T. TeHAEPIK OTiHIM TEeHEp TananTapbiHa COUKEC KeJIMereH
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5 | KoMmuccusiHBIH MyIIeci | xKibepinres xok,

93 1. 1) T. TEeHOEPIK OTIHIM
TeH[Iep TajalTapblHa CoMKec
KeJIMEeTreH

mn. 1 m. 93 HecooTBEeTCTBYE TEHAEPHO! 3asIBKU YCIIOBUSIM TeHAepa. HeT moATBepXKOaomuX JOKYMEHTOB COTJIACHO MyHKTaM 1.2 u 6 o6mux
TpeGoBaHui.

CoryacHo yHKTY 10 o0umx TpeGoBaHu# TPUI0KEeHHEE CepTH(UKATH He COOTBETCTBYIOT TPeOOBAHHUAM (II0 HAITPaBIEHHIO 3AIIUTH BEG-
IIPUTI0KEeHUH IIpefiaraeMoro pemeHus).

Texuuueckue tpeboBanus [TAK, myHKT 5 - mpuioxkeHHas CCHUIKA He UMeeT HHGOpPMaIUK OATBEPXKIEHUST COOTBETCTBUS TpeOOBaHUIO.
Texunueckue tpeboBanus [TAK, myHKT 7 - cOTIacHO IPUIOKEHHOM CCEUIKY He COOTBETCTBYeT TpeboBaHuio (240 GB SSD BmecTo
TpebyeMbix «He MeHee 480 GB SSD»).

Texumnueckue tpeboBanus [TAK, myHKT 8 - mpuiIokKeHHas CChUIKA HEaKTUBHA.

Texunueckue tpeboBanust [TAK, myHKT 14 - IpuIoKeHHas CChHUTKA He UMeeT UHPOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO.
Texunueckue TpeboBanus [TAK, myHKT 16 - IpuioKeHHas CChITKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHMUIO.
Texunueckue TpeboBanus [TAK, myHKT 17 - IpunokeHHas CChIIKA He UMeeT WHPOPMAIUU TOATBEPKAEHISI COOTBETCTBUS TPEOOBAHMUIO.
Texunueckue Tpebosanus [TAK, myHKT 18 - HpuIoKeHHas CCHUIKA He UMeEeT HHGOPMalUy TONTBEPKEHUS COOTBETCTBUS TPEOOBAHUIO.
Texuuueckue Tpebosanus [TAK, myHKT 19 - IpHIoKeHHas CCHUIKA He NMeeT HHGOPMaliy IONTBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO.
Texuuueckue tpebosanus [TAK, nmyHKT 21 - IpunoxeHHas CChIIKa He UMeeT UHGOPMAIUU T0OATBePKIEHNS COOTBETCTBUS TPeOOBaHMUIO.
Texumnueckue tpebosanus [TAK, myHKT 23 - IpUIOKEHHAs CChIIKA He UMeeT UHPOPMAIUU TOOTBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO 110
npoTtokonaM sFlow, ICAP.

Texunueckue TpeboBanus [TAK, myHKT 25 - IPUIOKEHHAs CCHITKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHMUIO IO
«YTunusanus Keur-naMsaTu».

Texunueckue TpeboBanus [TAK, myHKT 27 - IPUIOKEHHAs CChITKA He UMeeT HHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
«ObecmeynBaeT MexaHU3M 6aTaHCHPOBKY C OTCIIEXKMBAHHEM KONMYECTBA TIOAKIIIOYEHUH 1 UCIIOTb30BaHHEM ITPUOPUTETOB B PaMKaX
IIPUTIOKEHHUS U B paMKaXx cepBepa».

Texuuueckue tpeboBanus [TAK, myHKT 28 - IpunoxeHHas CChlIKa He UMeeT UHGOPMaIUY T0OATBEPKIEHNS COOTBETCTBUS TPeOOBAHMUIO 110
«O6wexT 6anancuposku I[CMP Gateway», «O6bekT 6amancupoBru SOAP».

Texumueckue tpeboBanus [TAK, myHKT 29 - IpUIOKEHHAs CChIIKA He UMeeT UHPOPMAIUU TOATBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO 110
«[JomxHa 00ecreYrBaTLCS 3alIUTa OT CIEOYIOMUX TUIOB aTak - Session Hijacking», «[JomkHa 06eCeYnBaTHCS 3aMMUTA OT CIENYIOIINX
TUIOB aTak - Site Reconnaissance».

Texunueckue TpeboBanus [TAK, myHKT 30 - IPUIOKEHHAs CChIIKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
«JJomxkHa 00eCIIeYrBaTHCS 3allKTa OT CIeAYIOLINX TUIIOB aTak - Zero Day Web Worm», «[[omkHa 00eCcrie4rBaThCs 3aIlUTa OT CIeAYIOIINX
THUIIOB atak - SSRF».

Texunueckue tpeboBanus [TAK, nmyHKT 31 - IpunoxeHHas CChlIKa He UMeeT UHGOPMalUy TOATBePKIEeHNS COOTBETCTBUS TPeOOBaHMUIO 10
«JomxHbl 06ecrieunBaThCSI MexaHU3MH - "digitally sign cookies, encrypt cookies, hijacking"».

Texunueckue tpeboBanus [TAK, myHKT 33 - IpUIOXKEHHAs CChIIKA He UMeeT UHPOPMAIUU TOATBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO 110
¢yuxmmonany 3amutsl APL: «IIpoBepka BanupHOCTH JWT TOKeHOB B API 3ampoce», «YKa3aHHe OTBETOB IO YMOTYAHUIO IJIsT Kaxkooro API
endpoint», «MHTerpanus ¢ OAuth nposaiinepoM Ajist IPOBEPKY JIOTHHOB C UcHonb30BaHueM OAuth 2.0».

Texunueckue TpeboBanus [TAK, myHKT 34 - IPUIOKEHHAs CCHITKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
3amuTe oT brute force atak: «OniroHanbHass BO3MOKHOCTb GI0KMPOBKH MOIBITOK BXOAa IPY MOMOIIY a3kl JaHHHIX YKPaIEHHEIX
maposei», «YKasaHue 0TBETOB I10 yMOJT4aHuIo ais Kaxmgoro API endpoint», «uTerpanus ¢ OAuth mpoBaiimepoM st IPOBEPKU JIOTMHOB C
ucnonszoBarueM OAuth 2.0».

Texuunueckue tpebosanus [TAK, myHKT 35 - IpUIOXKeHHas CChIIKA He UMeeT UHGOPMAIUU T0OATBEPKIEHNS COOTBETCTBUS TPeOOBAHUIO 110
«Bot 3ammurTa - ITogmepxka CAPTCHA co 3BykoM, ABTOMaTH9ecKoe oIpefenieHre 60TOB Ha OCHOBE UX IIOBENEHUs», «[JomKHa
o0ecreynBaTLCS NONLEPKKA CIIEAYOMIX MeTonoB 610kupoBky Tpaddura: CAPTCHA TCP Reset, nepeampecarius Ha/C IyJl CEPBEPOB,
CTpanuua joBymka s 60ToB npourenumx CAPTCHA».

Texunueckue TpeboBanus [TAK, myHKT 36 - IPUIOKEHHAs CCHITKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
«3amuta oT DoS/DDoS atak ypoBHs WEB mpunoxkeHus - Pemenne goykHO 06ecriedruBaTh OUUCTKY Tpaduka (aTaku, OCHOBaHHEIE Ha
HCTIONB30BaHUH MPOTOKOJI0B http u https)», «[lomKHO 06€CTIeUnTh peanu3alnio KOMIITIeKCa MeXaHH3MOB (GuIbTpanun:- OUIbTPaAIMo Ha
OCHOBAHWY 3a/IlaBaEMEIX Yepe3 IPOrpaMMHBIN HHTEpGhEHC YePHEIX U OeJbX CIUCKOB IP anpecos, hopMupyeMux 3aKa3uukoM; -
dunbTpanyio no reorpadhuueckoMy IpU3HaKy (MecTopacroyiokeHue UCTOYHIKA TpaduKa) Kak ¢ BO3MOKHOCTBIO UCKITIOUEHNUS
OIIpeqielIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO IpreMa Tpaduka TOIbKO 0T OIPefeIeHHOT0 CIIMCKa PETHOHOBY, «PaboTa B IaCCUBHOM
pexuMe C Komnuei TpaduKa B Ie/IsIX MOHUTOPUHTa», «Bo3M0OKHOCTE 3anucu Tpaduka B mpoiecce DDoS ataku», «Bo3M0OKHOCTH
6nokupoBKy aTaku: Orpanuyenue, Biokuposka, Captcha».

Texunueckue tpeboBanus [TAK, myHKT 37 - IPUIOKEHHAS CCHIIKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
«HWHTerpamnus c aHTuBUpycoM 1o npotokony ICAP», «Onpenenenue aBToMaTrdeckoro ooxona CAPTCHA», «OnpefeneHre ONEITOK 06Xofa
monuTUKYU Oe3omacHocTy WAF», «[Togmep:KKa ¥ HCIIOJIb30BaHUE MTPENyCTaHOBIEHHLIX IOJTUTHK U OTYETOB B TOM YHucIe Ay aynuTta PCI
DSS».
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6 TeparaHbIH
opbeiHGacape

XKibepinreH KoK

93 1. 1) T. TeHOEPIIK OTiHIM
TEHJIeP TajalTaphHa CoOUKeC
KeJIMereH

93 1. 1) T. TeHMepiK OTiHIM TeHEp TananTaphiHa COUKEC KeJIMereH
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7 | KomuccusubH Mymieci | &KiGepinreH &Kok

93 1. 1) T. TeHOEPIIK OTiHIM
TeHep TajalTaphiHa ColKec
KeJIMereH

93 1. 1) T. TeHAEPIIIK OTiHIM TeHAep TalanTaphlHa COMKeC KeJIMeTeH

nm. 1 m. 93 HeCOOTBETCTBYE TEHAEPHO! 3asBKH YCIOBUAM TeHAepa. HeT mofTBepKAaoIuX JOKYMEHTOB COTJIaCHO TyHKTaM 1.2 u 6 o6mux
TpeGoBaHui.

CornacHo nyHKTY 10 06mux TpeboBaHu IPUI0KEHHEIE CEPTU(UKATH He COOTBETCTBYIOT TPEOOBAHUSIM (110 HAIIPABIIEHHIO 3aIUTH BE6-
IIPUTIOKEHUH ITpefTaraeMoro pemeHus).

Texuunueckue tpeboBanus [TAK, myHKT 5 - mpuUoxkeHHas CChUIKA He UMeeT HHGOpPMAILUK IOATBEPXKIEHUS COOTBETCTBUS TPeOOBAHUIO.
Texumnueckue tpebosanust [TAK, myHKT 7 - COTJIaCHO IPUJIOKEHHOH CCHUIKK HEe COOTBETCTBYeT TpeboBanuio (240 GB SSD BmecTo
Tpebyemeix «He MeHee 480 GB SSD»).

Texunveckue Tpebosanus [TAK, myHKT 8 - IpuioKeHHas CChIIKA HEAKTHBHA.

Texungeckue TpeboBanus [TAK, myHKT 14 - npuioxeHHas CCHUIKA He HMeeT HHGOPMALUY ITOATBEPKAEHNS COOTBETCTBUS TPEOOBAHUIO.
Texungeckue TpeboBanus [TAK, myHKT 16 - IpuIoKeHHas CCHUTKA He NMeeT HHGOPMaLUY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHUIO.
Texunueckue Tpebosanus [TAK, myHKT 17 - IpUIoKeHHas CCHUIKA He MeeT HHGOPMalUy TONTBEPKEHUS COOTBETCTBUS TPEOOBAHUIO.
Texuuueckue Tpebosanus [TAK, myHKT 18 - IpHI0KeHHAs CCRUIKA He NMeeT HHGOPMAaliy TONTBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO.
Texuuueckue tpebosanus [TAK, nyHKT 19 - npunoxeHHas CChlIKa He UMeeT UHGOPMAIUY TOATBEPKIEHNS COOTBETCTBUS TPeOOBaHMUIO.
Texumnueckue tpebosanus [TAK, myHKT 21 - IpUIokeHHas CChIIKA He UMeeT UHGOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBAHMUIO.
Texumueckue tpeboBanust [TAK, myHKT 23 - IPUIOKEHHAs CCHIIKA HE UMEeEeT UHPOPMAIUU TOOTBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO 110
mpotokonam sFlow, ICAP.

Texunveckue TpeboBanus [TAK, myHKT 25 - IpUI0OKeHHAs CCHUIKA He UMeeT HHGOPMaLUy TOATBEPKAEHNS COOTBETCTBUS TPEOOBAHHUIO 110
«YTuUnu3anus Keul-naMsTu».

Texunueckue TpeboBanus [TAK, myHKT 27 - IpUIOKeHHAs! CCHUTKA He UMeeT HHGOPMaLy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
«ObecneuynBaeT MexaHU3M 6aaHCHPOBKY C OTCIIEXKMBaHNEM KONUYeCTBa IOAKIII0OYeHUN 1 UCII0NIb30BaHUEM [IPUOPUTETOB B paMKax
IIPUTIOKEHUS U B paMKaX cepBepar.

Texumnueckue tpebosanus [TAK, myHKT 28 - IpuIoxeHHas CChIIKA He UMeeT UHGOPMAIUY TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHHUIO 110
«O6wexT 6anancupoBku I[CMP Gateway», «O6bekT 6amancupoBru SOAP».

Texumnueckue tpeboBanust [TAK, myHKT 29 - IpUIOKEHHAS CCHIIKA He UMEeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHMUIO IO
«JJomxHa 00ecleYrBaTLCS 3alIUTa OT CIeOYIOMIUX TUIOB aTak - Session Hijacking», «[JomkHa 06ecreYnBaThCS 3aMUTA OT CIEAYIOIINX
THUIIOB atak - Site Reconnaissance».

Texunueckue Tpebosanus [TAK, myHKT 30 - IpUI0KeHHAs! CCHUTKA He UMeeT HHGOPMaLy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
«JlomxHa 06eCceYnBaTHCS 3aIMUTA OT CIIEAYIOMINX TUIOB aTak - Zero Day Web Worm», «JlomkHa 00ecrieuuBaThCs 3alIUTa OT CIEeIYIOIUX
TUIOB aTak - SSRF».

Texunueckue tpebosanus [TAK, nmyHKT 31 - IpunoxeHHas CChlIKa He UMeeT UHGOPMaIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBAHHUIO 110
«[JomxHb 06ecreunBaThCsI MexaHU3MH - "digitally sign cookies, encrypt cookies, hijacking"».

Texunueckue tpeboBanust [TAK, myHKT 33 - IpUIOKEHHAS CCHIIKA He UMEeEeT UHPOPMAIUU TOATBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO IO
¢ynxnuonany 3amuTsl APL: «IIpoBepka BanupgHOCTH JWT TOKeHOB B API 3ampoce», «YKa3aHUe 0TBETOB II0 YMOTYaHHUIO AJIs Kaxkaoro API
endpoint», «MHTerpanus ¢ OAuth nposaiifiepoM Ajst IPOBEPKY JIOTHHOB C UcTonb30BaHueM OAuth 2.0».

Texunveckue TpeboBanus [TAK, myHKT 34 - npuIoKeHHas CCHUTKA He UMeeT HHGOPMaLUY TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
3amurTe ot brute force atak: «OniroHanbHass BO3MOKHOCTb GIOKMPOBKY MOIBITOK BXOAA IPY MOMOIIY a3kl JaHHIX YKPaIEHHEIX
mapoJsei», «YKasaHue 0TBETOB 10 yMOJTYaHuUIO ayis Kaxmaoro API endpoint», «HTerpanus ¢ OAuth mpoBaiiepoM AJist MPOBEPKU JIOTHHOB C
ucnonszoBanueM OAuth 2.0».

Texunueckue tpeboBanus [TAK, myHKT 35 - IpUIOKEHHAs CChIIKA He UMeeT UHPOPMAIUU TONTBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO 110
«Bot 3ammurTa - ITogmepxka CAPTCHA co 3BykoM, ABTOMaTH9eCcKOe OIpefesieHre O0TOB Ha OCHOBE UX IOBENEHUs», «[[omKHa
o0ecreynBaThCS MONAEPKKA CIEAYIOMIX MeTonoB 610kiupoBKY Tpadduka: CAPTCHA TCP Reset, mepeagpecarius Ha/C IyJ1 CEPBEPOB,
CtpaHula JIoByIIKa Ayt 60ToB npomrenmux CAPTCHA».

Texunueckue Tpebosanus [TAK, myHKT 36 - IpUIOKeHHAs CCHUTKA He UMeeT HHGOPMaLuy TOATBEPKAEHNS COOTBETCTBUS TPEBOBAHUIO 110
«3amuta oT DoS/DDoS atak ypoBHs WEB mpunoxkenus - Pemenne noykHO 06ecriedrBaTh OUUCTKY Tpaduka (aTaky, OCHOBaHHEIE Ha
HCIIOIb30BAHUHU NTPOTOKOJIOB http u https)», «[lomxkHO 06eCIeYnTs peanru3aliio KOMIUIEKCAa MEXaHU3MOB GHUIbTPayu:- OUIbTPaIHIo Ha
OCHOBaHUH 3a[]laBaeMbIX Yepe3 IporpaMMHEL nHTepdelic YepHEIX 1 6enblx ciuckoB IP ampecos, popMupyeMbIx 3aKa3uuKoM; -
dunpTpanuio o reorpadhuuecKoMy IpU3HAKy (MECTOpPaCIONIOKeHNe UCTOYHIKA TpaduKa) Kak ¢ BO3MOKHOCTBIO UCKITIOUEHNUST
OIIpeqeIeHHEIX PETUOHOB, TaK U C BO3MOXKHOCTHIO IpreMa Tpaduka TOIBKO 0T OIPEIeIeHHOT0 CIIICKA PETHOHOBY, «PaboTa B aCCHBHOM
pexuMe ¢ Konuer Tpaduka B IeNIiX MOHUTOPUHTa», «Bo3MoxkHOCTh 3anucu Tpaduka B nporecce DDoS araku», «Bo3aMoxkHOCTH
610kupoBKY aTaku: OrpaHuyenue, Biokuposka, Captcha».

Texunveckue Tpebosanus [TAK, myHKT 37 - NIpUIOKeHHAs CCHUTKA He UMeeT HHGOPMaLyy TOATBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO 110
«HWHTerpanus ¢ aHTuBUpycoM 1o npotokony ICAP», «Onpenenenue aBToMaTrdeckoro ooxona CAPTCHA», «OnpefeneHre ONBEITOK 06X0fa
nonuTuky 6e3onacHoct WAF», «[TongmepkKa U MCIOJIb30BaHUE ITPENYCTAHOBIEHHEIX [IONIUTUK ¥ OTUETOB B TOM 4HcIle s aynuTa PCI
DSS».
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TOBAPHUIIECTBO C OTPAHUYEHHOM OTBETCTBEHHOCTBIO "ALEXIS COMPANY", 160840008510
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KaGringamay ce6e6i

KaGrinmamay ceGemnTepile Herismeme. OneyeTTi XKeTKi3yImiHiH eTiHiIMiHOeTi TeHOep TamanTapeiHa ColKec KenTipinyi Tuic KyxkarTtap Tizbeci

1 | Tepara

XibepinreH xoK

93 1. 1) T. TeHOEPIK OTiHIM
TeHZep TajlalTaphiHa ColKec
KeJMeTreH

CoryacHo myHKTY 1.1 06mux TpeGoBaHUY He yKa3aHbl GUPMa-IPON3BOAUTENL, UACHTU(GUKAINOHHEIE HOMepa Ha BECh IIPe[iaraeMEIi
Tosap.

CoryacHo myHKTY 10 00umx TpeGoBaHuUH IPUIO0KEHHEIE CePTH(UKATE CBUAETEIBCTBYIOT O TPOX0XKAEHUN 00yIEHUs U He COOTBETCTBYIOT
TpeGOBaHUSAM.

Texunueckue Tpebosanus [TAK, myHKT 16 - IpUI0KeHHas CCHUIKA He NMeeT HHGOPMaluy TONTBEPKEHUS COOTBETCTBUS TPEOOBAHUIO.
Texuuueckue tpebosanus [TAK, nmyHKT 17 - npunoxeHHas CChlIKa He UMeeT UHGOPMAIUU TOATBePKIeHNS COOTBETCTBUS TPeOOBaHMUIO.
Texuunueckue tpebosanus [TAK, nmyHKT 18 - npunoxeHHas CChlIKa He UMeeT UHGOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBaHMUIO.
Texumnueckue tpebosanust [TAK, nyHKT 19 - IpunoxeHHas CChIIKA He UMeeT UHGOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBAHMUIO.
Texunueckue tpeboBanust [TAK, myHKT 21 - IpUIOKEHHAs CChIIKA He UMeEeT UHPOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO.
Texunueckue TpeboBanus [TAK, myHKT 23 - IPUIOKEHHAS CCHITKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHMUIO IO
npotokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texunueckue TpeboBanus [TAK, myHKT 25 - IPUIOKEHHAs CChITKA He UMeeT HHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
«YTunuzanus Keur-naMmsaT», «KoauuecTBo akTUBHEIX CECCUM, HOBEIX ceccuit», «Konuyecto HTTP 3anmpocos», «KomuyectBo SSL-
TpaH3aKLUI».

Texunueckue tpeboBanus [TAK, myHKT 28 - IpunoxeHHas CChlIKa He UMeeT UHGOPMaIUU T0OATBEPKIEHNS COOTBETCTBUS TPeOOBAHMUIO 110
«O06bekT 6amancupoBku SOAP», «[lomkeH obecmeunBaThcsi MexaHu3M Graceful Shutdown myist akTHBHBEIX CECCHY TOJIb30BATENIEH B MOMEHT
BEIBOJIa 00BbEKTA M3 IMpoliecca 6amaHCHPOBKU».

Texunueckue tpeboBanus [TAK, myHKT 30 - IPUIOKEHHAS CCHITKA HE UMEeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
«JTomxkHa 00eCIIeYMBATLCS 3aIIUTA OT CAENYIOUIUX TUIIOB aTak - SSRF».

Texunueckue TpeboBanus [TAK, myHKT 31 - IpUIOKEHHAs CChITKA He UMeeT HHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
«[lomxHb 06ecrieunBaThCSI MexaHU3ME - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texuuueckue Tpebosanus [TAK, myHKT 35 - IpUIOKEHHAs! CCHUTKA He NMeeT HHGOPMALUy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
«Bot 3amurTa - ITonmepxkka CAPTCHA co 3BykoM, ABTOMaTi4eckoe oIpefenieHre 60TOB Ha OCHOBE UX IIOBEEeHUs», «[JomKHa
obecrieynBaThCS NONLEPKKA CIIeNY0mUX MeTonoB 610kupoBky Tpaddura: CAPTCHA TCP Reset, nepeanpecarius Ha/c Iyl CEPBEPOB,
Crpanuua yoBymka s 60tos npomtenumx CAPTCHA».

Texumueckue tpeboBanust [TAK, myHKT 36 - IPUIOKEHHAS CCHIIKA HE UMEeEeT UHPOPMAIUU TOATBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO IO
«3amura oT DoS/DDoS atak ypoBHs WEB nmpunoxeHus - Pemenune goykHO o6ecriednBaTh OYACTKY Tpaduka (aTaku, OCHOBaHHEIE Ha
HCII0JIb30BAHUHU NTPOTOKOJIOB http 1 https)», «[lomkHO 06ecneYnTh peanu3alyio KOMIUIEKCA MEXaHU3MOB GuIbTpanuu:- OUIbTpaluio Ha
OCHOBaHWH 3a[JaBaeMbIX Yepe3 IPOrpaMMHEIN HHTepGe#c YepHEIX U GeNbix ciucKoB IP ampecoB, GopMUpyEMEIX 3aKa3uUKOM; -
dunbTpanyio no reorpadpuueckoMy IpuU3HaKy (MecTopacroiokeHue HCTOYHIKA TpaduKa) Kak ¢ BO3MOKHOCTBIO UCKITIOUEeHNUS
oIperielIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO IpreMa TpaduKa TOIbKO 0T OIIPefieIeHHOr0 CIIICKa PeroHOB», «BO3MOXKHOCTS 3amucu
Tpaduka B mporecce DDoS aTaku», «Bo3M0KHOCTH OJTIOKMPOBKY aTaku: Orpanudenue, Bimokuposka, Captcha».

Texunueckue tpebosanust [TAK, myHKT 37 - IpUIOKEHHAs CChIIKA He UMeeT UHPOPMAIUU TOATBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO 110
«Ompenenenue aproMatrudeckoro o6xoga CAPTCHA», «IlogmepXKa ¥ HCIOIb30BaHKUE TPENYyCTAHOBIEHHEIX TOJIUTUK ¥ OTYETOB B TOM
uucye gng ayguta PCI DSS».

2 | KomuccusHbE Mymeci

XKibepinreH xKox,

93 1. 1) T. TeHAEPIK OTiHIM
TeH[ep TajalTaphkiHa ColKec
KeJMereH

93 1. 1) T. TeHAEPIK OTiHIM TEHAEP TananTapblHa COUKEC KeJIMETeH

3 | KoMuccusiHEIE MymIeci

XKibepinreH xoK

93 1. 1) T. TeHOEPIK OTiHIM
TeHZep TajlalTaphiHa ColKec
KeJMereH

93 1. 1) T. TeHAEPIIIK OTIHIM TeHAep TalanTaphlHa COMKeC KeJIMeTreH

4 | KoMuccusHbBIH MyIeci

Ki6EepinreH KoK

93 1. 1) T. TEHAEPIK OTiHIM
TeHJIep TajlallTapblHa CoMKec
KeJIMereH

93 1. 1) T. TEeHIEPIIK OTIHIM TeHep TajanTapblHa COMKEC KeJIMereH
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5 [ KoMuccusiHEE Mymeci

XKibepinreH xoK

93 1. 1) T. TeHOEPIIK OTIHIM
TEHIEeP TaJalTaphHa CoOUKeC
KeJIMereH

nm. 1 m. 93 HeCOOTBETCTBYE TEHAEPHO! 3asBKH yCIOBUAM TeHAepa. CormacHo nyHKTY 1.1 ofmux TpeboBaHuil He yKa3aHH pupMa-
IIPOU3BONUTEND, UAEHTU(DUKAIIMOHHEIE HOMepa Ha BeCh IpefaraeMslit Tosap.

CormacHo myHKTY 10 o0umx TpeGoBaHu# MPUI0KEHHEE CePTH(UKATE CBUAETEIBCTBYIOT O TPOX0XKAEHUN 00yIEHUs U He COOTBETCTBYIOT
TpeOOBaHUSIM.

Texuuueckue tpebosanus [TAK, nmyHKT 16 - IpunoxeHHas CChlIKa He UMeeT UHGOPMAIUU TOATBePKIeHNS COOTBETCTBUS TPeOOBaHMUIO.
Texuuueckue tpebosanus [TAK, nyHKT 17 - npunoxeHHas CChlIKa He UMeeT UHGOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBAHMUIO.
Texunueckue tpebosanust [TAK, nmyHKT 18 - mpunoxeHHas CChIIKA He UMeeT UHGOPMAIUY TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO.
Texumnueckue tpebosanus [TAK, myHKT 19 - npuioxeHHas CChIIKA He UMeEeT UHPOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO.
Texunueckue tpeboBanust [TAK, myHKT 21 - IpUIOKEHHAs CCHUTKA HE UMeeT UHPOPMAIUU TOATBEPKAEHNS COOTBETCTBUS TPEOOBAHMUIO.
Texunueckue TpeboBanus [TAK, myHKT 23 - IPUIOKEHHAs CChITKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
npotokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texunueckue Tpebosanus [TAK, myHKT 25 - IPUI0KEeHHAs! CCHUTKA He UMeeT HHGOPMALUy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
«YTunu3zamus Keur-namMsati», «KoauuecTBo akTUBHEIX CECCUM, HOBEIX ceccuit», «Konuyecto HTTP 3ampocos», «KomuyectBo SSL-
TpaH3aKUUU».

Texumnueckue tpebosanus [TAK, myHKT 28 - IpUIoKeHHas CChIIKA He UMeeT UHPOPMAIUU TOOTBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO 110
«O06BekT 6amancupoBku SOAP», «[lomkeH obecmeunBaThCcst Mexanu3M Graceful Shutdown myist akTHBHBEIX CECCHY TIOTb30BATENIeH B MOMEHT
BEIBOZIA 00BEKTa U3 Tporiecca GaTaHCUPOBKU».

Texunueckue Tpebosanus [TAK, myHKT 30 - IPUIOKEHHAs CCHITKA He UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHUIO IO
«JomKkHa 00eCIIeYMBATLCS 3aLIUTA OT CIAEAYIOUIUX TUTIOB aTak - SSRF».

Texunueckue TpeboBanus [TAK, myHKT 31 - IPUIOKEHHAs CCHITKA He UMeeT HHPOPMAIUU TOATBEPKAEHISI COOTBETCTBUS TPEOOBAHUIO IO
«[TomxHb 06ecreunBaThCs MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texunueckue tpeboBanus [TAK, myHKT 35 - IpUIOXeHHAs CChIIKA He UMeeT UHGOPMAIUy T0OATBEPKIEeHNS COOTBETCTBUS TPeOOBAHMUIO 110
«Bot 3amurTa - ITogmepxka CAPTCHA co 3BykoM, ABTOMaTH9ecKoe onpefeneHre 60TOB Ha OCHOBE UX IIOBENEHUs», «[JomKHa
o0ecrieynBaTLCS NONLEPKKA CIIERY0MUX MeTonoB 610kupoBky Tpaddura: CAPTCHA TCP Reset, nepeanpecarius Ha/C IyJl CEPBEPOB,
Ctpanuua yjioBymka s 60toB npourenumx CAPTCHA».

Texunueckue TpeboBanus [TAK, myHKT 36 - IPUIOKEHHAS CCHITKA HE UMeeT UHPOPMAIUU TOATBEPKAEHIS COOTBETCTBUS TPEOOBAHMUIO IO
«3amuta oT DoS/DDoS atak ypoBHs WEB mpunoxenus - Pemenune goykHO o6ecriedrBaTh OUUCTKY Tpaduka (aTaku, OCHOBaHHEIE Ha
HCIIONTb30BAHUY MPOTOKOI0B http u https)», «lomKHO 06€CIeUnTh peanu3alnio KOMIIJIeKCa MEXaHH3MOB (GuIbTpanun:- OUIbTPAIMIO Ha
OCHOBAHWH 3a/IlaBaEMEIX Yepe3 IPOrpaMMHBIN HHTEPGhEHC YePHEIX U OeJbIX CIUCKOB IP anpecos, hopMupyeMux 3aKa3qukoM; -
dunbTpanyio no reorpadpuueckoMy IpU3HaKy (MecTopacroiokeHe UCTOYHIKA TpaduKa) Kak ¢ BO3MOKHOCTBIO UCKITIOUEHNUS
oIIpeqielIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO IpreMa TpaduKa TOIBKO 0T OIIPefieIeHHOT0 CIICKa PErUOHOB», «BO3MOXKHOCTE 3amucu
Tpaduka B mporecce DDoS aTaku», «Bo3MOKHOCTY OJIOKMPOBKY aTaku: Orpanudenue, Bmokuposka, Captcha».

Texumnueckue tpeboBanust [TAK, myHKT 37 - IPUIOKEHHAS CCHIIKA HE UMEEeT UHPOPMAIUU TOOTBEPKIEHIS COOTBETCTBUS TPEOOBAHMUIO IO
«Onpepenenne aBroMmatudeckoro ooxona CAPTCHA», «IlofmepkKa U HCIIONb30BaHKUE NPEyCTAHOBIEHHBIX IIOJIATHK U OTYETOB B TOM
yucne s aynuta PCI DSS».

TeparaHbIH
opbiHGacaps

Ki6epinreH KoK

93 1. 1) T. TEHAEPIIK OTiHIM
TeH[Iep TajlalTapblHa CoMKec
KeJIMereH

93 1. 1) T. TeHIEPIIK OTIHIM TeHLep TajanTaphlHa COMKEC KeJIMereH
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KoMuccusiusly Myeci | XKiGepinreH xKoxk,

93 1. 1) T. TEHAEPIIK OTiHIM
TeH[Iep TajlalTapblHa CoMKec
KeJIMereH

93 1. 1) T. TeHAEPIIIK OTiHIM TeHAep TalanTaphlHa COMKeC KeJIMeTeH

nn. 1 m. 93 HeCOOTBETCTBYE TEHAEPHO! 3asBKH yCIOBUAM TeHAepa. CormacHo nyHKTY 1.1 ofmux TpeboBaHuil He yKa3aHH dupMa-
IIPOU3BOLUTEND, HAeHTU(UKAIMOHHEIE HOMepa Ha BeCh IIpefjiaraeMslii ToBap.

CornacHo nyHKTY 10 06mux TpeOoBaHNi IPUIOKEHHEIE CEPTU(GUKATH CBUETENIHCTBYIOT O IPOXOKAEHUY 00yIEHUS U He COOTBETCTBYIOT
TpeGoBaHUSIM.

Texuuueckue tpebosanus [TAK, nyHKT 16 - IpunoxeHHas CChIIKa He UMeeT UHGOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBaHUIO.
Texunueckue tpebosanust [TAK, nmyHKT 17 - IpunoxeHHas CChIIKA He UMeeT UHGOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPeOOBAHMUIO.
Texumnueckue tpebosanus [TAK, myHKT 18 - mpuioxkeHHas CChIIKA He UMEET UHPOPMAIUU TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO.
Texungeckue Tpebosanus [TAK, myHKT 19 - npuoKeHHas CCHUIKA He UMeeT HHGOPMaLUX IIOATBEPKIEHNST COOTBETCTBUS TPEOOBAHUIO.
Texungeckue TpeboBanus [TAK, myHKT 21 - npuoxKeHHas CCHUIKA He HMeeT HHGOPMALUY ITOATBEPKAEHNS COOTBETCTBUS TPEOOBAHUIO.
Texunueckue TpeboBanus [TAK, myHKT 23 - IpUI0KeHHAs CCHUTKA He UMeeT HHGOPMaLUy TONTBEPKAEHUS COOTBETCTBUS TPEBOBAHUIO 110
mportokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue Tpebosanus [TAK, myHKT 25 - IPUIOKEHHAs! CCHUTKA He NMeeT HHGOPMAaliy TONTBEPKIEHUS COOTBETCTBUS TPEGOBAHUIO 110
«YTunusanus Keur-namMmatu», «KoauuecTBo akKTUBHEIX CECCUM, HOBEIX ceccuit», «KonuuectBo HTTP 3ampocos», «KonuyectBo SSL-
TpaH3aKUUM».

Texumueckue tpeboBanust [TAK, myHKT 28 - IpUIOKEHHAs CChIIKA He UMeeT UHPOPMAIUU TOOTBEPKAEHIS COOTBETCTBUS TPEOOBAHMUIO 110
«O06wexT 6anancupoBku SOAP», «[lomxeH obecneunBaThcst Mexanu3M Graceful Shutdown mmst akTUBHEIX CeCCHI TOb30BATENIEH B MOMEHT
BEIBOAa 00beKTa U3 mpouecca 6anaHCHPOBKU».

Texunueckue Tpebosanus [TAK, myHKT 30 - IpUI0KeHHAas! CCHUTKA He UMeeT HHGOPMaLuy TOATBEPKAEHUS COOTBETCTBUS TPEOOBAHHUIO 110
«JJomkHa 00eCIIeYMBATLCS 3aIUTA OT CAEAYIOUIUX TUIIOB aTak - SSRF».

Texuuueckue Tpebosanus [TAK, myHKT 31 - npuIoKeHHas CCHUIKA He NMeeT HHGOPMALUy TONTBEPKAEHUS COOTBETCTBUS TPEGOBAHUIO 110
«[JomxHbl 06ecrieunBaThCsI MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texumnueckue tpebosanus [TAK, myHKT 35 - IpUIOXKEHHAs CChIIKA He UMeeT UHPOPMAIUY TOATBEPKIEHNS COOTBETCTBUS TPEOOBAHMUIO 110
«Bot 3amurTa - ITogmepxka CAPTCHA co 3BykoM, ABTOMaTH9ecKoe OIpefeieHre 60TOB Ha OCHOBE UX IIOBENEHUs», «[[omKHa
o0ecreynBaTLCS MONLEPKKA CIIEAYIOMIX MeTonoB 610kupoBkY Tpaddura: CAPTCHA TCP Reset, mepeanpecarius Ha/C IyJl CEPBEPOB,
CrpaHuna JIoByIKa Ajst 60ToB npourenmux CAPTCHA».

Texunueckue TpeboBanus [TAK, myHKT 36 - IpUIOKeHHAs! CCHUTKA He UMeeT HHGOPMaLyy TOATBEPKAEHUS COOTBETCTBUS TPEOOBAHUIO 110
«3amuta oT DoS/DDoS atak ypoBHst WEB mpunoxeHus - Pemenune goykHO 06ecriedrBaTh OUUCTKY Tpaduka (aTaku, OCHOBaHHEIE Ha
HCII0JIb30BAHUHU NTPOTOKOJIOB http u https)», «[lomkHO 06eCIeYnTh peanru3alinio KOMIUIEKCA MEXaHU3MOB GHUIbTPalyu:- OUIbTPaIMIo Ha
OCHOBaHUH 3afjlaBaeMbIX Yepe3 IporpaMMHEI nHTepdelic YepHEIX U 6enblx ciuckoB IP ampecos, popMupyeMEIx 3aKa3uuKoM; -
dunbTpanyio no reorpadhuueckoMy IpU3HaKy (MecTopacroiokeHne UCTOYHIKA TpaduKka) Kak ¢ BO3MOKHOCTBIO UCKITIOUEHNUS
OIIpeqieJIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO IpreMa TpaduKa TOIBKO 0T OIIPEfeIeHHOT0 CIICKa PETUOHOBY, «BO3MOKHOCTE 3amucu
Tpaduka B mporecce DDoS aTaku», «Bo3MOKHOCTY OJTOKMPOBKY aTaku: Orpanudenue, Bmokuposka, Captcha».

Texunveckue Tpebosanus [TAK, myHKT 37 - IpUI0OKeHHAs CCHUIKA He UMeeT HHGOPMaLUy ITOATBEPKAEHNS COOTBETCTBUS TPEOOBAHHUIO 110
«Ompenenenue aBToMatrdeckoro o6xoga CAPTCHA», «IlomgaepXKa 4 KCIIOIb30BaHKUe TPEIyCTAHOBIEHHEIX MTOJIUTHK ¥ OTYETOB B TOM
yucne gns ayouta PCI DSS».

Tenpgep Ta/lanTapbiHa COMKeEC KeJIMEHTiH TeHaepiik erinimaep: 3

No | OneyeTTi KeTKi3ymIiHiH aTaybl BCH (2KCH) / CCH / TEH KOMP?CC.HHHHH KOPBITBIH/RL
menrimi
TOBAPHUIIIECTBO C OTPAHUYEHHOM OTBETCTBEHHOCTBLIO "MHO®OPMEMIITH CUCTEMC o
1 CEKbIOPUTH IIAPTHEPC" 160640011454 XKibepinreH &Kok,
2 | TOBAPUIIIECTBO C OTPAHUYEHHOM OTBETCTBEHHOCTBLIO "NEWTECH DISTRIBUTION" 040440007058 Xibepinrex xoK
3 | TOBAPHIIIECTBO C OTPAHUYEHHOM OTBETCTBEHHOCTBIO "ALEXIS COMPANY" 160840008510 Xkibepinrex xXoxK,
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TeHaep mapTTapbIHa COMKeC KeJIeTiH TeHaepik eTimimaep: 0

No 9yeyeTTi XKeTKi3ymiHiH aTaybl

BCH (CKCH) / CCH / TEH

YCBHIHBIIFaH OTiHIMAED KOK

Tenpeprik eTiHiMuepi TeHAep TananTapeiHa COMKeC KeNTipy MaKCaThIHIA 9JIeYEeTTi KEeTKi3yIIisiep YCEIHATHH KOCHIMINA KyKaTTapasl OepymiH COHFH KYHI MEH YaKHITH: OCHl XaTTaMa

JKapHusIaHFaH COTTeH GacTam 3 XXKYMBIC KYHIHEH KeUlKTipMex.

KoMHCCHSHBIH KYpPaMbl Karsbicy 0enrici/6onmay cedeodi
TeHpmepiK KOMUCCUSHBIH TopaFacel Ho
Tenpepnik KomuccusinbiH, ToparaHbH opeIHOacaph! Uas
Uas
Us
KomuccusHbg Mylenepi Us
Us
Uas
TeHpmepTiK KOMUCCHUSHBIH XaTIIHICH Ho

Eckeprtre:

* TarnceIpeIc GepyIinep Typaskl MaJliMeT, erep TalckHpsIc Oepyutinep GipHeniey 6oica KepceTinmMensi.

AGOpeBUaTypanapabl TapaTHII XKa3y:

BCH - 6u3sHec-colKeCTeHipy HOMipi;

KCH - xxeke CoUKeCTeHIIpy HOMIpi;

CCH - canbIK TeneylliHiH ColKeCTeHIipy HeMipi;
TEH - Teney1inig ecen HoMipi;

T.A.D. - Teri, aThl, 9KECiHiH aThI;

KK.Qa.2KXKXKXK. - KYHi, aifbl, KBIJTHL.
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OchI KyKaT «INEeKTPOH[ILIK KYKaT KoHe INTeKTPOHIHIK HuGPIHK KonTaHba Typank» Kaszakcran Pecybnukachiabie, 2003 xbimrsl 7 KagTapmarsl N 370-11 3aHbr 7 6a0biHbIH 1 TapMarbsiHa
COMKeC Kara3 TAaCHIFBIIITAFE KYXKaTIeH Oipei.
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IIpoToKoOI NpegBapuTe/ILHOr0 JONMYyCKa K Y4aCTHIO B TEHAepe N0 3aKynKaM ToBapoB, padot, yciayr Ne 100369-T

3aka34yukK*

Ne Tengepa

HaumeHOBaHME TeHOepa

HauMmeHOBaHHE OpraHu3aTopa

Anpec opranu3aTopa

IlaTa OKOHYAHUA nmpHueMa JOIIOTHEHHBIX

3asBOK

CocTaB TeHIepPHOH KOMHCCHH:

23.04.2026 11:22:35

AKIIMOHEPHOE OBIIECTBO
«HAITMOHAJIbHAA TTJTATEXKHAA
KOPITOPAITM A HALTMOHAJIBHOI'O
BAHKA PECITYBJIMKH KA3AXCTAH»

100369

[TporpaMMHO-aIIapaTHEE KOMIITIEKC
3amuTH Beb mpunoxenui (WAF)

AKIIMOHEPHOE OBIIECTBO
«HAITMOHAJIbHAA TTJTATEXKHAA
KOPITOPAITM A HALTMOHAJIBHOI'O
BAHKA PECITYBJIMKH KA3AXCTAH»

KazaxcraHn,r.AnMaTthl, bocTaHOBIKCKUH
pation,Mxp.KokTewm 3,21,

2026-04-29 09:00:00

Ne ®.1.0. [JOMKHOCTh B OPraHUu3aluHa Poip B KOMHCCHH

1 Ynen komuccuu 1 IomXHOCTD YJIeHa KoMuccun 1 [IpencenmaTens

2 YeH KOMHCCHUH 2 I10JIKHOCTD 4JIeHa KOMUCCHH 2 3aMeCTUTeb IIpefcenaTens
3 Ynen koMmuccuu 3 IomXHOCTL YJIeHa KOMUCCHU 3 YeH KOMHUCCHK

4 Ynen komuccuu 4 IomXHOCTL YJIeHa KOMUCCHHU 4 YneH KOMHUCCHUH

5 YneH KOMUCCHUH D IomXHOCTL YJIeHa KOMUCCHHU D YneH KOMUCCHUH

6 UneHn koMmuccuu 6 IIOMXHOCTH UJieHa KOMUCCHHU 6 UneH KOMUCCUHU

7 Ynen komuccuu 7 ITOMXXKHOCTL YJIeHa KOMUCCUU 7 YeH KOMUCCUK

8 Unen koMuccuu 8 [oMXKHOCTD YleHa KOMUCCUU 8 Cekperapb
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IlepeyeHb 3aKymaeMbIX TOBApOB, padoT, yCIyr ¢ yka3aHueM oomel cymmsl 120103572.00 Tenre

npunoxenust (WAF)

CymmMma,
X ITena 3a
apaKTepHCTHKA 3aKynaeMbIX BbIIe/IeHHasI
Ne Ne JIoTa HaumMeHOBaHHe jJI0Ta KonuuecTBO eIUHHIY,
TOBapoB, padoT U yCJIIyr TeHre Ui 3aKyNIKH,
TeHre
[IporpaMMHO-arnmapaTHHIN
1 274396-T1 Komnnekc 060pymoBaHus CeTeBON 6€30MacHOCTH KOMIIJIEKC 3allUTH BeO 2.000 60051786.00 120103572.00

Ne nota: 274396-T1
HaumenoBauue nota: Kommiekc 060pynoBaHus CeTeBoi 0€30macHOCTH

XapaKTepuCTHKa 3aKylIaeMBIX TOBAPOB, PAboT U yciyr : IIporpaMMHO-alIapaTHEM KOMILIEKC 3aIuTH BeO npunoxenuii (WAF)

Pe3y.]ILTaTLI Tr0oJIOCOBAHHS YIEHOB TeHILepHOﬁ KOMHCCHH:

Ne

TOBAPHIIECTBO C OTPAHUYEHHOM OTBETCTBEHHOCTBIO "MHOOPMEMIIH CUCTEMC CEKBIOPUTH ITAPTHEPC", 160640011454

Pemenue
Ponb B KOMUCCUM | YeHa
KOMMCCUU

HpI/I‘II/IHa OTKJIIOHEHUS
C yCJIOBUSIMHU TE€HIEpa

O6ocHOBaHUE IIPAYUH OTKJIOHEHU . Hepeqeﬁb NOKYMEHTOB B 3aBK€ IIOTE€HIIMaJIbHOI'0 IIOCTaBIAKa KOTOPEIE H606XOJII/IMO TIPUBECTU B COOTBETCTBUE

d921b914d11edc627b61caf04193ad4e

17/40




1 | IIpencenaTenb

OTKJIOHEH

mm. 1) m. 93
HECOOTBETCTBHE
TEH[IEPHOU 3asBKU
YCIIOBUSM TeHepa

Cormnacuo myHKTY 1.1 06mmx TpeGoBaHUY He yKa3aHbl GUpPMa-IIPON3BOIUTENh, HeHTH(UKAMOHHEIE HOMepa Ha BeCh IIpefsiaraeMslii ToBap.
Cormnacao 1.2 ¢t.49 3akoHa PK «O HOTapuare», EnuHO# HOTapranbHOM HHGOPMAIMOHHON CUCTEMOU 0 KaXXIOMy HOTapUATbHOMY [EHCTBUIO
TIPUCBAMBAETCS YHUKAJIbHBIA HOMED, KOTOPHIHA IOJIKEH OBITh yKa3aH B GyMaKHOU BepCUU TOKYMEHTA. B 9Toil CBsI3u Ha JOKYMEHTE, KaK IIPaBUIIo,
otobpaxaetcsi QR-KofI, comepxKaluii CBeieHus /I MPOBEPKY YKa3aHHOT0 PErUCTPAlMOHHOr0 HoMepa. OTCYTCTBHE TakKoro 0603HaUeHHUs He
II03BOJISIET JOCTOBEPHO YCTAHOBUTH OAJIMHHOCTD ¥ MAEHTUYHOCTD IIPEACTaBIEHHOT0 JOKyMEHTa.

Cormnacao myHKTaM 1.2 u 6 06mux TpeboBaHMI IPEeJOCTaBIEHHIN JOKYMEHT NMeeT IIPU3HAKY HIU3KOT0 Ka4ecTBa 0hOPMIIeHUS (BK/II09as HCKaKEHUs
CHMBOJIOB ¥ BO3MOXKHBbIE apTedakTr 00paboTKK N300PaKeHuUs), YTO 3aTPYIHSIET eT0 KOPPEKTHOE IIPOYTEHNE U IPOBEPKY JOCTOBEPHOCTH
COofiepKaIInuXCcs CBefeHu . [OMOTHUTETFHO YCTaHOBIEHO OTCYTCTBIE HA KOUHU JOKYMEHTa 0053aTe/IbHEIX IPU3HAKOB HOTAPUAIbHOTO
YIOOCTOBEPEHUS (B YaCTHOCTH, IIPOIIMBKY/HYMepaliy ¥ CKpeIUleHus1, 06ecrednBaeMbEIX HOTapHAIbHEIM ITHYPOM), YTO He II03BOJISET IOATBEPAUTh
LIEJIOCTHOCTh HOKYMEHTA U €T0 COOTBETCTBUE OPUTHHAIY. B CBA3MU C U3/I0KEHHEIM TOKYMEHT He MOXKET OBITh IPUHSAT B KQUeCTBE HaJIeXKallero

IO TBEPKIA0IIEero MaTeprasa B COCTaBe TeHOEPHOU 3asBKHU.

CornacHo myHKTY 10 06mux TpeGoBaHUM IPUIOKEHHEIE CEPTU(GUKATE CBUAETENBCTBYIOT O IPOXOXKIEHUN 00yYEHUS K HE COOTBETCTBYIOT
TpebOBaHUAM.

Texumueckue TpeboBanus [T1AK, nyHKT 16 - IpuioxkeHHas CCHUIKA He NMeeT HHGDOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texunueckue tpeboBanus [TAK, nyHKT 17 - IpuIoKeHHas CCHUIKA HE MMeeT HH(DOPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texunueckue TpeboBanus [TAK, nyHKT 18 - IpuioxXeHHas CChIKa He BMeeT HH(OPMAaLUy TONTBEPKAEHNUS COOTBETCTBUS TPEGOBAHHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 19 - mpuioxeHHas CCHUIKA He UMeeT HHGOPMALUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue tpeboBarus [T1AK, nyHKT 21 - IpuIoxkeHHas CCHUIKA He NMeeT HHGDOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOGOBAHUIO.
Texumnueckue TpeboBanus [TAK, myHKT 23 - IPUIOKEHHAS CCHUIKA HE MMeeT HH()OPMALUY TOOTBEPKAEHNS COOTBETCTBUS TPEGOBAHUIO IO
npoTokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texumueckue tpeboBarus [T1AK, nyHKT 25 - IpuIoKeHHas CCHUIKA He BMeeT HHGOPMALUY [T0OTBEPKIEHNS COOTBETCTBHS TpeOOBaHUIO 110
«YTUnu3anuys Kel-naMaT», «Konm4ecTBo akKTUBHEIX CECCUM, HOBBIX ceccuil», «KonmuyectBo HTTP 3ampocoB», «KonmuuecTBo SSL-TpaH3aKIMi».
Texunueckue TpeboBanus [TAK, myHKT 28 - IpuIoKeHHas CCHUIKA He MMeeT HH(OpPMaluu MOATBEPKIECHUS COOTBETCTBUS TpeOoBaHuUI0 M0 «OOBEKT
OamancupoBku SOAP», «[lomken obecrmeuynBaThcsi MexaHu3M Graceful Shutdown aist ak TUBHEIX CE€CCHiA TIOIb30BaTENe B MOMEHT BEIBOfIa 00bEKTa U3
mporecca OaTaHCUPOBKH».

Texumueckue tpeboBanus [T1AK, nyHkt 30 - mpuioXeHHas CCHUIKA He MMeeT HHGOPMALUY TOATBEPKIEHNS COOTBETCTBHS TpeboBaHuUIO 10 «[JomKHA
00ecIIeYnBaTLCS 3alUTa OT CJIEOYIOMINX TUIOB aTak - SSRF».

Texuunueckue TpeboBanus [TAK, myHKT 31 - IpUIOKEHHAs CChUIKA He HMeeT HH(OPMalUy MOATBEPKAEHNUS COOTBETCTBHUS TPEOOBAHHUIO MO «[[OIKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texumueckue tpeboBanus [T1AK, nyHKT 35 - IpUIOKEHHAs CCHUIKA He MMeeT HHGDOPMALUY TONTBEPKIEHNS COOTBETCTBUS TpeboBaHuio no «bot
3amurTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTAYECKOE OIIpefielieHne 60TOB Ha OCHOBE UX MOBENEHU», «[[0/IKHa 06eCIeunBaThCS MOOAePXKKa
ClefymouxX MeTomoB 01okupoBKu Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c myn cepBepoB, CTpaHuIa JIOBYLIKA [/ 60TOB MPOIIEAIINX
CAPTCHA».

Texumueckue TpeboBanus [T1AK, nyHKT 36 - IpUIOKEHHAS CCRUIKA He MMeeT HHGDOPMALUY TONTBEPKIEHNS COOTBETCTBYS TpeOGOBaHUIO MO «3aluTa
ot DoS/DDoS arak ypoBHsi WEB npunoxenus - PemeHne DomkHO 06eCIeYnBaTh OUUCTKY TpaduKa (aTaky, OCHOBaHHbLIE Ha MCIOIb30BAHUN
POTOKOJIOB http u https)», «[lomKHO 06€CIeunTh peaar3alyio KOMIIEKCa MEXaHi3MOB (GuIbTpaluuu:- GUIbTPALXI0 Ha OCHOBAHUHU 3afjaBaeMbIX
4yepes IIPOrpaMMHEIH HTepdelic YepHbIX 1 6elbx cnuckoB IP agpecos, dopmupyeMerx 3aka3zgnkoy; - dunbrpanuio mo reorpaduyeckoMy Npu3HaKy
(MecTopacnonoxeHre HCTOUHUKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOUEHUS OIPEe/IeHHEX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OIIPEMIENIEHHOTO CIKUCKa PETHOHOB», «B03M0OKHOCTH 3anucu Tpaduka B mpouecce DDoS ataku», «Bo3M0OKHOCTH OJIOKMPOBKY aTaKu:
Orpanuuenue, bnokuposka, Captcha».

Texumueckue TpeboBarus [T1AK, nyHKT 37 - IpUIOKEHHAs CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHHUIO 110
«Omnpenenenue aBroMaTuydeckoro o6xoma CAPTCHA», «[TogmepkKa U UCIOIb30BaHMe [IPeNyCTaHOBIEHHHIX IIOJIUTHK U OTYETOB B TOM YHUCIIE TS
aymuta PCI DSS».
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2 [Ynen xomuccuu OTKJIOHEH

mm. 1) m. 93
HECOOTBETCTBUE
TEHIEePHOU 3asBKU
VCJIOBHSIM TEHAepa

mn. 1) m. 93 HecooTBeTCTBUE TEHIEPHOM 3asBKU YCIOBUAM TeHAepa. . CormacHo nyHKTY 1.1 obmux TpeboBaHMil He yKa3aHbl GUPMa-IIPOU3BOLUTEND,
uneHTHGUKaLMOHHbIe HOMePa Ha BeCh IIpefiaraeMsli ToBap.

CornacHo 1.2 cT.49 3akoHa PK «O HOTapuare», EnuHol HOoTapuanbHOM HHGOPMAIIMOHHON CUCTEMOM 110 KAk oMy HOTapHualnbHOMY [elCTBUIO
[IPUCBAUBAETCS YHUKAJILHEIA HOMED, KOTODHIH N0/KEH ObITh YKa3aH B 0yMaxKHOW BePCUU HOKYMEHTA. B 9TO# CBS3U Ha HOKYMEHTE, KaK IIPABUIIO,
orobpaxaercs QR-Kof, comepXkanmii CBeieHHs I IPOBEPKY YKa3aHHOT0 PErUCTPallMOHHOro HoMepa. OTCYTCTBHE TaKoro 0603HaUeHus He
MIO3BOJIAET JOCTOBEPHO YCTAaHOBUTD MOAMHHOCTD U HAEHTUYHOCTD IPEACTaBIeHHOr0 JOKyMeHTa.

CornacHo myHKTaM 1.2 u 6 o6mux Tpe6oBaHUH IPENOCTaBIeHHEIN JOKYMEHT UMeeT IPU3HaKU HU3KOr0 KauecTBa 0opMIIeHH S (BKITI0Yas HCKaKeHUs
CHMBOJIOB ¥ BO3MOXKHEIE apTedakThl 00paboTKY H300pakeHus), YTO 3aTPYAHIET €r0 KOPPEKTHOE TPOYTEHUE U IPOBEPKY JOCTOBEPHOCTH
CofepKaInuXCcs CBefeHu . [l0O0THUTEIbHO YCTAHOBIIEHO OTCYTCTBYE HA KOIUYU JOKyMeHTa 0053aTeIbHEIX IPU3HAKOB HOTAPHUAJIBHOI'0
yHOoCTOBepeHHUs (B 4aCTHOCTH, IPOLIMBKY/HYMepaluy U CKpeleHus:, o0eclieunBaeMEIX HOTapHuasbHEIM IIHYPOM), UTO He II03BOJISIET IOATBEPAUTD
L[EeJIOCTHOCTb JOKYMEHTa U er0 COOTBETCTBHE OPUTHHAIY. B CBSI3U C H3TI0XKEHHBIM HOKYMEHT He MOKeT OBITh IPUHSAT B KAUeCcTBe HaJleXKallero
MIOATBEPK/IAIOero MaTeprasa B COCTaBe TeHIEePHOH 3asgBKHU.

CormnacHo myHKTY 10 06mux Tpe6oBaHUN IPUIOKEHHEE CePTH(GUKATH CBUAETENIECTBYIOT O IIPOX0XKAEHUN 00y4eHNs U HE COOTBETCTBYIOT
TpeOOoBaHUAM.

Texunueckue TpedoBanus ITAK, myHKT 16 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 17 - IpUIOKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKAECHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 18 - mpuioxeHHas CCHUIKA He HMeeT HHGOPMALIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaAHUIO.
Texuudeckue TpeboBanus ITAK, myHKT 19 - npuoxeHHas CChUIKa He UMeeT MHGOPMAaLUK ITOATBEPKIEHUS COOTBETCTBUS TPeOOBaHUIO.
Texunueckue TpedoBanus ITAK, myHKT 21 - IpuioxkeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 23 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHUIO 110
nporokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpeboBanus ITAK, nyHKT 25 - IpuUIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«YTunusamus Kem-naMmaTu», «KonuuecTBo akTUBHEIX CeCCUi, HOBHIX ceccuii», «KomuuectBo HTTP 3anpocos», «KonuuectBo SSL-TpaH3aKLIui».
Texuuueckue TpedoBanus ITAK, IyHKT 28 - IpUI0OKEeHHAs CCRUIKA He UMeeT UHGOPMaIMY TOATBEPKIEHUS COOTBETCTBUS TPeOoBaHuIO 10 «O6BEKT
OamancupoBku SOAP», «lomxkeH obecneunBaThcs MexaHu3M Graceful Shutdown mist akTUBHBIX CECCHU TI0Tb30BaTeIel B MOMEHT BEIBOA 00BEKTA U3
mpotiecca 6anaHCUPOBKU».

Texunueckue TpedoBanus ITAK, nyHKT 30 - IpUIoKeHHas CChUIKA He UMeeT HHGOPMAaLUY ITONTBEPKIEHNUS COOTBETCTBUS TpeGOBaHUIO 110 «[J0KHa
00ecreynBaThCS 3alUTa OT CIIEAYIOIINX TUIIOB aTak - SSRF».

Texumueckue TpeboBanus [T1AK, nyHKT 31 - mpuoxeHHas CCRUIKA He MMeeT HHGDOPMAIUY TOOTBEPKIEHNUS COOTBETCTBHSA TPeOOBAHUIO MO «[]0TIKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texunueckue TpedoBanus ITAK, nyHKT 35 - IpuIoKeHHas CCEUIKA He UMeeT UHGOpPMaIUK TONTBEPKIEHNUS COOTBETCTBUS TpeboBaHuio 1o «5oT
3amuTa - [Tomuepxka CAPTCHA co 3ByKOM, ABTOMaTHYeCKOe OIpefielieHrne 60TOB Ha OCHOBE MX IOBENEHUA», «[[0/I2KHa 06eCIeunBaThCs MOAePXKKa
cnenymoomux MeTonoB 6110kupoBky Tpadduka: CAPTCHA TCP Reset, nepeanpecanus Ha/c myJ cepBepoB, CTpaHuIa JI0BYLIKa 151 60TOB IPOIIEANIAX
CAPTCHA».

Texuudeckue TpedoBanus ITAK, nyHKT 36 - IpUI0OKeHHAs CChUIKA He UMeeT HHGOPMALUK ITONTBEPKIEHNUS COOTBETCTBUS TPeOOBAHUIO 110 «3aIIuTa
ot DoS/DDoS aTak ypoBHst WEB npunoxeHnus - PeleHne H0KHO 06ecriedrBaTh 0UUCTKY TpaduKa (aTaKu, OCHOBAHHbBIE Ha UCIIOIb30BAHUH
IpoTOKO0JI0B http u https)», «[JomkHO obecriednTh peanu3anuio KOMIJIEKCa MeXaHu3MoB GuIbTpanyy:- GunbTpalyio Ha OCHOBAHUHU 3aaBaeMbIX
yepe3 POrpaMMHEIM HHTepGeic YepHEIX U OelIblx criucKoB [P ampecos, dopMupyeMbIx 3aka3uukoM; - DuibTpanuio 1o reorpaduyeckoMy Ipu3HaKky
(MmecTOpacnonoxeHrne HCTOUHNKA TpaduKka) Kak C BO3MOXKHOCTBIO UCKITIOUEHHS OIpefie/IeHHBIX PETHOHOB, TaK U C BO3MOXKHOCTBIO ITpueMa Tpaduka
TOJIBKO OT OIIPEIeIEeHHOTO CIKUCKA PETHOHOBY», «B03MOKHOCTE 3anucu Tpaduka B nmpouecce DDoS aTaku», «Bo3M0OXKHOCTH OJTIOKHPOBKH aTaKHU:
Orpanunuenue, bnokuposka, Captcha».

Texuuueckue TpeboBanus ITAK, nyHKT 37 - IpuIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«Onpenenenue apromaruyeckoro ooxoga CAPTCHA», «ITogmepsKKa U HCIIONb30BaHue IPENyCTaHOBIEHHLIX TOUTUK U OTYETOB B TOM YHCIIE [T
ayguta PCI DSS».
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3 | YnmeH KOMHCCUHI OTKJIOHEH

mm. 1) m. 93
HECOOTBETCTBUE
TEHIEePHOU 3asBKU
VCJIOBHSIM TEHAepa

mn. 1) m. 93 HecooTBeTCTBYE TEHIEPHOM 3asBKU YCI0BUAM TeHfepa. CornmacHo myHKTy 1.1 o6mmx TpeGoBaHUM He YKa3aHbl GUpPMa-IIPOU3BOIUTENH,
uneHTHGUKaLMOHHbIe HOMePa Ha BeCh IIpefiaraeMsli ToBap.

CornacHo 1.2 cT.49 3akoHa PK «O HOTapuare», EnuHol HOoTapuanbHOM HHGOPMAIIMOHHON CUCTEMOM 110 KAk oMy HOTapHualnbHOMY [elCTBUIO
[IPUCBAUBAETCS YHUKAJILHEIA HOMED, KOTODHIH N0/KEH ObITh YKa3aH B 0yMaxKHOW BePCUU HOKYMEHTA. B 9TO# CBS3U Ha HOKYMEHTE, KaK IIPABUIIO,
orobpaxaercs QR-Kof, comepXkanmii CBeieHHs I IPOBEPKY YKa3aHHOT0 PErUCTPallMOHHOro HoMepa. OTCYTCTBHE TaKoro 0603HaUeHus He
MIO3BOJIAET JOCTOBEPHO YCTAaHOBUTD MOAMHHOCTD U HAEHTUYHOCTD IPEACTaBIeHHOr0 JOKyMeHTa.

CornacHo myHKTaM 1.2 u 6 o6mux Tpe6oBaHUH IPENOCTaBIeHHEIN JOKYMEHT UMeeT IPU3HaKU HU3KOr0 KauecTBa 0opMIIeHH S (BKITI0Yas HCKaKeHUs
CHMBOJIOB ¥ BO3MOXKHEIE apTedakThl 00paboTKY H300pakeHus), YTO 3aTPYAHIET €r0 KOPPEKTHOE TPOYTEHUE U IPOBEPKY JOCTOBEPHOCTH
CofepKaInuXCcs CBefeHu . [l0O0THUTEIbHO YCTAHOBIIEHO OTCYTCTBYE HA KOIUYU JOKyMeHTa 0053aTeIbHEIX IPU3HAKOB HOTAPHUAJIBHOI'0
yHOoCTOBepeHHUs (B 4aCTHOCTH, IPOLIMBKY/HYMepaluy U CKpeleHus:, o0eclieunBaeMEIX HOTapHuasbHEIM IIHYPOM), UTO He II03BOJISIET IOATBEPAUTD
L[EeJIOCTHOCTb JOKYMEHTa U er0 COOTBETCTBHE OPUTHHAIY. B CBSI3U C H3TI0XKEHHBIM HOKYMEHT He MOKeT OBITh IPUHSAT B KAUeCcTBe HaJleXKallero
MIOATBEPK/IAIOero MaTeprasa B COCTaBe TeHIEePHOH 3asgBKHU.

CormnacHo myHKTY 10 06mux Tpe6oBaHUN IPUIOKEHHEE CePTH(GUKATH CBUAETENIECTBYIOT O IIPOX0XKAEHUN 00y4eHNs U HE COOTBETCTBYIOT
TpeOOoBaHUAM.

Texunueckue TpedoBanus ITAK, myHKT 16 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 17 - IpUIOKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKAECHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 18 - mpuioxeHHas CCHUIKA He HMeeT HHGOPMALIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaAHUIO.
Texuudeckue TpeboBanus ITAK, myHKT 19 - npuoxeHHas CChUIKa He UMeeT MHGOPMAaLUK ITOATBEPKIEHUS COOTBETCTBUS TPeOOBaHUIO.
Texunueckue TpedoBanus ITAK, myHKT 21 - IpuioxkeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 23 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHUIO 110
nporokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpeboBanus ITAK, nyHKT 25 - IpuUIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«YTunusamus Kem-naMmaTu», «KonuuecTBo akTUBHEIX CeCCUi, HOBHIX ceccuii», «KomuuectBo HTTP 3anpocos», «KonuuectBo SSL-TpaH3aKLIui».
Texuuueckue TpedoBanus ITAK, IyHKT 28 - IpUI0OKEeHHAs CCRUIKA He UMeeT UHGOPMaIMY TOATBEPKIEHUS COOTBETCTBUS TPeOoBaHuIO 10 «O6BEKT
OamancupoBku SOAP», «lomxkeH obecneunBaThcs MexaHu3M Graceful Shutdown mist akTUBHBIX CECCHU TI0Tb30BaTeIel B MOMEHT BEIBOA 00BEKTA U3
mpotiecca 6anaHCUPOBKU».

Texunueckue TpedoBanus ITAK, nyHKT 30 - IpUIoKeHHas CChUIKA He UMeeT HHGOPMAaLUY ITONTBEPKIEHNUS COOTBETCTBUS TpeGOBaHUIO 110 «[J0KHa
00ecreynBaThCS 3alUTa OT CIIEAYIOIINX TUIIOB aTak - SSRF».

Texumueckue TpeboBanus [T1AK, nyHKT 31 - mpuoxeHHas CCRUIKA He MMeeT HHGDOPMAIUY TOOTBEPKIEHNUS COOTBETCTBHSA TPeOOBAHUIO MO «[]0TIKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texunueckue TpedoBanus ITAK, nyHKT 35 - IpuIoKeHHas CCEUIKA He UMeeT UHGOpPMaIUK TONTBEPKIEHNUS COOTBETCTBUS TpeboBaHuio 1o «5oT
3amuTa - [Tomuepxka CAPTCHA co 3ByKOM, ABTOMaTHYeCKOe OIpefielieHrne 60TOB Ha OCHOBE MX IOBENEHUA», «[[0/I2KHa 06eCIeunBaThCs MOAePXKKa
cnenymoomux MeTonoB 6110kupoBky Tpadduka: CAPTCHA TCP Reset, nepeanpecanus Ha/c myJ cepBepoB, CTpaHuIa JI0BYLIKa 151 60TOB IPOIIEANIAX
CAPTCHA».

Texuudeckue TpedoBanus ITAK, nyHKT 36 - IpUI0OKeHHAs CChUIKA He UMeeT HHGOPMALUK ITONTBEPKIEHNUS COOTBETCTBUS TPeOOBAHUIO 110 «3aIIuTa
ot DoS/DDoS aTak ypoBHst WEB npunoxeHnus - PeleHne H0KHO 06ecriedrBaTh 0UUCTKY TpaduKa (aTaKu, OCHOBAHHbBIE Ha UCIIOIb30BAHUH
IpoTOKO0JI0B http u https)», «[JomkHO obecriednTh peanu3anuio KOMIJIEKCa MeXaHu3MoB GuIbTpanyy:- GunbTpalyio Ha OCHOBAHUHU 3aaBaeMbIX
yepe3 POrpaMMHEIM HHTepGeic YepHEIX U OelIblx criucKoB [P ampecos, dopMupyeMbIx 3aka3uukoM; - DuibTpanuio 1o reorpaduyeckoMy Ipu3HaKky
(MmecTOpacnonoxeHrne HCTOUHNKA TpaduKka) Kak C BO3MOXKHOCTBIO UCKITIOUEHHS OIpefie/IeHHBIX PETHOHOB, TaK U C BO3MOXKHOCTBIO ITpueMa Tpaduka
TOJIBKO OT OIIPEIeIEeHHOTO CIKUCKA PETHOHOBY», «B03MOKHOCTE 3anucu Tpaduka B nmpouecce DDoS aTaku», «Bo3M0OXKHOCTH OJTIOKHPOBKH aTaKHU:
Orpanunuenue, bnokuposka, Captcha».

Texuuueckue TpeboBanus ITAK, nyHKT 37 - IpuIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«Onpenenenue apromaruyeckoro ooxoga CAPTCHA», «ITogmepsKKa U HCIIONb30BaHue IPENyCTaHOBIEHHLIX TOUTUK U OTYETOB B TOM YHCIIE [T
ayguta PCI DSS».
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4 | YneH KOMUCCUK OTKJIOHEH

mm. 1) m. 93
HECOOTBETCTBUE
TEHIEePHOU 3asBKU
VCJIOBHSIM TEHAepa

mn. 1 m. 93 HecooTBETCTBYE TEHIEPHOM 3asIBKHU YCIIOBUSAM TeHAepa. CormacHo nyHKTY 1.1 o6mux TpeboBaHuM He yKa3aHH (GupMa-Ipon3BORUTEND,
uneHTHGUKaLMOHHbIe HOMePa Ha BeCh IIpefiaraeMsli ToBap.

CornacHo 1.2 cT.49 3akoHa PK «O HOTapuare», EnuHol HOoTapuanbHOM HHGOPMAIIMOHHON CUCTEMOM 110 KAk oMy HOTapHualnbHOMY [elCTBUIO
[IPUCBAUBAETCS YHUKAJILHEIA HOMED, KOTODHIH N0/KEH ObITh YKa3aH B 0yMaxKHOW BePCUU HOKYMEHTA. B 9TO# CBS3U Ha HOKYMEHTE, KaK IIPABUIIO,
orobpaxaercs QR-Kof, comepXkanmii CBeieHHs I IPOBEPKY YKa3aHHOT0 PErUCTPallMOHHOro HoMepa. OTCYTCTBHE TaKoro 0603HaUeHus He
MIO3BOJIAET JOCTOBEPHO YCTAaHOBUTD MOAMHHOCTD U HAEHTUYHOCTD IPEACTaBIeHHOr0 JOKyMeHTa.

CornacHo myHKTaM 1.2 u 6 o6mux Tpe6oBaHUH IPENOCTaBIeHHEIN JOKYMEHT UMeeT IPU3HaKU HU3KOr0 KauecTBa 0opMIIeHH S (BKITI0Yas HCKaKeHUs
CHMBOJIOB ¥ BO3MOXKHEIE apTedakThl 00paboTKY H300pakeHus), YTO 3aTPYAHIET €r0 KOPPEKTHOE TPOYTEHUE U IPOBEPKY JOCTOBEPHOCTH
CofepKaInuXCcs CBefeHu . [l0O0THUTEIbHO YCTAHOBIIEHO OTCYTCTBYE HA KOIUYU JOKyMeHTa 0053aTeIbHEIX IPU3HAKOB HOTAPHUAJIBHOI'0
yHOoCTOBepeHHUs (B 4aCTHOCTH, IPOLIMBKY/HYMepaluy U CKpeleHus:, o0eclieunBaeMEIX HOTapHuasbHEIM IIHYPOM), UTO He II03BOJISIET IOATBEPAUTD
L[EeJIOCTHOCTb JOKYMEHTa U er0 COOTBETCTBHE OPUTHHAIY. B CBSI3U C H3TI0XKEHHBIM HOKYMEHT He MOKeT OBITh IPUHSAT B KAUeCcTBe HaJleXKallero
MIOATBEPK/IAIOero MaTeprasa B COCTaBe TeHIEePHOH 3asgBKHU.

CormnacHo myHKTY 10 06mux Tpe6oBaHUN IPUIOKEHHEE CePTH(GUKATH CBUAETENIECTBYIOT O IIPOX0XKAEHUN 00y4eHNs U HE COOTBETCTBYIOT
TpeOOoBaHUAM.

Texunueckue TpedoBanus ITAK, myHKT 16 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 17 - IpUIOKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKAECHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 18 - mpuioxeHHas CCHUIKA He HMeeT HHGOPMALIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaAHUIO.
Texuudeckue TpeboBanus ITAK, myHKT 19 - npuoxeHHas CChUIKa He UMeeT MHGOPMAaLUK ITOATBEPKIEHUS COOTBETCTBUS TPeOOBaHUIO.
Texunueckue TpedoBanus ITAK, myHKT 21 - IpuioxkeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 23 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHUIO 110
nporokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpeboBanus ITAK, nyHKT 25 - IpuUIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«YTunusamus Kem-naMmaTu», «KonuuecTBo akTUBHEIX CeCCUi, HOBHIX ceccuii», «KomuuectBo HTTP 3anpocos», «KonuuectBo SSL-TpaH3aKLIui».
Texuuueckue TpedoBanus ITAK, IyHKT 28 - IpUI0OKEeHHAs CCRUIKA He UMeeT UHGOPMaIMY TOATBEPKIEHUS COOTBETCTBUS TPeOoBaHuIO 10 «O6BEKT
OamancupoBku SOAP», «lomxkeH obecneunBaThcs MexaHu3M Graceful Shutdown mist akTUBHBIX CECCHU TI0Tb30BaTeIel B MOMEHT BEIBOA 00BEKTA U3
mpotiecca 6anaHCUPOBKU».

Texunueckue TpedoBanus ITAK, nyHKT 30 - IpUIoKeHHas CChUIKA He UMeeT HHGOPMAaLUY ITONTBEPKIEHNUS COOTBETCTBUS TpeGOBaHUIO 110 «[J0KHa
00ecreynBaThCS 3alUTa OT CIIEAYIOIINX TUIIOB aTak - SSRF».

Texumueckue TpeboBanus [T1AK, nyHKT 31 - mpuoxeHHas CCRUIKA He MMeeT HHGDOPMAIUY TOOTBEPKIEHNUS COOTBETCTBHSA TPeOOBAHUIO MO «[]0TIKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texunueckue TpedoBanus ITAK, nyHKT 35 - IpuIoKeHHas CCEUIKA He UMeeT UHGOpPMaIUK TONTBEPKIEHNUS COOTBETCTBUS TpeboBaHuio 1o «5oT
3amuTa - [Tomuepxka CAPTCHA co 3ByKOM, ABTOMaTHYeCKOe OIpefielieHrne 60TOB Ha OCHOBE MX IOBENEHUA», «[[0/I2KHa 06eCIeunBaThCs MOAePXKKa
cnenymoomux MeTonoB 6110kupoBky Tpadduka: CAPTCHA TCP Reset, nepeanpecanus Ha/c myJ cepBepoB, CTpaHuIa JI0BYLIKa 151 60TOB IPOIIEANIAX
CAPTCHA».

Texuudeckue TpedoBanus ITAK, nyHKT 36 - IpUI0OKeHHAs CChUIKA He UMeeT HHGOPMALUK ITONTBEPKIEHNUS COOTBETCTBUS TPeOOBAHUIO 110 «3aIIuTa
ot DoS/DDoS aTak ypoBHst WEB npunoxeHnus - PeleHne H0KHO 06ecriedrBaTh 0UUCTKY TpaduKa (aTaKu, OCHOBAHHbBIE Ha UCIIOIb30BAHUH
IpoTOKO0JI0B http u https)», «[JomkHO obecriednTh peanu3anuio KOMIJIEKCa MeXaHu3MoB GuIbTpanyy:- GunbTpalyio Ha OCHOBAHUHU 3aaBaeMbIX
yepe3 POrpaMMHEIM HHTepGeic YepHEIX U OelIblx criucKoB [P ampecos, dopMupyeMbIx 3aka3uukoM; - DuibTpanuio 1o reorpaduyeckoMy Ipu3HaKky
(MmecTOpacnonoxeHrne HCTOUHNKA TpaduKka) Kak C BO3MOXKHOCTBIO UCKITIOUEHHS OIpefie/IeHHBIX PETHOHOB, TaK U C BO3MOXKHOCTBIO ITpueMa Tpaduka
TOJIBKO OT OIIPEIeIEeHHOTO CIKUCKA PETHOHOBY», «B03MOKHOCTE 3anucu Tpaduka B nmpouecce DDoS aTaku», «Bo3M0OXKHOCTH OJTIOKHPOBKH aTaKHU:
Orpanunuenue, bnokuposka, Captcha».

Texuuueckue TpeboBanus ITAK, nyHKT 37 - IpuIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«Onpenenenue apromaruyeckoro ooxoga CAPTCHA», «ITogmepsKKa U HCIIONb30BaHue IPENyCTaHOBIEHHLIX TOUTUK U OTYETOB B TOM YHCIIE [T
ayguta PCI DSS».
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5 [YneH KOMUCCUU | OTKJIOHEH

mm. 1) m. 93
HECOOTBETCTBUE
TEHIEePHOU 3asBKU
VCJIOBHSIM TEHAepa

mn. 1) m. 93 HecooTBeTCTBYE TEHIEPHOM 3asBKU YCI0BUAM TeHfepa. CornmacHo myHKTy 1.1 o6mmx TpeGoBaHUM He YKa3aHbl GUpPMa-IIPOU3BOIUTENH,
uneHTHGUKaLMOHHbIe HOMePa Ha BeCh IIpefiaraeMsli ToBap.

CornacHo 1.2 cT.49 3akoHa PK «O HOTapuare», EnuHol HOoTapuanbHOM HHGOPMAIIMOHHON CUCTEMOM 110 KAk oMy HOTapHualnbHOMY [elCTBUIO
[IPUCBAUBAETCS YHUKAJILHEIA HOMED, KOTODHIH N0/KEH ObITh YKa3aH B 0yMaxKHOW BePCUU HOKYMEHTA. B 9TO# CBS3U Ha HOKYMEHTE, KaK IIPABUIIO,
orobpaxaercs QR-Kof, comepXkanmii CBeieHHs I IPOBEPKY YKa3aHHOT0 PErUCTPallMOHHOro HoMepa. OTCYTCTBHE TaKoro 0603HaUeHus He
MIO3BOJIAET JOCTOBEPHO YCTAaHOBUTD MOAMHHOCTD U HAEHTUYHOCTD IPEACTaBIeHHOr0 JOKyMeHTa.

CornacHo myHKTaM 1.2 u 6 o6mux Tpe6oBaHUH IPENOCTaBIeHHEIN JOKYMEHT UMeeT IPU3HaKU HU3KOr0 KauecTBa 0opMIIeHH S (BKITI0Yas HCKaKeHUs
CHMBOJIOB ¥ BO3MOXKHEIE apTedakThl 00paboTKY H300pakeHus), YTO 3aTPYAHIET €r0 KOPPEKTHOE TPOYTEHUE U IPOBEPKY JOCTOBEPHOCTH
CofepKaInuXCcs CBefeHu . [l0O0THUTEIbHO YCTAHOBIIEHO OTCYTCTBYE HA KOIUYU JOKyMeHTa 0053aTeIbHEIX IPU3HAKOB HOTAPHUAJIBHOI'0
yHOoCTOBepeHHUs (B 4aCTHOCTH, IPOLIMBKY/HYMepaluy U CKpeleHus:, o0eclieunBaeMEIX HOTapHuasbHEIM IIHYPOM), UTO He II03BOJISIET IOATBEPAUTD
L[EeJIOCTHOCTb JOKYMEHTa U er0 COOTBETCTBHE OPUTHHAIY. B CBSI3U C H3TI0XKEHHBIM HOKYMEHT He MOKeT OBITh IPUHSAT B KAUeCcTBe HaJleXKallero
MIOATBEPK/IAIOero MaTeprasa B COCTaBe TeHIEePHOH 3asgBKHU.

CormnacHo myHKTY 10 06mux Tpe6oBaHUN IPUIOKEHHEE CePTH(GUKATH CBUAETENIECTBYIOT O IIPOX0XKAEHUN 00y4eHNs U HE COOTBETCTBYIOT
TpeOOoBaHUAM.

Texunueckue TpedoBanus ITAK, myHKT 16 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 17 - IpUIOKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKAECHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 18 - mpuioxeHHas CCHUIKA He HMeeT HHGOPMALIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaAHUIO.
Texuudeckue TpeboBanus ITAK, myHKT 19 - npuoxeHHas CChUIKa He UMeeT MHGOPMAaLUK ITOATBEPKIEHUS COOTBETCTBUS TPeOOBaHUIO.
Texunueckue TpedoBanus ITAK, myHKT 21 - IpuioxkeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 23 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHUIO 110
nporokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpeboBanus ITAK, nyHKT 25 - IpuUIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«YTunusamus Kem-naMmaTu», «KonuuecTBo akTUBHEIX CeCCUi, HOBHIX ceccuii», «KomuuectBo HTTP 3anpocos», «KonuuectBo SSL-TpaH3aKLIui».
Texuuueckue TpedoBanus ITAK, IyHKT 28 - IpUI0OKEeHHAs CCRUIKA He UMeeT UHGOPMaIMY TOATBEPKIEHUS COOTBETCTBUS TPeOoBaHuIO 10 «O6BEKT
OamancupoBku SOAP», «lomxkeH obecneunBaThcs MexaHu3M Graceful Shutdown mist akTUBHBIX CECCHU TI0Tb30BaTeIel B MOMEHT BEIBOA 00BEKTA U3
mpotiecca 6anaHCUPOBKU».

Texunueckue TpedoBanus ITAK, nyHKT 30 - IpUIoKeHHas CChUIKA He UMeeT HHGOPMAaLUY ITONTBEPKIEHNUS COOTBETCTBUS TpeGOBaHUIO 110 «[J0KHa
00ecreynBaThCS 3alUTa OT CIIEAYIOIINX TUIIOB aTak - SSRF».

Texumueckue TpeboBanus [T1AK, nyHKT 31 - mpuoxeHHas CCRUIKA He MMeeT HHGDOPMAIUY TOOTBEPKIEHNUS COOTBETCTBHSA TPeOOBAHUIO MO «[]0TIKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texunueckue TpedoBanus ITAK, nyHKT 35 - IpuIoKeHHas CCEUIKA He UMeeT UHGOpPMaIUK TONTBEPKIEHNUS COOTBETCTBUS TpeboBaHuio 1o «5oT
3amuTa - [Tomuepxka CAPTCHA co 3ByKOM, ABTOMaTHYeCKOe OIpefielieHrne 60TOB Ha OCHOBE MX IOBENEHUA», «[[0/I2KHa 06eCIeunBaThCs MOAePXKKa
cnenymoomux MeTonoB 6110kupoBky Tpadduka: CAPTCHA TCP Reset, nepeanpecanus Ha/c myJ cepBepoB, CTpaHuIa JI0BYLIKa 151 60TOB IPOIIEANIAX
CAPTCHA».

Texuudeckue TpedoBanus ITAK, nyHKT 36 - IpUI0OKeHHAs CChUIKA He UMeeT HHGOPMALUK ITONTBEPKIEHNUS COOTBETCTBUS TPeOOBAHUIO 110 «3aIIuTa
ot DoS/DDoS aTak ypoBHst WEB npunoxeHnus - PeleHne H0KHO 06ecriedrBaTh 0UUCTKY TpaduKa (aTaKu, OCHOBAHHbBIE Ha UCIIOIb30BAHUH
IpoTOKO0JI0B http u https)», «[JomkHO obecriednTh peanu3anuio KOMIJIEKCa MeXaHu3MoB GuIbTpanyy:- GunbTpalyio Ha OCHOBAHUHU 3aaBaeMbIX
yepe3 POrpaMMHEIM HHTepGeic YepHEIX U OelIblx criucKoB [P ampecos, dopMupyeMbIx 3aka3uukoM; - DuibTpanuio 1o reorpaduyeckoMy Ipu3HaKky
(MmecTOpacnonoxeHrne HCTOUHNKA TpaduKka) Kak C BO3MOXKHOCTBIO UCKITIOUEHHS OIpefie/IeHHBIX PETHOHOB, TaK U C BO3MOXKHOCTBIO ITpueMa Tpaduka
TOJIBKO OT OIIPEIeIEeHHOTO CIKUCKA PETHOHOBY», «B03MOKHOCTE 3anucu Tpaduka B nmpouecce DDoS aTaku», «Bo3M0OXKHOCTH OJTIOKHPOBKH aTaKHU:
Orpanunuenue, bnokuposka, Captcha».

Texuuueckue TpeboBanus ITAK, nyHKT 37 - IpuIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«Onpenenenue apromaruyeckoro ooxoga CAPTCHA», «ITogmepsKKa U HCIIONb30BaHue IPENyCTaHOBIEHHLIX TOUTUK U OTYETOB B TOM YHCIIE [T
ayguta PCI DSS».
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3aMecTUTENb
TIpencenaTens

OTKJIOHEH

mm. 1) m. 93
HECOOTBETCTBUE
TEHIEePHOU 3asBKU
VCJIOBHSIM TEHAepa

mn. 1 m. 93 HecooTBETCTBYE TEHIEPHOM 3asIBKHU YCIIOBUSAM TeHAepa. CormacHo nyHKTY 1.1 o6mux TpeboBaHuM He yKa3aHH (GupMa-Ipon3BORUTEND,
uneHTHGUKaLMOHHbIe HOMePa Ha BeCh IIpefiaraeMsli ToBap.

CornacHo 1.2 cT.49 3akoHa PK «O HOTapuare», EnuHol HOoTapuanbHOM HHGOPMAIIMOHHON CUCTEMOM 110 KAk oMy HOTapHualnbHOMY [elCTBUIO
[IPUCBAUBAETCS YHUKAJILHEIA HOMED, KOTODHIH N0/KEH ObITh YKa3aH B 0yMaxKHOW BePCUU HOKYMEHTA. B 9TO# CBS3U Ha HOKYMEHTE, KaK IIPABUIIO,
orobpaxaercs QR-Kof, comepXkanmii CBeieHHs I IPOBEPKY YKa3aHHOT0 PErUCTPallMOHHOro HoMepa. OTCYTCTBHE TaKoro 0603HaUeHus He
MIO3BOJIAET JOCTOBEPHO YCTAaHOBUTD MOAMHHOCTD U HAEHTUYHOCTD IPEACTaBIeHHOr0 JOKyMeHTa.

CornacHo myHKTaM 1.2 u 6 o6mux Tpe6oBaHUH IPENOCTaBIeHHEIN JOKYMEHT UMeeT IPU3HaKU HU3KOr0 KauecTBa 0opMIIeHH S (BKITI0Yas HCKaKeHUs
CHMBOJIOB ¥ BO3MOXKHEIE apTedakThl 00paboTKY H300pakeHus), YTO 3aTPYAHIET €r0 KOPPEKTHOE TPOYTEHUE U IPOBEPKY JOCTOBEPHOCTH
CofepKaInuXCcs CBefeHu . [l0O0THUTEIbHO YCTAHOBIIEHO OTCYTCTBYE HA KOIUYU JOKyMeHTa 0053aTeIbHEIX IPU3HAKOB HOTAPHUAJIBHOI'0
yHOoCTOBepeHHUs (B 4aCTHOCTH, IPOLIMBKY/HYMepaluy U CKpeleHus:, o0eclieunBaeMEIX HOTapHuasbHEIM IIHYPOM), UTO He II03BOJISIET IOATBEPAUTD
L[EeJIOCTHOCTb JOKYMEHTa U er0 COOTBETCTBHE OPUTHHAIY. B CBSI3U C H3TI0XKEHHBIM HOKYMEHT He MOKeT OBITh IPUHSAT B KAUeCcTBe HaJleXKallero
MIOATBEPK/IAIOero MaTeprasa B COCTaBe TeHIEePHOH 3asgBKHU.

CormnacHo myHKTY 10 06mux Tpe6oBaHUN IPUIOKEHHEE CePTH(GUKATH CBUAETENIECTBYIOT O IIPOX0XKAEHUN 00y4eHNs U HE COOTBETCTBYIOT
TpeOOoBaHUAM.

Texunueckue TpedoBanus ITAK, myHKT 16 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 17 - IpUIOKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKAECHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 18 - mpuioxeHHas CCHUIKA He HMeeT HHGOPMALIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaAHUIO.
Texuudeckue TpeboBanus ITAK, myHKT 19 - npuoxeHHas CChUIKa He UMeeT MHGOPMAaLUK ITOATBEPKIEHUS COOTBETCTBUS TPeOOBaHUIO.
Texunueckue TpedoBanus ITAK, myHKT 21 - IpuioxkeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 23 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHUIO 110
nporokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpeboBanus ITAK, nyHKT 25 - IpuUIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«YTunusamus Kem-naMmaTu», «KonuuecTBo akTUBHEIX CeCCUi, HOBHIX ceccuii», «KomuuectBo HTTP 3anpocos», «KonuuectBo SSL-TpaH3aKLIui».
Texuuueckue TpedoBanus ITAK, IyHKT 28 - IpUI0OKEeHHAs CCRUIKA He UMeeT UHGOPMaIMY TOATBEPKIEHUS COOTBETCTBUS TPeOoBaHuIO 10 «O6BEKT
OamancupoBku SOAP», «lomxkeH obecneunBaThcs MexaHu3M Graceful Shutdown mist akTUBHBIX CECCHU TI0Tb30BaTeIel B MOMEHT BEIBOA 00BEKTA U3
mpotiecca 6anaHCUPOBKU».

Texunueckue TpedoBanus ITAK, nyHKT 30 - IpUIoKeHHas CChUIKA He UMeeT HHGOPMAaLUY ITONTBEPKIEHNUS COOTBETCTBUS TpeGOBaHUIO 110 «[J0KHa
00ecreynBaThCS 3alUTa OT CIIEAYIOIINX TUIIOB aTak - SSRF».

Texumueckue TpeboBanus [T1AK, nyHKT 31 - mpuoxeHHas CCRUIKA He MMeeT HHGDOPMAIUY TOOTBEPKIEHNUS COOTBETCTBHSA TPeOOBAHUIO MO «[]0TIKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texunueckue TpedoBanus ITAK, nyHKT 35 - IpuIoKeHHas CCEUIKA He UMeeT UHGOpPMaIUK TONTBEPKIEHNUS COOTBETCTBUS TpeboBaHuio 1o «5oT
3amuTa - [Tomuepxka CAPTCHA co 3ByKOM, ABTOMaTHYeCKOe OIpefielieHrne 60TOB Ha OCHOBE MX IOBENEHUA», «[[0/I2KHa 06eCIeunBaThCs MOAePXKKa
cnenymoomux MeTonoB 6110kupoBky Tpadduka: CAPTCHA TCP Reset, nepeanpecanus Ha/c myJ cepBepoB, CTpaHuIa JI0BYLIKa 151 60TOB IPOIIEANIAX
CAPTCHA».

Texuudeckue TpedoBanus ITAK, nyHKT 36 - IpUI0OKeHHAs CChUIKA He UMeeT HHGOPMALUK ITONTBEPKIEHNUS COOTBETCTBUS TPeOOBAHUIO 110 «3aIIuTa
ot DoS/DDoS aTak ypoBHst WEB npunoxeHnus - PeleHne H0KHO 06ecriedrBaTh 0UUCTKY TpaduKa (aTaKu, OCHOBAHHbBIE Ha UCIIOIb30BAHUH
IpoTOKO0JI0B http u https)», «[JomkHO obecriednTh peanu3anuio KOMIJIEKCa MeXaHu3MoB GuIbTpanyy:- GunbTpalyio Ha OCHOBAHUHU 3aaBaeMbIX
yepe3 POrpaMMHEIM HHTepGeic YepHEIX U OelIblx criucKoB [P ampecos, dopMupyeMbIx 3aka3uukoM; - DuibTpanuio 1o reorpaduyeckoMy Ipu3HaKky
(MmecTOpacnonoxeHrne HCTOUHNKA TpaduKka) Kak C BO3MOXKHOCTBIO UCKITIOUEHHS OIpefie/IeHHBIX PETHOHOB, TaK U C BO3MOXKHOCTBIO ITpueMa Tpaduka
TOJIBKO OT OIIPEIeIEeHHOTO CIKUCKA PETHOHOBY», «B03MOKHOCTE 3anucu Tpaduka B nmpouecce DDoS aTaku», «Bo3M0OXKHOCTH OJTIOKHPOBKH aTaKHU:
Orpanunuenue, bnokuposka, Captcha».

Texuuueckue TpeboBanus ITAK, nyHKT 37 - IpuIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«Onpenenenue apromaruyeckoro ooxoga CAPTCHA», «ITogmepsKKa U HCIIONb30BaHue IPENyCTaHOBIEHHLIX TOUTUK U OTYETOB B TOM YHCIIE [T
ayguta PCI DSS».
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7 |Ynen xoMmuccuu

OTKJIOHEH

mm. 1) m. 93
HECOOTBETCTBUE
TEHIEePHOU 3asBKU
VCJIOBHSIM TEHAepa

mn. 1 m. 93 HecooTBETCTBYE TEHIEPHOM 3asIBKHU YCIIOBUSAM TeHAepa. CormacHo nyHKTY 1.1 o6mux TpeboBaHuM He yKa3aHH (GupMa-Ipon3BORUTEND,
uneHTHGUKaLMOHHbIe HOMePa Ha BeCh IIpefiaraeMsli ToBap.

CornacHo 1.2 cT.49 3akoHa PK «O HOTapuare», EnuHol HOoTapuanbHOM HHGOPMAIIMOHHON CUCTEMOM 110 KAk oMy HOTapHualnbHOMY [elCTBUIO
[IPUCBAUBAETCS YHUKAJILHEIA HOMED, KOTODHIH N0/KEH ObITh YKa3aH B 0yMaxKHOW BePCUU HOKYMEHTA. B 9TO# CBS3U Ha HOKYMEHTE, KaK IIPABUIIO,
orobpaxaercs QR-Kof, comepXkanmii CBeieHHs I IPOBEPKY YKa3aHHOT0 PErUCTPallMOHHOro HoMepa. OTCYTCTBHE TaKoro 0603HaUeHus He
MIO3BOJIAET JOCTOBEPHO YCTAaHOBUTD MOAMHHOCTD U HAEHTUYHOCTD IPEACTaBIeHHOr0 JOKyMeHTa.

CornacHo myHKTaM 1.2 u 6 o6mux Tpe6oBaHUH IPENOCTaBIeHHEIN JOKYMEHT UMeeT IPU3HaKU HU3KOr0 KauecTBa 0opMIIeHH S (BKITI0Yas HCKaKeHUs
CHMBOJIOB ¥ BO3MOXKHEIE apTedakThl 00paboTKY H300pakeHus), YTO 3aTPYAHIET €r0 KOPPEKTHOE TPOYTEHUE U IPOBEPKY JOCTOBEPHOCTH
CofepKaInuXCcs CBefeHu . [l0O0THUTEIbHO YCTAHOBIIEHO OTCYTCTBYE HA KOIUYU JOKyMeHTa 0053aTeIbHEIX IPU3HAKOB HOTAPHUAJIBHOI'0
yHOoCTOBepeHHUs (B 4aCTHOCTH, IPOLIMBKY/HYMepaluy U CKpeleHus:, o0eclieunBaeMEIX HOTapHuasbHEIM IIHYPOM), UTO He II03BOJISIET IOATBEPAUTD
L[EeJIOCTHOCTb JOKYMEHTa U er0 COOTBETCTBHE OPUTHHAIY. B CBSI3U C H3TI0XKEHHBIM HOKYMEHT He MOKeT OBITh IPUHSAT B KAUeCcTBe HaJleXKallero
MIOATBEPK/IAIOero MaTeprasa B COCTaBe TeHIEePHOH 3asgBKHU.

CormnacHo myHKTY 10 06mux Tpe6oBaHUN IPUIOKEHHEE CePTH(GUKATH CBUAETENIECTBYIOT O IIPOX0XKAEHUN 00y4eHNs U HE COOTBETCTBYIOT
TpeOOoBaHUAM.

Texunueckue TpedoBanus ITAK, myHKT 16 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 17 - IpUIOKeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKAECHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 18 - mpuioxeHHas CCHUIKA He HMeeT HHGOPMALIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaAHUIO.
Texuudeckue TpeboBanus ITAK, myHKT 19 - npuoxeHHas CChUIKa He UMeeT MHGOPMAaLUK ITOATBEPKIEHUS COOTBETCTBUS TPeOOBaHUIO.
Texunueckue TpedoBanus ITAK, myHKT 21 - IpuioxkeHHas CChUIKA He UMeeT HHGOPMALUY ITOATBEPKIECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 23 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHUIO 110
nporokonaM 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpeboBanus ITAK, nyHKT 25 - IpuUIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«YTunusamus Kem-naMmaTu», «KonuuecTBo akTUBHEIX CeCCUi, HOBHIX ceccuii», «KomuuectBo HTTP 3anpocos», «KonuuectBo SSL-TpaH3aKLIui».
Texuuueckue TpedoBanus ITAK, IyHKT 28 - IpUI0OKEeHHAs CCRUIKA He UMeeT UHGOPMaIMY TOATBEPKIEHUS COOTBETCTBUS TPeOoBaHuIO 10 «O6BEKT
OamancupoBku SOAP», «lomxkeH obecneunBaThcs MexaHu3M Graceful Shutdown mist akTUBHBIX CECCHU TI0Tb30BaTeIel B MOMEHT BEIBOA 00BEKTA U3
mpotiecca 6anaHCUPOBKU».

Texunueckue TpedoBanus ITAK, nyHKT 30 - IpUIoKeHHas CChUIKA He UMeeT HHGOPMAaLUY ITONTBEPKIEHNUS COOTBETCTBUS TpeGOBaHUIO 110 «[J0KHa
00ecreynBaThCS 3alUTa OT CIIEAYIOIINX TUIIOB aTak - SSRF».

Texumueckue TpeboBanus [T1AK, nyHKT 31 - mpuoxeHHas CCRUIKA He MMeeT HHGDOPMAIUY TOOTBEPKIEHNUS COOTBETCTBHSA TPeOOBAHUIO MO «[]0TIKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texunueckue TpedoBanus ITAK, nyHKT 35 - IpuIoKeHHas CCEUIKA He UMeeT UHGOpPMaIUK TONTBEPKIEHNUS COOTBETCTBUS TpeboBaHuio 1o «5oT
3amuTa - [Tomuepxka CAPTCHA co 3ByKOM, ABTOMaTHYeCKOe OIpefielieHrne 60TOB Ha OCHOBE MX IOBENEHUA», «[[0/I2KHa 06eCIeunBaThCs MOAePXKKa
cnenymoomux MeTonoB 6110kupoBky Tpadduka: CAPTCHA TCP Reset, nepeanpecanus Ha/c myJ cepBepoB, CTpaHuIa JI0BYLIKa 151 60TOB IPOIIEANIAX
CAPTCHA».

Texuudeckue TpedoBanus ITAK, nyHKT 36 - IpUI0OKeHHAs CChUIKA He UMeeT HHGOPMALUK ITONTBEPKIEHNUS COOTBETCTBUS TPeOOBAHUIO 110 «3aIIuTa
ot DoS/DDoS aTak ypoBHst WEB npunoxeHnus - PeleHne H0KHO 06ecriedrBaTh 0UUCTKY TpaduKa (aTaKu, OCHOBAHHbBIE Ha UCIIOIb30BAHUH
IpoTOKO0JI0B http u https)», «[JomkHO obecriednTh peanu3anuio KOMIJIEKCa MeXaHu3MoB GuIbTpanyy:- GunbTpalyio Ha OCHOBAHUHU 3aaBaeMbIX
yepe3 POrpaMMHEIM HHTepGeic YepHEIX U OelIblx criucKoB [P ampecos, dopMupyeMbIx 3aka3uukoM; - DuibTpanuio 1o reorpaduyeckoMy Ipu3HaKky
(MmecTOpacnonoxeHrne HCTOUHNKA TpaduKka) Kak C BO3MOXKHOCTBIO UCKITIOUEHHS OIpefie/IeHHBIX PETHOHOB, TaK U C BO3MOXKHOCTBIO ITpueMa Tpaduka
TOJIBKO OT OIIPEIeIEeHHOTO CIKUCKA PETHOHOBY», «B03MOKHOCTE 3anucu Tpaduka B nmpouecce DDoS aTaku», «Bo3M0OXKHOCTH OJTIOKHPOBKH aTaKHU:
Orpanunuenue, bnokuposka, Captcha».

Texuuueckue TpeboBanus ITAK, nyHKT 37 - IpuIoKeHHas CCEUIKA He UMeeT UHPOpPMalUK TOATBEPKIEHNUS COOTBETCTBUS TPeOOBaHUIO 110
«Onpenenenue apromaruyeckoro ooxoga CAPTCHA», «ITogmepsKKa U HCIIONb30BaHue IPENyCTaHOBIEHHLIX TOUTUK U OTYETOB B TOM YHCIIE [T
ayguta PCI DSS».

TOBAPHUIIECTBO C OTPAHUYEHHOM OTBETCTBEHHOCTBIO "NEWTECH DISTRIBUTION", 040440007058

Ponb B KoMuccun

Pemenue
YeHa
KOMUCCHUHU

HpI/I'-II/IHa OTKJIIOHEHUS

O6ocHOBaHUE IIPUYUH OTKIIOHEHU. Hepequb JOOKYMEHTOB B 3as1BKe IIOTEHIMAJIbBHOTO IIOCTABIIUKA KOTOPEIE Heo6X0auMOo IIPpUBECTU B COOTBETCTBUE
C YCJIOBUSIMHU TE€HIEPa
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1 | IIpencenaTenb

OTKJIOHEH

mm. 1) m. 93
HECOOTBETCTBUE
TEHIEPHO 3as1BKU
YCIIOBUSIM TeHfepa

HeT nmopTBepXKpalomuyx JOKYMEHTOB COTJIaCHO ITyHKTaM 1.2 u 6 o6mux TpeboBaHUH.

Cormnacuo nyHKTy 10 06mux TpeGoBaHUY IPUIOKEHHEIE CePTU(GUKATH HE COOTBETCTBYIOT TPEOOBAHUSAM (II0 HAIPABJIEHUIO 3AIUTH BEO-IPUITOKEHUN
TIpefJiaraeMoro pelieHus).

Texuuueckue TpedoBanus ITAK, IyHKT 5 - IpUIOKEHHAs CCHUIKA He UMeeT WH(OPMAIUH IOATBePKAEHUS COOTBETCTBUS TPeOOBAHMUIO.

Texumueckue TpeboBarus [1AK, myHKT 7 - COrTaCHO IPUIIOKEHHO! CCHUIKM He COOTBETCTBYeT Tpebosanuio (240 GB SSD BMecTo TpeOyeMbIX «He
meHee 480 GB SSD»).

Texumnueckue TpeboBanus [TAK, myHKT 8 - mpuokeHHas CChIIKA HEaKTUBHA.

Texunueckue TpeboBanus ITAK, myHKT 14 - IpuIokKeHHas CChUIKA He UMeeT HHGOPMALUY TOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [T1AK, nyHKT 16 - mpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TONTBEPKIAEHNS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 17 - IpuioxeHHas CCHUIKA He UMeeT HHGDOPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEOGOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 18 - IpuioxeHHas CCHUIKA He MMeeT HH(OPMALUY TOOTBEPKIAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 19 - IpuIoKeHHas CChUIKA He UMeeT HHOOPMALUY TOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [T1AK, nyHKT 21 - IpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaHHUIO.
Texumueckue tpeboBanus [TAK, nyHKT 23 - IpUIOKEHHAs CCHUIKA He MMeeT HHG)OPMALUY TOOTBEPKIEHNS COOTBETCTBUS TPEOOBAHUIO IO
nporokonaM sFlow, ICAP.

Texuuueckue TpedoBanus ITAK, nyHKT 25 - npUI0KeHHas CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHHIO 110
«YTUnu3alus Kem-namMmsaT».

Texumueckue TpeboBarus [TAK, nyHKT 27 - IpUIOKEHHAS CCHUIKA He MMeeT HHGOPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEOGOBAHUIO IO
«ObecrieynBaeT MeXaHN3M 6aTaHCUPOBKY C OTCIIEKUBAHUEM KOJIMUECTBA MTOJKTIOYEHNUH ¥ UCIIOJIb30BaHUEM IIPHOPUTETOB B PaMKaX NMPUJIOKEHNS U B
paMKax cepsepa».

Texumueckue TpeboBauus [T1AK, myHKT 28 - mpuioxeHHas CCHUIKA He MMeeT HH(DOPMAIUH TONTBEPKIEHUS COOTBETCTBUSA TpeboBaHuI0 110 «OOBEKT
6amancuposku I[CMP Gateway», «O6bekT 6anancupoBku SOAP».

Texunueckue TpeboBanus [TAK, nyHKT 29 - IpHIOKEHHAs CChUIKA HE MMeeT HH(OPMALUY TOATBEPKEHNS COOTBETCTBUS TpeboBaHuUIO M0 «[JomKHA
o0ecreynBaThCS 3alUTa OT CIIEYIOIINX TUIIOB aTak - Session Hijacking», «[lomkHa o6ecreunBaThCS 3allUTa OT CAeAYIOLIMX THIIOB aTak - Site
Reconnaissance».

Texumueckue tpeboBanus [T1AK, nyHkt 30 - mpuioXeHHas CCHUIKA He MMeeT HHGOPMALUY TOATBEPKIEHNS COOTBETCTBHS TpeboBaHuUIO 10 «[JomKHA
00€ecIieYnBaTLCS 3alUTa OT CJIEAYIOMINX TUIOB aTak - Zero Day Web Worm», «[lomkHa 06eCIIeYMBaTHCS 3alUTaA OT CJEAYIOIIUX THIIOB aTak -
SSRF».

Texumueckue TpeboBanus [T1AK, nyHKT 31 - mpuoxeHHas CCRUIKA He MMeeT HHGDOPMAIUY TOOTBEPKIEHNUS COOTBETCTBHSA TPeOOBAHUIO MO «[]0TIKHEI
obecreunBaThCsl MexaHU3MEH - "digitally sign cookies, encrypt cookies, hijacking"».

Texumnueckue TpeboBanus [TAK, nyHKT 33 - IpHIOKEHHAs CCHUIKA HE MMeeT HH(OPMALUY TONTBEPKAEHNS COOTBETCTBUS TPEGOBAHUIO IO
dynkuonany 3amuts! API: «IIpoBepka BanupHocTH JWT TokeHoB B API 3anpoce», «YKa3aHue 0TBETOB 10 yMoIdaHuo [y Kaxporo API endpoint»,
«MuTerpanus ¢ OAuth mpoBaiiiepoM AJs MPOBEPKY JIOTHHOB C HCIonb3oBanueM OAuth 2.0».

Texumueckue TpeboBarus [T1AK, nyHKT 34 - IpUIOKeHHAs CCHUIKA He MMeeT HHGDOPMAlUy TOOTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO IO 3alIUTE OT
brute force atak: «OmioHaIbHAsE BO3MOKHOCTh GJIOKMPOBKY ITOIIEITOK BXOMA IIPHU ITOMOIINY 6Ga3k JaHHHIX YKPaIEHHEIX apoJieii», «YKa3aHue OTBETOB
10 yMoIyaHuio Ay kaxnoro API endpoint», «MuTerpanus ¢ OAuth nposaiifepoM At IpoBepKU JIOTHHOB ¢ ucnonb3oBanueM OAuth 2.0».
Texnmueckue tpeboBarus [T1AK, nyHKT 35 - IpuIoXKeHHas CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBHS TpeboBaHuio 1o «bot
3amurTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTH4ECKOE OIIpefieieHne 60TOB Ha OCHOBE UX IOBENEHU», «[[o/KHa 06eCIednBaThCS MOOAePXKKa
Clenymomux MeTomoB 0110kupoBKY Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c Iy cepBepoB, CTpaHuIa JI0BYLIKA A1 60TOB IPOIIEAIINX
CAPTCHA».

Texumueckue tpeboBarus [T1AK, nyHKT 36 - IpuUIOKeHHAs CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBYS TpeOOBaHHUIO M0 «3aluTa
ot DoS/DDoS arak ypoBas: WEB nmpunoxenus - Pemenne nomxHo 06ecriednBaTh OUUCTKY Tpaduka (aTaky, OCHOBAHHbBIE Ha MCIOIb30BAHUN
mpoToKoJI0B http u https)», «[omKHO 06€CTIeUnTs peanu3alyio KOMIIEKCa MEXaHIU3MOB (GuIbTpanuu:- GUIbTPALNIO Ha OCHOBAHUHU 3aJjaBaeMbIX
Yyepe3 MPOrpaMMHEIA HHTePGheRc YePHEIX U OeJIbIX CucKoB IP amgpecos, GopMupyeMbIx 3aKa3yukoM; - OMIIbTPALHIO 110 TeorpadudeckoMy IPU3HAKY
(MecTopacnonoxeHre UCTOYHNKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOYEHUS OIPefeIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OIIPEENIEHHOTO CIKUCKa PETUOHOB», «PaboTa B macCHBHOM pexkKMe C Konued Tpaduka B IesIX MOHUTOPUHTa», «BO3MOXKHOCTE 3aIIUCH
Tpaduka B mpouecce DDoS ataku», «Bo3aMoKHOCTH OTOKMPOBKY aTaku: Orpanudenue, Bmokuposka, Captcha».

Texuuueckue TpedoBanus ITAK, nyHKT 37 - IpUIOKEeHHAs CChUIKA He UMeeT MHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHHIO 110
«WHTerpauus ¢ aHTUBUPYCOM 110 poTokoy ICAP», «Onpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «OnpeneneHue IONLITOK 00Xofa
nonuTuky 6e3onacHoctu WAF», «IlogmepkKa ¥ UCIOJIb30BaHKUE IPENyCTaHOBIEHHEIX IIOJIUTHK U OTYETOB B TOM 4ucie gid aynuta PCI DSS».
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2 |Ynen xomuccuu | OTKJIOHEH

mm. 1) m. 93
HECOOTBETCTBHE
TEH[IEPHOU 3asBKU
YCIIOBUSM TeHepa

mn. 1) m. 93 HecooTBeTCTBUE TEHIEPHOM 3aBKU YCIOBUAM TeHAepa. HeT moATBepXKAalOmux JOKYMEHTOB COTIACHO IyHKTaM 1.2 u 6 o6mux
TpeOoBaHUH.

CormnacHo nyHKTy 10 06mux Tpe6oBaHMA IPUI0KEHHEIE CEPTH(QUKATH HE COOTBETCTBYIOT TPEOGOBAHUSM (10 HAPABJIEHUIO 3AIUTH BEG-TIPUITOKEHUN
IIpefIaraeMoro pemeHus).

Texumueckue TpeboBarus [T1AK, myHKT 5 - mpuioKeHHas CChUIKa He ©MeeT WHGOPMAINY IOATBEPXKIEHNUS COOTBETCTBUS TPeOOBaHHUIO.

Texumueckue TpeboBarus [TAK, myHKT 7 - COTJTaCHO IIPUIOKEHHOMN CCHUIKY HE COOTBETCTBYET TpeboBanuio (240 GB SSD BMecTo TpeOyeMbIX «He
MeHee 480 GB SSD»).

Texuuueckue TpeboBanus ITAK, myHKT 8 - mpuUiIoKeHHAs CCHUIKA HEaKTHUBHA.

Texumueckue TpeboBarus [1AK, nyHKT 14 - mpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 16 - IpuioxkeHHas CCHUIKA He NMeeT HHGDOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 17 - IpUIoKeHHas CCHUIKA HE MMeeT HH(DOPMALUY TOOTBEPKIAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 18 - IpUI0KeHHas CChUIKA He UMeeT HHGOPMALMY ITOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 19 - mpuioxeHHas CCHUIKA He UMeeT HHGOOPMAIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaHHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 21 - IpuioxKeHHas CCHUIKA He NMeeT HHGOOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, myHKT 23 - IPUIOKEHHAS CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKAEHNS COOTBETCTBUS TPEGOBAHUIO IO
npoTokoinaM sFlow, ICAP.

Texunmueckue tpeboBarus [T1AK, myHKT 25 - IpHIoXKeHHas CCHUIKA He BMeeT HHGOPMAaLUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 110
«YTUnu3anus Kem-naMsaT».

Texumnueckue TpeboBanus [TAK, myHKT 27 - IPUIIOKEHHAs CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEGOBAHUIO IO
«ObecrneynBaeT MeXaHU3M 6alaHCUPOBKYU C OTCIIEXKUBAHUEM KOJIMYECTBA TOAKIIIOYEHUH U UCIIOIb30BAaHUEM IIPHOPUTETOB B PAMKAX IPUJIOKEHUS U B
paMKax cepBepa».

Texumueckue TpeboBarus [T1AK, myHKT 28 - IpuiokeHHas CCRUIKA He MMeeT HH(DOPMaUy MONTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUI0 10 «OOBEKT
OamancupoBku ICMP Gateway», «O6bekT 6anancupoBku SOAP».

Texuuueckue TpeboBanus ITAK, nyHKT 29 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMY TONTBEPKICHNUS COOTBETCTBUS TPEOOBAHUIO 110 «[JOIKHa
obecrieynBaThCS 3alUTa OT CJIEAYIOMUX TUIIOB aTak - Session Hijacking», «[lomkHa obecrnedyrBaThCs 3alIUTa OT CIENYIOLUINX TUIIOB aTak - Site
Reconnaissance».

Texumnueckue TpeboBanus [TAK, nyHkT 30 - IpHIoKEHHas CChHUIKA HE MMeeT HH(OPMALUY TOATBEPKAEHNS COOTBETCTBUS TpeGOBaHUIO M0 «[IomKHA
o0ecreynBaThCS 3alUTa OT CJIEAYIOMINX THIIOB aTak - Zero Day Web Worm», «J[o/mkHa 00eCclie4uBaThCS 3aIIUTA OT CIEOYIOLUIUX THUIIOB aTaK -
SSRFE».

Texumueckue tpeboBanus [T1AK, nyHKT 31 - IpuioxkeHHas CCHUIKA He NMeeT HH(DOPMAlUy TOOTBEPKIAEHNUS COOTBETCTBUS TPEOOBAHUIO MO «[]0IKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, encrypt cookies, hijacking"».

Texuuueckue TpedoBanus ITAK, nyHKT 33 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
dyukmonany 3amute! API: «[IpoBepka BanupHOcTH JWT TokenoB B API 3anpoce», «VYka3aHue OTBETOB 10 yMoIdaHuo A1 Kaxporo API endpoint»,
«MuTerpanus ¢ OAuth mpoBaiimepoM A7 MPOBEPKY JIOTHHOB C HcIonb3oBanueM OAuth 2.0».

Texunueckue TpeboBarus [TAK, nyHKT 34 - IpUIOKEHHAs CCHUIKA HE MMeeT HH(DOPMAlUy TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO M0 3alUTE OT
brute force aTak: «OnuuoHambHAS BO3MOXKHOCTD GJIOKMPOBKY IOIIEITOK BXOJA IIPY ITOMOIIY (6a3bl JAaHHHIX YKPALEHHbIX Taposiei», «VYKa3aHue OTBETOB
o ymor4aHuio ays kaxnoro API endpoint», «MuTerpanus ¢ OAuth npoBaiimepom myis mpoBepKY JIOTHHOB ¢ ucnoinb3oBanueM OAuth 2.0».
Texumueckue tpeboBanus [T1AK, nyHKT 35 - IpUIOKEHHAs CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBUS TpeboBaHuio no «bot
3amuTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTHYECKOE OIIpefielieHne 60TOB Ha OCHOBE UX MOBENEHU», «[[0/IKHa 06eCIeunBaThCS MOOAEPXKKa
CleaymoIuxX MeTomoB 010kupoBKy Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c myn cepBepoB, CTpaHuIa JIOBYLIKA [/ 60TOB MPOIIEALINX
CAPTCHA».

Texumueckue tpeboBanus [T1AK, nyHKT 36 - IpUIOKEHHAS CCHUIKA HE MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBYS TpeOGOBaHUIO MO «3aluTa
ot DoS/DDoS arak yposHsi WEB nmpunoxenus - PemeHne DomkHO 06eCIeYrBaTh OUUCTKY TpaduKa (aTaku, OCHOBaHHbLIE Ha MCIIOIb30BAHUN
mpoToKoJI0B http u https)», «[lomKHO 06€CIeunTh peaar3alyio KOMIIEKCa MEXaHU3MOB (GuIbTpalnu:- GUIbTPALXI0 Ha OCHOBAHUHU 3ajaBaeMbIX
4yepes3 IIPOrpaMMHEIH nHTepdeic YepHbIX 1 6ebx cnuckoB IP agpecos, dopmupyeMerx 3aka3zgukoy; - dunbrpanuio mo reorpaduyeckoMy npu3HaKy
(MecTopacnonoXeHne UCTOYHUKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOUEHUS OIPEe/IeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OTIPEMEJIEHHOTO CIKCKa PETUOHOBY», «PaboTa B MacCHBHOM pPeXkUME C KOmued Tpaduka B IEJIsIX MOHUTOPUHTa», «BO3MOXKHOCTE 3aIIUCH
Tpaduka B nponecce DDoS araku», «Bo3aMoxkHOCTH 610KMPOBKY aTaku: Orpanudenue, Brnokuposka, Captcha».

Texumueckue tpeboBarus [T1AK, nyHKT 37 - IpuIoKeHHas CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 10
«WHTerpauus ¢ aHTUBUPYCOM 110 poToKony ICAP», «Onpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «OmpefneneHue IONBITOK 00X0a
nonuTuky 6e3omacHocTu WAF», «ITogmepxkKa ¥ UCTIOJIb30BaHKUE IPENyCTaHOBIEHHHIX TIOJIUTUK U OTYETOB B TOM 4ucye A aynuTta PCI DSS».
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3 | YnmeH KOMHUCCUM | OTKJIIOHEH

mm. 1) m. 93
HECOOTBETCTBHE
TEH[IEPHOU 3asBKU
YCIIOBUSM TeHepa

mn. 1) m. 93 HecooTBeTCTBUE TEHIEPHOM 3asBKU YCIOBUAM TeHAepa HeT moaTBepKaaronmx JOKyMeHTOB COTrJIacHO myHKTaM 1.2 u 6 obmux
TpeOoBaHUH.

CormnacHo nyHKTy 10 06mux Tpe6oBaHMA IPUI0KEHHEIE CEPTH(QUKATH HE COOTBETCTBYIOT TPEOGOBAHUSM (10 HAPABJIEHUIO 3AIUTH BEG-TIPUITOKEHUN
IIpefIaraeMoro pemeHus).

Texumueckue TpeboBarus [T1AK, myHKT 5 - mpuioKeHHas CChUIKa He ©MeeT WHGOPMAINY IOATBEPXKIEHNUS COOTBETCTBUS TPeOOBaHHUIO.

Texumueckue TpeboBarus [TAK, myHKT 7 - COTJTaCHO IIPUIOKEHHOMN CCHUIKY HE COOTBETCTBYET TpeboBanuio (240 GB SSD BMecTo TpeOyeMbIX «He
MeHee 480 GB SSD»).

Texuuueckue TpeboBanus ITAK, myHKT 8 - mpuUiIoKeHHAs CCHUIKA HEaKTHUBHA.

Texumueckue TpeboBarus [1AK, nyHKT 14 - mpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 16 - IpuioxkeHHas CCHUIKA He NMeeT HHGDOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 17 - IpUIoKeHHas CCHUIKA HE MMeeT HH(DOPMALUY TOOTBEPKIAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 18 - IpUI0KeHHas CChUIKA He UMeeT HHGOPMALMY ITOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 19 - mpuioxeHHas CCHUIKA He UMeeT HHGOOPMAIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaHHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 21 - IpuioxKeHHas CCHUIKA He NMeeT HHGOOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, myHKT 23 - IPUIOKEHHAS CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKAEHNS COOTBETCTBUS TPEGOBAHUIO IO
npoTokoinaM sFlow, ICAP.

Texunmueckue tpeboBarus [T1AK, myHKT 25 - IpHIoXKeHHas CCHUIKA He BMeeT HHGOPMAaLUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 110
«YTUnu3anus Kem-naMsaT».

Texumnueckue TpeboBanus [TAK, myHKT 27 - IPUIIOKEHHAs CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEGOBAHUIO IO
«ObecrneynBaeT MeXaHU3M 6alaHCUPOBKYU C OTCIIEXKUBAHUEM KOJIMYECTBA TOAKIIIOYEHUH U UCIIOIb30BAaHUEM IIPHOPUTETOB B PAMKAX IPUJIOKEHUS U B
paMKax cepBepa».

Texumueckue TpeboBarus [T1AK, myHKT 28 - IpuiokeHHas CCRUIKA He MMeeT HH(DOPMaUy MONTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUI0 10 «OOBEKT
OamancupoBku ICMP Gateway», «O6bekT 6anancupoBku SOAP».

Texuuueckue TpeboBanus ITAK, nyHKT 29 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMY TONTBEPKICHNUS COOTBETCTBUS TPEOOBAHUIO 110 «[JOIKHa
obecrieynBaThCS 3alUTa OT CJIEAYIOMUX TUIIOB aTak - Session Hijacking», «[lomkHa obecrnedyrBaThCs 3alIUTa OT CIENYIOLUINX TUIIOB aTak - Site
Reconnaissance».

Texumnueckue TpeboBanus [TAK, nyHkT 30 - IpHIoKEHHas CChHUIKA HE MMeeT HH(OPMALUY TOATBEPKAEHNS COOTBETCTBUS TpeGOBaHUIO M0 «[IomKHA
o0ecreynBaThCS 3alUTa OT CJIEAYIOMINX THIIOB aTak - Zero Day Web Worm», «J[o/mkHa 00eCclie4uBaThCS 3aIIUTA OT CIEOYIOLUIUX THUIIOB aTaK -
SSRFE».

Texumueckue tpeboBanus [T1AK, nyHKT 31 - IpuioxkeHHas CCHUIKA He NMeeT HH(DOPMAlUy TOOTBEPKIAEHNUS COOTBETCTBUS TPEOOBAHUIO MO «[]0IKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, encrypt cookies, hijacking"».

Texuuueckue TpedoBanus ITAK, nyHKT 33 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
dyukmonany 3amute! API: «[IpoBepka BanupHOcTH JWT TokenoB B API 3anpoce», «VYka3aHue OTBETOB 10 yMoIdaHuo A1 Kaxporo API endpoint»,
«MuTerpanus ¢ OAuth mpoBaiimepoM A7 MPOBEPKY JIOTHHOB C HcIonb3oBanueM OAuth 2.0».

Texunueckue TpeboBarus [TAK, nyHKT 34 - IpUIOKEHHAs CCHUIKA HE MMeeT HH(DOPMAlUy TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO M0 3alUTE OT
brute force aTak: «OnuuoHambHAS BO3MOXKHOCTD GJIOKMPOBKY IOIIEITOK BXOJA IIPY ITOMOIIY (6a3bl JAaHHHIX YKPALEHHbIX Taposiei», «VYKa3aHue OTBETOB
o ymor4aHuio ays kaxnoro API endpoint», «MuTerpanus ¢ OAuth npoBaiimepom myis mpoBepKY JIOTHHOB ¢ ucnoinb3oBanueM OAuth 2.0».
Texumueckue tpeboBanus [T1AK, nyHKT 35 - IpUIOKEHHAs CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBUS TpeboBaHuio no «bot
3amuTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTHYECKOE OIIpefielieHne 60TOB Ha OCHOBE UX MOBENEHU», «[[0/IKHa 06eCIeunBaThCS MOOAEPXKKa
CleaymoIuxX MeTomoB 010kupoBKy Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c myn cepBepoB, CTpaHuIa JIOBYLIKA [/ 60TOB MPOIIEALINX
CAPTCHA».

Texumueckue tpeboBanus [T1AK, nyHKT 36 - IpUIOKEHHAS CCHUIKA HE MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBYS TpeOGOBaHUIO MO «3aluTa
ot DoS/DDoS arak yposHsi WEB nmpunoxenus - PemeHne DomkHO 06eCIeYrBaTh OUUCTKY TpaduKa (aTaku, OCHOBaHHbLIE Ha MCIIOIb30BAHUN
mpoToKoJI0B http u https)», «[lomKHO 06€CIeunTh peaar3alyio KOMIIEKCa MEXaHU3MOB (GuIbTpalnu:- GUIbTPALXI0 Ha OCHOBAHUHU 3ajaBaeMbIX
4yepes3 IIPOrpaMMHEIH nHTepdeic YepHbIX 1 6ebx cnuckoB IP agpecos, dopmupyeMerx 3aka3zgukoy; - dunbrpanuio mo reorpaduyeckoMy npu3HaKy
(MecTopacnonoXeHne UCTOYHUKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOUEHUS OIPEe/IeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OTIPEMEJIEHHOTO CIKCKa PETUOHOBY», «PaboTa B MacCHBHOM pPeXkUME C KOmued Tpaduka B IEJIsIX MOHUTOPUHTa», «BO3MOXKHOCTE 3aIIUCH
Tpaduka B nponecce DDoS araku», «Bo3aMoxkHOCTH 610KMPOBKY aTaku: Orpanudenue, Brnokuposka, Captcha».

Texumueckue tpeboBarus [T1AK, nyHKT 37 - IpuIoKeHHas CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 10
«WHTerpauus ¢ aHTUBUPYCOM 110 poToKony ICAP», «Onpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «OmpefneneHue IONBITOK 00X0a
nonuTuky 6e3omacHocTu WAF», «ITogmepxkKa ¥ UCTIOJIb30BaHKUE IPENyCTaHOBIEHHHIX TIOJIUTUK U OTYETOB B TOM 4ucye A aynuTta PCI DSS».
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4 | YjeH KOMUCCHUU | OTKIIOHEH

mm. 1) m. 93
HECOOTBETCTBHE
TEH[IEPHOU 3asBKU
YCIIOBUSM TeHepa

mn. 1 m. 93 HecooTBETCTBYE TEHAEPHO! 3asIBKU YCIIOBUSM TeHAepa. HeT mogTBepKaomux JOKyMEHTOB COTIacHO MyHKTaM 1.2 u 6 o6mux
TpeOoBaHUH.

CormnacHo nyHKTy 10 06mux Tpe6oBaHMA IPUI0KEHHEIE CEPTH(QUKATH HE COOTBETCTBYIOT TPEOGOBAHUSM (10 HAPABJIEHUIO 3AIUTH BEG-TIPUITOKEHUN
IIpefIaraeMoro pemeHus).

Texumueckue TpeboBarus [T1AK, myHKT 5 - mpuioKeHHas CChUIKa He ©MeeT WHGOPMAINY IOATBEPXKIEHNUS COOTBETCTBUS TPeOOBaHHUIO.

Texumueckue TpeboBarus [TAK, myHKT 7 - COTJTaCHO IIPUIOKEHHOMN CCHUIKY HE COOTBETCTBYET TpeboBanuio (240 GB SSD BMecTo TpeOyeMbIX «He
MeHee 480 GB SSD»).

Texuuueckue TpeboBanus ITAK, myHKT 8 - mpuUiIoKeHHAs CCHUIKA HEaKTHUBHA.

Texumueckue TpeboBarus [1AK, nyHKT 14 - mpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 16 - IpuioxkeHHas CCHUIKA He NMeeT HHGDOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 17 - IpUIoKeHHas CCHUIKA HE MMeeT HH(DOPMALUY TOOTBEPKIAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 18 - IpUI0KeHHas CChUIKA He UMeeT HHGOPMALMY ITOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 19 - mpuioxeHHas CCHUIKA He UMeeT HHGOOPMAIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaHHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 21 - IpuioxKeHHas CCHUIKA He NMeeT HHGOOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, myHKT 23 - IPUIOKEHHAS CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKAEHNS COOTBETCTBUS TPEGOBAHUIO IO
npoTokoinaM sFlow, ICAP.

Texunmueckue tpeboBarus [T1AK, myHKT 25 - IpHIoXKeHHas CCHUIKA He BMeeT HHGOPMAaLUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 110
«YTUnu3anus Kem-naMsaT».

Texumnueckue TpeboBanus [TAK, myHKT 27 - IPUIIOKEHHAs CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEGOBAHUIO IO
«ObecrneynBaeT MeXaHU3M 6alaHCUPOBKYU C OTCIIEXKUBAHUEM KOJIMYECTBA TOAKIIIOYEHUH U UCIIOIb30BAaHUEM IIPHOPUTETOB B PAMKAX IPUJIOKEHUS U B
paMKax cepBepa».

Texumueckue TpeboBarus [T1AK, myHKT 28 - IpuiokeHHas CCRUIKA He MMeeT HH(DOPMaUy MONTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUI0 10 «OOBEKT
OamancupoBku ICMP Gateway», «O6bekT 6anancupoBku SOAP».

Texuuueckue TpeboBanus ITAK, nyHKT 29 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMY TONTBEPKICHNUS COOTBETCTBUS TPEOOBAHUIO 110 «[JOIKHa
obecrieynBaThCS 3alUTa OT CJIEAYIOMUX TUIIOB aTak - Session Hijacking», «[lomkHa obecrnedyrBaThCs 3alIUTa OT CIENYIOLUINX TUIIOB aTak - Site
Reconnaissance».

Texumnueckue TpeboBanus [TAK, nyHkT 30 - IpHIoKEHHas CChHUIKA HE MMeeT HH(OPMALUY TOATBEPKAEHNS COOTBETCTBUS TpeGOBaHUIO M0 «[IomKHA
o0ecreynBaThCS 3alUTa OT CJIEAYIOMINX THIIOB aTak - Zero Day Web Worm», «J[o/mkHa 00eCclie4uBaThCS 3aIIUTA OT CIEOYIOLUIUX THUIIOB aTaK -
SSRFE».

Texumueckue tpeboBanus [T1AK, nyHKT 31 - IpuioxkeHHas CCHUIKA He NMeeT HH(DOPMAlUy TOOTBEPKIAEHNUS COOTBETCTBUS TPEOOBAHUIO MO «[]0IKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, encrypt cookies, hijacking"».

Texuuueckue TpedoBanus ITAK, nyHKT 33 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
dyukmonany 3amute! API: «[IpoBepka BanupHOcTH JWT TokenoB B API 3anpoce», «VYka3aHue OTBETOB 10 yMoIdaHuo A1 Kaxporo API endpoint»,
«MuTerpanus ¢ OAuth mpoBaiimepoM A7 MPOBEPKY JIOTHHOB C HcIonb3oBanueM OAuth 2.0».

Texunueckue TpeboBarus [TAK, nyHKT 34 - IpUIOKEHHAs CCHUIKA HE MMeeT HH(DOPMAlUy TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO M0 3alUTE OT
brute force aTak: «OnuuoHambHAS BO3MOXKHOCTD GJIOKMPOBKY IOIIEITOK BXOJA IIPY ITOMOIIY (6a3bl JAaHHHIX YKPALEHHbIX Taposiei», «VYKa3aHue OTBETOB
o ymor4aHuio ays kaxnoro API endpoint», «MuTerpanus ¢ OAuth npoBaiimepom myis mpoBepKY JIOTHHOB ¢ ucnoinb3oBanueM OAuth 2.0».
Texumueckue tpeboBanus [T1AK, nyHKT 35 - IpUIOKEHHAs CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBUS TpeboBaHuio no «bot
3amuTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTHYECKOE OIIpefielieHne 60TOB Ha OCHOBE UX MOBENEHU», «[[0/IKHa 06eCIeunBaThCS MOOAEPXKKa
CleaymoIuxX MeTomoB 010kupoBKy Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c myn cepBepoB, CTpaHuIa JIOBYLIKA [/ 60TOB MPOIIEALINX
CAPTCHA».

Texumueckue tpeboBanus [T1AK, nyHKT 36 - IpUIOKEHHAS CCHUIKA HE MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBYS TpeOGOBaHUIO MO «3aluTa
ot DoS/DDoS arak yposHsi WEB nmpunoxenus - PemeHne DomkHO 06eCIeYrBaTh OUUCTKY TpaduKa (aTaku, OCHOBaHHbLIE Ha MCIIOIb30BAHUN
mpoToKoJI0B http u https)», «[lomKHO 06€CIeunTh peaar3alyio KOMIIEKCa MEXaHU3MOB (GuIbTpalnu:- GUIbTPALXI0 Ha OCHOBAHUHU 3ajaBaeMbIX
4yepes3 IIPOrpaMMHEIH nHTepdeic YepHbIX 1 6ebx cnuckoB IP agpecos, dopmupyeMerx 3aka3zgukoy; - dunbrpanuio mo reorpaduyeckoMy npu3HaKy
(MecTopacnonoXeHne UCTOYHUKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOUEHUS OIPEe/IeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OTIPEMEJIEHHOTO CIKCKa PETUOHOBY», «PaboTa B MacCHBHOM pPeXkUME C KOmued Tpaduka B IEJIsIX MOHUTOPUHTa», «BO3MOXKHOCTE 3aIIUCH
Tpaduka B nponecce DDoS araku», «Bo3aMoxkHOCTH 610KMPOBKY aTaku: Orpanudenue, Brnokuposka, Captcha».

Texumueckue tpeboBarus [T1AK, nyHKT 37 - IpuIoKeHHas CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 10
«WHTerpauus ¢ aHTUBUPYCOM 110 poToKony ICAP», «Onpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «OmpefneneHue IONBITOK 00X0a
nonuTuky 6e3omacHocTu WAF», «ITogmepxkKa ¥ UCTIOJIb30BaHKUE IPENyCTaHOBIEHHHIX TIOJIUTUK U OTYETOB B TOM 4ucye A aynuTta PCI DSS».
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mm. 1) m. 93
HECOOTBETCTBHE
TEH[IEPHOU 3asBKU
YCIIOBUSM TeHepa

mn. 1 m. 93 HecooTBETCTBYE TEHAEPHO! 3asIBKU YCIIOBUSM TeHAepa. HeT mogTBepKaomux JOKyMEHTOB COTIacHO MyHKTaM 1.2 u 6 o6mux
TpeOoBaHUH.

CormnacHo nyHKTy 10 06mux Tpe6oBaHMA IPUI0KEHHEIE CEPTH(QUKATH HE COOTBETCTBYIOT TPEOGOBAHUSM (10 HAPABJIEHUIO 3AIUTH BEG-TIPUITOKEHUN
IIpefIaraeMoro pemeHus).

Texumueckue TpeboBarus [T1AK, myHKT 5 - mpuioKeHHas CChUIKa He ©MeeT WHGOPMAINY IOATBEPXKIEHNUS COOTBETCTBUS TPeOOBaHHUIO.

Texumueckue TpeboBarus [TAK, myHKT 7 - COTJTaCHO IIPUIOKEHHOMN CCHUIKY HE COOTBETCTBYET TpeboBanuio (240 GB SSD BMecTo TpeOyeMbIX «He
MeHee 480 GB SSD»).

Texuuueckue TpeboBanus ITAK, myHKT 8 - mpuUiIoKeHHAs CCHUIKA HEaKTHUBHA.

Texumueckue TpeboBarus [1AK, nyHKT 14 - mpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 16 - IpuioxkeHHas CCHUIKA He NMeeT HHGDOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 17 - IpUIoKeHHas CCHUIKA HE MMeeT HH(DOPMALUY TOOTBEPKIAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 18 - IpUI0KeHHas CChUIKA He UMeeT HHGOPMALMY ITOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 19 - mpuioxeHHas CCHUIKA He UMeeT HHGOOPMAIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaHHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 21 - IpuioxKeHHas CCHUIKA He NMeeT HHGOOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, myHKT 23 - IPUIOKEHHAS CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKAEHNS COOTBETCTBUS TPEGOBAHUIO IO
npoTokoinaM sFlow, ICAP.

Texunmueckue tpeboBarus [T1AK, myHKT 25 - IpHIoXKeHHas CCHUIKA He BMeeT HHGOPMAaLUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 110
«YTUnu3anus Kem-naMsaT».

Texumnueckue TpeboBanus [TAK, myHKT 27 - IPUIIOKEHHAs CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEGOBAHUIO IO
«ObecrneynBaeT MeXaHU3M 6alaHCUPOBKYU C OTCIIEXKUBAHUEM KOJIMYECTBA TOAKIIIOYEHUH U UCIIOIb30BAaHUEM IIPHOPUTETOB B PAMKAX IPUJIOKEHUS U B
paMKax cepBepa».

Texumueckue TpeboBarus [T1AK, myHKT 28 - IpuiokeHHas CCRUIKA He MMeeT HH(DOPMaUy MONTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUI0 10 «OOBEKT
OamancupoBku ICMP Gateway», «O6bekT 6anancupoBku SOAP».

Texuuueckue TpeboBanus ITAK, nyHKT 29 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMY TONTBEPKICHNUS COOTBETCTBUS TPEOOBAHUIO 110 «[JOIKHa
obecrieynBaThCS 3alUTa OT CJIEAYIOMUX TUIIOB aTak - Session Hijacking», «[lomkHa obecrnedyrBaThCs 3alIUTa OT CIENYIOLUINX TUIIOB aTak - Site
Reconnaissance».

Texumnueckue TpeboBanus [TAK, nyHkT 30 - IpHIoKEHHas CChHUIKA HE MMeeT HH(OPMALUY TOATBEPKAEHNS COOTBETCTBUS TpeGOBaHUIO M0 «[IomKHA
o0ecreynBaThCS 3alUTa OT CJIEAYIOMINX THIIOB aTak - Zero Day Web Worm», «J[o/mkHa 00eCclie4uBaThCS 3aIIUTA OT CIEOYIOLUIUX THUIIOB aTaK -
SSRFE».

Texumueckue tpeboBanus [T1AK, nyHKT 31 - IpuioxkeHHas CCHUIKA He NMeeT HH(DOPMAlUy TOOTBEPKIAEHNUS COOTBETCTBUS TPEOOBAHUIO MO «[]0IKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, encrypt cookies, hijacking"».

Texuuueckue TpedoBanus ITAK, nyHKT 33 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
dyukmonany 3amute! API: «[IpoBepka BanupHOcTH JWT TokenoB B API 3anpoce», «VYka3aHue OTBETOB 10 yMoIdaHuo A1 Kaxporo API endpoint»,
«MuTerpanus ¢ OAuth mpoBaiimepoM A7 MPOBEPKY JIOTHHOB C HcIonb3oBanueM OAuth 2.0».

Texunueckue TpeboBarus [TAK, nyHKT 34 - IpUIOKEHHAs CCHUIKA HE MMeeT HH(DOPMAlUy TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO M0 3alUTE OT
brute force aTak: «OnuuoHambHAS BO3MOXKHOCTD GJIOKMPOBKY IOIIEITOK BXOJA IIPY ITOMOIIY (6a3bl JAaHHHIX YKPALEHHbIX Taposiei», «VYKa3aHue OTBETOB
o ymor4aHuio ays kaxnoro API endpoint», «MuTerpanus ¢ OAuth npoBaiimepom myis mpoBepKY JIOTHHOB ¢ ucnoinb3oBanueM OAuth 2.0».
Texumueckue tpeboBanus [T1AK, nyHKT 35 - IpUIOKEHHAs CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBUS TpeboBaHuio no «bot
3amuTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTHYECKOE OIIpefielieHne 60TOB Ha OCHOBE UX MOBENEHU», «[[0/IKHa 06eCIeunBaThCS MOOAEPXKKa
CleaymoIuxX MeTomoB 010kupoBKy Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c myn cepBepoB, CTpaHuIa JIOBYLIKA [/ 60TOB MPOIIEALINX
CAPTCHA».

Texumueckue tpeboBanus [T1AK, nyHKT 36 - IpUIOKEHHAS CCHUIKA HE MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBYS TpeOGOBaHUIO MO «3aluTa
ot DoS/DDoS arak yposHsi WEB nmpunoxenus - PemeHne DomkHO 06eCIeYrBaTh OUUCTKY TpaduKa (aTaku, OCHOBaHHbLIE Ha MCIIOIb30BAHUN
mpoToKoJI0B http u https)», «[lomKHO 06€CIeunTh peaar3alyio KOMIIEKCa MEXaHU3MOB (GuIbTpalnu:- GUIbTPALXI0 Ha OCHOBAHUHU 3ajaBaeMbIX
4yepes3 IIPOrpaMMHEIH nHTepdeic YepHbIX 1 6ebx cnuckoB IP agpecos, dopmupyeMerx 3aka3zgukoy; - dunbrpanuio mo reorpaduyeckoMy npu3HaKy
(MecTopacnonoXeHne UCTOYHUKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOUEHUS OIPEe/IeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OTIPEMEJIEHHOTO CIKCKa PETUOHOBY», «PaboTa B MacCHBHOM pPeXkUME C KOmued Tpaduka B IEJIsIX MOHUTOPUHTa», «BO3MOXKHOCTE 3aIIUCH
Tpaduka B nponecce DDoS araku», «Bo3aMoxkHOCTH 610KMPOBKY aTaku: Orpanudenue, Brnokuposka, Captcha».

Texumueckue tpeboBarus [T1AK, nyHKT 37 - IpuIoKeHHas CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 10
«WHTerpauus ¢ aHTUBUPYCOM 110 poToKony ICAP», «Onpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «OmpefneneHue IONBITOK 00X0a
nonuTuky 6e3omacHocTu WAF», «ITogmepxkKa ¥ UCTIOJIb30BaHKUE IPENyCTaHOBIEHHHIX TIOJIUTUK U OTYETOB B TOM 4ucye A aynuTta PCI DSS».
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mn. 1 m. 93 HecooTBETCTBYE TEHAEPHO! 3asIBKU YCIIOBUSM TeHAepa. HeT mogTBepKaomux JOKyMEHTOB COTIacHO MyHKTaM 1.2 u 6 o6mux
TpeOoBaHUH.

CormnacHo nyHKTy 10 06mux Tpe6oBaHMA IPUI0KEHHEIE CEPTH(QUKATH HE COOTBETCTBYIOT TPEOGOBAHUSM (10 HAPABJIEHUIO 3AIUTH BEG-TIPUITOKEHUN
IIpefIaraeMoro pemeHus).

Texumueckue TpeboBarus [T1AK, myHKT 5 - mpuioKeHHas CChUIKa He ©MeeT WHGOPMAINY IOATBEPXKIEHNUS COOTBETCTBUS TPeOOBaHHUIO.

Texumueckue TpeboBarus [TAK, myHKT 7 - COTJTaCHO IIPUIOKEHHOMN CCHUIKY HE COOTBETCTBYET TpeboBanuio (240 GB SSD BMecTo TpeOyeMbIX «He
MeHee 480 GB SSD»).

Texuuueckue TpeboBanus ITAK, myHKT 8 - mpuUiIoKeHHAs CCHUIKA HEaKTHUBHA.

Texumueckue TpeboBarus [1AK, nyHKT 14 - mpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 16 - IpuioxkeHHas CCHUIKA He NMeeT HHGDOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 17 - IpUIoKeHHas CCHUIKA HE MMeeT HH(DOPMALUY TOOTBEPKIAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 18 - IpUI0KeHHas CChUIKA He UMeeT HHGOPMALMY ITOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 19 - mpuioxeHHas CCHUIKA He UMeeT HHGOOPMAIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaHHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 21 - IpuioxKeHHas CCHUIKA He NMeeT HHGOOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, myHKT 23 - IPUIOKEHHAS CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKAEHNS COOTBETCTBUS TPEGOBAHUIO IO
npoTokoinaM sFlow, ICAP.

Texunmueckue tpeboBarus [T1AK, myHKT 25 - IpHIoXKeHHas CCHUIKA He BMeeT HHGOPMAaLUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 110
«YTUnu3anus Kem-naMsaT».

Texumnueckue TpeboBanus [TAK, myHKT 27 - IPUIIOKEHHAs CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEGOBAHUIO IO
«ObecrneynBaeT MeXaHU3M 6alaHCUPOBKYU C OTCIIEXKUBAHUEM KOJIMYECTBA TOAKIIIOYEHUH U UCIIOIb30BAaHUEM IIPHOPUTETOB B PAMKAX IPUJIOKEHUS U B
paMKax cepBepa».

Texumueckue TpeboBarus [T1AK, myHKT 28 - IpuiokeHHas CCRUIKA He MMeeT HH(DOPMaUy MONTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUI0 10 «OOBEKT
OamancupoBku ICMP Gateway», «O6bekT 6anancupoBku SOAP».

Texuuueckue TpeboBanus ITAK, nyHKT 29 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMY TONTBEPKICHNUS COOTBETCTBUS TPEOOBAHUIO 110 «[JOIKHa
obecrieynBaThCS 3alUTa OT CJIEAYIOMUX TUIIOB aTak - Session Hijacking», «[lomkHa obecrnedyrBaThCs 3alIUTa OT CIENYIOLUINX TUIIOB aTak - Site
Reconnaissance».

Texumnueckue TpeboBanus [TAK, nyHkT 30 - IpHIoKEHHas CChHUIKA HE MMeeT HH(OPMALUY TOATBEPKAEHNS COOTBETCTBUS TpeGOBaHUIO M0 «[IomKHA
o0ecreynBaThCS 3alUTa OT CJIEAYIOMINX THIIOB aTak - Zero Day Web Worm», «J[o/mkHa 00eCclie4uBaThCS 3aIIUTA OT CIEOYIOLUIUX THUIIOB aTaK -
SSRFE».

Texumueckue tpeboBanus [T1AK, nyHKT 31 - IpuioxkeHHas CCHUIKA He NMeeT HH(DOPMAlUy TOOTBEPKIAEHNUS COOTBETCTBUS TPEOOBAHUIO MO «[]0IKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, encrypt cookies, hijacking"».

Texuuueckue TpedoBanus ITAK, nyHKT 33 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
dyukmonany 3amute! API: «[IpoBepka BanupHOcTH JWT TokenoB B API 3anpoce», «VYka3aHue OTBETOB 10 yMoIdaHuo A1 Kaxporo API endpoint»,
«MuTerpanus ¢ OAuth mpoBaiimepoM A7 MPOBEPKY JIOTHHOB C HcIonb3oBanueM OAuth 2.0».

Texunueckue TpeboBarus [TAK, nyHKT 34 - IpUIOKEHHAs CCHUIKA HE MMeeT HH(DOPMAlUy TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO M0 3alUTE OT
brute force aTak: «OnuuoHambHAS BO3MOXKHOCTD GJIOKMPOBKY IOIIEITOK BXOJA IIPY ITOMOIIY (6a3bl JAaHHHIX YKPALEHHbIX Taposiei», «VYKa3aHue OTBETOB
o ymor4aHuio ays kaxnoro API endpoint», «MuTerpanus ¢ OAuth npoBaiimepom myis mpoBepKY JIOTHHOB ¢ ucnoinb3oBanueM OAuth 2.0».
Texumueckue tpeboBanus [T1AK, nyHKT 35 - IpUIOKEHHAs CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBUS TpeboBaHuio no «bot
3amuTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTHYECKOE OIIpefielieHne 60TOB Ha OCHOBE UX MOBENEHU», «[[0/IKHa 06eCIeunBaThCS MOOAEPXKKa
CleaymoIuxX MeTomoB 010kupoBKy Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c myn cepBepoB, CTpaHuIa JIOBYLIKA [/ 60TOB MPOIIEALINX
CAPTCHA».

Texumueckue tpeboBanus [T1AK, nyHKT 36 - IpUIOKEHHAS CCHUIKA HE MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBYS TpeOGOBaHUIO MO «3aluTa
ot DoS/DDoS arak yposHsi WEB nmpunoxenus - PemeHne DomkHO 06eCIeYrBaTh OUUCTKY TpaduKa (aTaku, OCHOBaHHbLIE Ha MCIIOIb30BAHUN
mpoToKoJI0B http u https)», «[lomKHO 06€CIeunTh peaar3alyio KOMIIEKCa MEXaHU3MOB (GuIbTpalnu:- GUIbTPALXI0 Ha OCHOBAHUHU 3ajaBaeMbIX
4yepes3 IIPOrpaMMHEIH nHTepdeic YepHbIX 1 6ebx cnuckoB IP agpecos, dopmupyeMerx 3aka3zgukoy; - dunbrpanuio mo reorpaduyeckoMy npu3HaKy
(MecTopacnonoXeHne UCTOYHUKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOUEHUS OIPEe/IeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OTIPEMEJIEHHOTO CIKCKa PETUOHOBY», «PaboTa B MacCHBHOM pPeXkUME C KOmued Tpaduka B IEJIsIX MOHUTOPUHTa», «BO3MOXKHOCTE 3aIIUCH
Tpaduka B nponecce DDoS araku», «Bo3aMoxkHOCTH 610KMPOBKY aTaku: Orpanudenue, Brnokuposka, Captcha».

Texumueckue tpeboBarus [T1AK, nyHKT 37 - IpuIoKeHHas CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 10
«WHTerpauus ¢ aHTUBUPYCOM 110 poToKony ICAP», «Onpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «OmpefneneHue IONBITOK 00X0a
nonuTuky 6e3omacHocTu WAF», «ITogmepxkKa ¥ UCTIOJIb30BaHKUE IPENyCTaHOBIEHHHIX TIOJIUTUK U OTYETOB B TOM 4ucye A aynuTta PCI DSS».
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mn. 1 m. 93 HecooTBETCTBYE TEHAEPHO! 3asIBKU YCIIOBUSM TeHAepa. HeT mogTBepKaomux JOKyMEHTOB COTIacHO MyHKTaM 1.2 u 6 o6mux
TpeOoBaHUH.

CormnacHo nyHKTy 10 06mux Tpe6oBaHMA IPUI0KEHHEIE CEPTH(QUKATH HE COOTBETCTBYIOT TPEOGOBAHUSM (10 HAPABJIEHUIO 3AIUTH BEG-TIPUITOKEHUN
IIpefIaraeMoro pemeHus).

Texumueckue TpeboBarus [T1AK, myHKT 5 - mpuioKeHHas CChUIKa He ©MeeT WHGOPMAINY IOATBEPXKIEHNUS COOTBETCTBUS TPeOOBaHHUIO.

Texumueckue TpeboBarus [TAK, myHKT 7 - COTJTaCHO IIPUIOKEHHOMN CCHUIKY HE COOTBETCTBYET TpeboBanuio (240 GB SSD BMecTo TpeOyeMbIX «He
MeHee 480 GB SSD»).

Texuuueckue TpeboBanus ITAK, myHKT 8 - mpuUiIoKeHHAs CCHUIKA HEaKTHUBHA.

Texumueckue TpeboBarus [1AK, nyHKT 14 - mpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 16 - IpuioxkeHHas CCHUIKA He NMeeT HHGDOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 17 - IpUIoKeHHas CCHUIKA HE MMeeT HH(DOPMALUY TOOTBEPKIAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpeboBanus ITAK, myHKT 18 - IpUI0KeHHas CChUIKA He UMeeT HHGOPMALMY ITOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [1AK, nyHKT 19 - mpuioxeHHas CCHUIKA He UMeeT HHGOOPMAIUY TONTBEPKAEHNS COOTBETCTBHS TPeOOBaHHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 21 - IpuioxKeHHas CCHUIKA He NMeeT HHGOOPMALUY TONTBEPKAEHNUS COOTBETCTBUS TPEOOBAHUIO.
Texumnueckue TpeboBanus [TAK, myHKT 23 - IPUIOKEHHAS CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKAEHNS COOTBETCTBUS TPEGOBAHUIO IO
npoTokoinaM sFlow, ICAP.

Texunmueckue tpeboBarus [T1AK, myHKT 25 - IpHIoXKeHHas CCHUIKA He BMeeT HHGOPMAaLUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 110
«YTUnu3anus Kem-naMsaT».

Texumnueckue TpeboBanus [TAK, myHKT 27 - IPUIIOKEHHAs CCHUIKA HE MMeeT HH()OPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEGOBAHUIO IO
«ObecrneynBaeT MeXaHU3M 6alaHCUPOBKYU C OTCIIEXKUBAHUEM KOJIMYECTBA TOAKIIIOYEHUH U UCIIOIb30BAaHUEM IIPHOPUTETOB B PAMKAX IPUJIOKEHUS U B
paMKax cepBepa».

Texumueckue TpeboBarus [T1AK, myHKT 28 - IpuiokeHHas CCRUIKA He MMeeT HH(DOPMaUy MONTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUI0 10 «OOBEKT
OamancupoBku ICMP Gateway», «O6bekT 6anancupoBku SOAP».

Texuuueckue TpeboBanus ITAK, nyHKT 29 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMY TONTBEPKICHNUS COOTBETCTBUS TPEOOBAHUIO 110 «[JOIKHa
obecrieynBaThCS 3alUTa OT CJIEAYIOMUX TUIIOB aTak - Session Hijacking», «[lomkHa obecrnedyrBaThCs 3alIUTa OT CIENYIOLUINX TUIIOB aTak - Site
Reconnaissance».

Texumnueckue TpeboBanus [TAK, nyHkT 30 - IpHIoKEHHas CChHUIKA HE MMeeT HH(OPMALUY TOATBEPKAEHNS COOTBETCTBUS TpeGOBaHUIO M0 «[IomKHA
o0ecreynBaThCS 3alUTa OT CJIEAYIOMINX THIIOB aTak - Zero Day Web Worm», «J[o/mkHa 00eCclie4uBaThCS 3aIIUTA OT CIEOYIOLUIUX THUIIOB aTaK -
SSRFE».

Texumueckue tpeboBanus [T1AK, nyHKT 31 - IpuioxkeHHas CCHUIKA He NMeeT HH(DOPMAlUy TOOTBEPKIAEHNUS COOTBETCTBUS TPEOOBAHUIO MO «[]0IKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, encrypt cookies, hijacking"».

Texuuueckue TpedoBanus ITAK, nyHKT 33 - IpUI0KEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
dyukmonany 3amute! API: «[IpoBepka BanupHOcTH JWT TokenoB B API 3anpoce», «VYka3aHue OTBETOB 10 yMoIdaHuo A1 Kaxporo API endpoint»,
«MuTerpanus ¢ OAuth mpoBaiimepoM A7 MPOBEPKY JIOTHHOB C HcIonb3oBanueM OAuth 2.0».

Texunueckue TpeboBarus [TAK, nyHKT 34 - IpUIOKEHHAs CCHUIKA HE MMeeT HH(DOPMAlUy TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO M0 3alUTE OT
brute force aTak: «OnuuoHambHAS BO3MOXKHOCTD GJIOKMPOBKY IOIIEITOK BXOJA IIPY ITOMOIIY (6a3bl JAaHHHIX YKPALEHHbIX Taposiei», «VYKa3aHue OTBETOB
o ymor4aHuio ays kaxnoro API endpoint», «MuTerpanus ¢ OAuth npoBaiimepom myis mpoBepKY JIOTHHOB ¢ ucnoinb3oBanueM OAuth 2.0».
Texumueckue tpeboBanus [T1AK, nyHKT 35 - IpUIOKEHHAs CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBUS TpeboBaHuio no «bot
3amuTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTHYECKOE OIIpefielieHne 60TOB Ha OCHOBE UX MOBENEHU», «[[0/IKHa 06eCIeunBaThCS MOOAEPXKKa
CleaymoIuxX MeTomoB 010kupoBKy Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c myn cepBepoB, CTpaHuIa JIOBYLIKA [/ 60TOB MPOIIEALINX
CAPTCHA».

Texumueckue tpeboBanus [T1AK, nyHKT 36 - IpUIOKEHHAS CCHUIKA HE MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBYS TpeOGOBaHUIO MO «3aluTa
ot DoS/DDoS arak yposHsi WEB nmpunoxenus - PemeHne DomkHO 06eCIeYrBaTh OUUCTKY TpaduKa (aTaku, OCHOBaHHbLIE Ha MCIIOIb30BAHUN
mpoToKoJI0B http u https)», «[lomKHO 06€CIeunTh peaar3alyio KOMIIEKCa MEXaHU3MOB (GuIbTpalnu:- GUIbTPALXI0 Ha OCHOBAHUHU 3ajaBaeMbIX
4yepes3 IIPOrpaMMHEIH nHTepdeic YepHbIX 1 6ebx cnuckoB IP agpecos, dopmupyeMerx 3aka3zgukoy; - dunbrpanuio mo reorpaduyeckoMy npu3HaKy
(MecTopacnonoXeHne UCTOYHUKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOUEHUS OIPEe/IeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OTIPEMEJIEHHOTO CIKCKa PETUOHOBY», «PaboTa B MacCHBHOM pPeXkUME C KOmued Tpaduka B IEJIsIX MOHUTOPUHTa», «BO3MOXKHOCTE 3aIIUCH
Tpaduka B nponecce DDoS araku», «Bo3aMoxkHOCTH 610KMPOBKY aTaku: Orpanudenue, Brnokuposka, Captcha».

Texumueckue tpeboBarus [T1AK, nyHKT 37 - IpuIoKeHHas CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKAEHNS COOTBETCTBHS TpeOOBaHUIO 10
«WHTerpauus ¢ aHTUBUPYCOM 110 poToKony ICAP», «Onpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «OmpefneneHue IONBITOK 00X0a
nonuTuky 6e3omacHocTu WAF», «ITogmepxkKa ¥ UCTIOJIb30BaHKUE IPENyCTaHOBIEHHHIX TIOJIUTUK U OTYETOB B TOM 4ucye A aynuTta PCI DSS».

TOBAPUIIECTBO C OTPAHUYEHHOM OTBETCTBEHHOCTBIO "ALEXIS COMPANY", 160840008510
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Ponb B KOMuccun

Pemenuve
YJleHa
KOMUCCUHU

HpI/I‘II/IHa OTKJIIOHEHU S

O6ocHOBaHUE IIPUYUH OTKIIOHEHUS. Hepequb MOKYMEHTOB B 3afBK€ IIOTEeHLIIMaJIbHOI'0 ITIOCTaBIAKa KOTOPEIE Heo6X0auMOo IIPHUBECTHU B COOTBETCTBHUE
C yCJIOBUSIMHU TE€HIEPa

1 [IIpemcemarens

OTKJIOHEH

nom. 1) m. 93
HECOOTBETCTBHE
TEHOEPHOH 3asIBKU
YCTIOBHUSIM TEHZepa

Cornacuo nyHKTY 1.1 06mux TpeGoBaHUE He yKa3aHbl GUpMa-IIPOM3BONUTENIb, UAeHTUHUKALNOHHEE HOMepa Ha BeCh IIpefsiaraeMsiil ToBap.
CormnacHo myHKTY 10 06mux Tpe6oBaHUN IPUIOKEHHEE CepPTH(UKATH CBUAETENILCTBYIOT O IIPOX0XKAEHUN 00y4eHNs U He COOTBETCTBYIOT
TpeOoBaHUAM.

Texumueckue TpeboBanus [TAK, nyHKT 16 - IpuIoKeHHas CCHUIKA HE MMeeT HHG)OPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texuuueckue TpedoBanus ITAK, myHKT 17 - IpUIOKEeHHAs CChUIKA He UMeeT HHGOPMALUY ITOATBEPKAECHHUS COOTBETCTBUS TPEOOBAHUIO.
Texuuueckue tpeboBarus [1AK, nyHKT 18 - npunoxeHHas CChUIKa He UMeeT HHGDOPMAUUY TOOTBEPKEHNUS COOTBETCTBUS TpeOOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 19 - mpuioxeHHas CCHUIKA He MMeeT HHGOOPMAIUY TOOTBEPKIEHNS COOTBETCTBUS TPEOOBAHUIO.
Texumueckue TpeboBanus [TAK, nyHKT 21 - IpuIoKeHHas CCHUIKA HE MMeeT HH(DOPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEOGOBAHUIO.
Texunueckue TpedoBanus ITAK, nyHKT 23 - IpUIOKEeHHAs CChUIKA He UMeeT HHGOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
npoTokonam 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texumyeckue tpeboBarus [T1AK, nyHKT 25 - IpHIOKeHHas CCHUIKA He MMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBHS TPpeOOBAHUIO IO
«YTunuzamus Kem-naMmaTu», «KonuuecTBo akTUBHEIX CeCCUi, HOBHIX ceccuii», «KommuectBo HTTP 3anpocos», «KonuuectBo SSL-TpaH3aKLIU».
Texuuueckue TpedoBanus [TAK, IyHKT 28 - IpUI0KEeHHAs CCEUIKA He UMeeT UHGOPMaIMy TOATBEPKIEHUS COOTBETCTBUS TPeOoBaHuIO 0 «O6BEKT
O6amancupoBku SOAP», «JlomxkeH obecneunBaThcs Mexanu3M Graceful Shutdown pist akTUBHBIX CECCUH TI0Tb30BaTelIel B MOMEHT BEIBOA 00BEKTA U3
mporecca 6aaHCUPOBKU».

Texumnueckue TpeboBanus [TAK, nyHkT 30 - IpuioKeHHas CChHUIKA HE MMeeT HHGOOPMALUK TOATBEPXKAEHNS COOTBETCTBUS TpeboBaHuIo Mo «[JomKHa
00ecreynBaThCS 3alUTa OT CJIEAYIOMINX TUIIOB aTak - SSRF».

Texunuyeckue tpeboBarus [T1AK, nyHKT 31 - mpuioxeHHas CCHUIKA He UMeeT HHGOPMAUUY TOATBEPKIEHUS COOTBETCTBUS TPeOOBaHUIO MO «[]0IKHEI
obecreunBaThCsl MexaHU3MH - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texumueckue tpeboBanus [TAK, nyHKT 35 - IpHIOKEHHAs CCHUIKA HE MMeeT HH(OPMALUY TOOTBEPKAEHNS COOTBETCTBUS TpeboBaHuio mo «bot
3amuTa - [Toguepxka CAPTCHA co 3ByKOM, ABTOMaTH4YECKOE OIIpefielieHne 60TOB Ha OCHOBE UX MOBENEHU», «[[0/I2KHa 06eCTeunBaThCS MOAAePXKKa
cnepyomux MetonoB 61okupoBku Tpadduka: CAPTCHA TCP Reset, mepeapmpecarus Ha/c myn cepBepoB, CTpaHUIA JTOBYIIKA AJIs O0TOB IPOILEMIINX
CAPTCHA».

Texumueckue TpeboBanus [T1AK, nyHKT 36 - IpHIOKEHHAS CCHUIKA HE MMeeT HH(OPMALUY TOOTBEPKAEHNS COOTBETCTBUS TPeOGOBAHUIO MO «3aluTa
ot DoS/DDoS aTak ypoBHst WEB npunoxeHus - PeleHue H0KHO 06ecrieduBaTh 0UUCTKY TpaduKa (aTaKu, OCHOBAHHbEIE Ha UCIIOIb30BAHUY
pOoTOKOJIOB http u https)», «IomKHO 00eceYnTs peanu3alnio KOMIJIEKCa MeXaHu3MOB (GumbTpauuu:- OUIbTpaIyio Ha OCHOBAaHUK 3aJaBaeMbIX
4yepes3 IPOrpaMMHEIH HHTepdelc YepHEIX 1 Oekx cnuckoB IP agpecos, dopmupyeMerx 3aka3gnkoy; - dunbrpanuio mo reorpaduyeckoMy Ipu3HaKy
(MecTopacmonoxkeHne HCTOUHKKA TpaduKa) KaK C BO3MOXKHOCTHIO UCKIIIOUEHU S OIIpeflefIeHHEIX PETHOHOB, TakK ¥ C BO3MOXKHOCTBIO IIpreMa Tpaduka
TOJIBKO OT OIIPENe/IEeHHOT0 CIIUCKA PETMOHOBY», «B03MO0KHOCTE 3anucu Tpaduka B npouecce DDoS aTaku», «Bo3MOXKHOCTH OJTIOKUPOBKY aTaKu:
Orpanunuenue, bnokuposka, Captcha».

Texumueckue TpeboBanus [TAK, nyHKT 37 - IpUIOKeHHAs CCHUIKA He MMeeT HHGOOPMALUY TONTBEPKIEHNS COOTBETCTBUS TPeOOBAHUIO IO
«Omnpenenenne aBToMaTuyeckoro o6xoma CAPTCHA», «[TommepkKa U UCIOIb30BaHKe [IPeyCTaHOBIEHHHIX IIOJIUTHK ¥ OTYETOB B TOM YHUCIIE [T
aymuta PCI DSS».
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2 |[Ynen xomuccuu | OTKJIOHEH

mm. 1) m. 93
HECOOTBETCTBUE
TEHIEPHO 3as1BKU
YCIIOBUSIM TeHepa

mn. 1) m. 93 HecooTBeTCTBYE TEHIEPHOM 3asBKU YCI0BUAM TeHfepa. CornmacHo myHKTy 1.1 o6mmx TpeGoBaHUM He YKa3aHbl GUpPMa-IIPOU3BOIUTENH,
WAeHTU(GUKAIMOHHEIE HOMEPA Ha BeCh peparaeMeril ToBap.

CormacHo myHKTy 10 06mux Tpe6oBaHMA IPUTOKEHHEIE CePTH(GUKATH CBUAETEIECTBYIOT O IPOX0XKAEHUN 00yIEHNS U HE COOTBETCTBYIOT
Tpe6GOBaAHUSIM.

Texunmueckue tpeboBarus [T1AK, nyHKT 16 - mpuioxkeHHas CCHUIKA He nMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TpeOGOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 17 - IpunoxkeHHas CCHUIKA He UMeeT HHGOOPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEOGOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 18 - IpuiokeHHas CCHUIKA He MMeeT HH(OPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texunueckue TpeboBanus ITAK, myHKT 19 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMHY TOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [T1AK, nyHKT 21 - IpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TOOTBEPKAEHNS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 23 - IpUIOKEHHAs CCHUIKA He MMeeT HHGDOPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEOOBAHUIO IO
npoTokonam 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpedoBanus ITAK, myHKT 25 - NpuI0KeHHas CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHHIO 110
«YTunu3anysa Kem-naMaT», «Konm4ecTBo akKTUBHEIX CeCCUM, HOBBIX ceccuil», «KonmuyectBo HTTP 3ampocos», «KonmuuecTBo SSL-TpaH3aKIMi».
Texumueckue TpeboBanus [TAK, myHKT 28 - IpuioKeHHas CCRUIKA He MMeeT HH(DOPMauy MOOTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUIO 10 «OOBEKT
OamancupoBku SOAP», «[TomxkeH obecrmeunBaTbcsi MexaHu3M Graceful Shutdown ayist akTUBHEIX CeCCHii IONb30BaTENIEH B MOMEHT BEIBOIa 00BEKTA U3
nporiecca 6aTaHCUPOBKU».

Texumueckue tpeboBarus [T1AK, nyHkT 30 - mpuoXeHHas CChUIKA He BMeeT HHGOPMAaLUY [TOATBEPKAEHNS COOTBETCTBHS TpeboBaHuIo 0 «[lomKHa
00ecrieynBaThCS 3alUTa OT CJIENYIOMUX TUIOB aTak - SSRE».

Texunueckue TpeboBanus [TAK, nyHKT 31 - IpUIoKEHHAs CCHUIKA He MMeeT HH(DOpPMalUy MOATBEPKIAEHUS COOTBETCTBUS TPEOOBAHUIO MO «[]OIKHEI
obecrmeuynBaThCsT MexaHu3ME - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texnmueckue tpeboBarus [T1AK, nyHKT 35 - IpuIoXeHHas CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBHS TpeboBaHuio 1o «bot
3amurTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTH4ECKOE OIIpefieieHne 60TOB Ha OCHOBE UX IOBENEHU», «[[0/KHa 06eCIednBaThCS MOOAePXKKa
cenymomux MeTomoB 0110kupoBku Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c Iy cepBepoB, CTpaHuIa JI0BYLIKA 151 60TOB IPOIIEAIIAX
CAPTCHA».

Texumueckue TpeboBanus [1AK, nyHKT 36 - IpHIOXKeHHAs CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBYS TpeOOBaHHUIO N0 «3aluTa
ot DoS/DDoS arak yposasi WEB npunoxenus - Pemenne nomxHo 06ecriednBaTh OUUCTKY Tpaduka (aTaky, OCHOBAHHbLIE Ha MCIOIb30BAHUN
poToKOJI0B http u https)», «[onKHO 06€CTIeUnTs peanu3alyio KOMIIEKCa MEXaHI3MOB (GuIbTpanuu:- GUIbTPALNIO Ha OCHOBAHUHU 3aJJaBaeMbIX
yepe3 MPOrpaMMHEIA HHTePGheRc YepHEIX U OeJIbiX CiucKoB IP ampecos, GopMupyeMuIx 3aKa3uukoM; - OMIIbTPALHIO 110 TeorpaduyecKkoMy IPU3HAKY
(MecTopacnonoxeHue UCTOUYHNKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOYEHUS OIPefeIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OIIPEMIENIEHHOT0 CIKUCKa PETHOHOB», «Bo3M0OKHOCTH 3anucu Tpaduka B mpouecce DDoS ataku», «Bo3M0OKHOCTH GJIOKMPOBKY aTaKu:
Orpanuuenue, bnokuposka, Captcha».

Texuuueckue TpedoBanus ITAK, nyHKT 37 - IpUIOKEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
«Omnpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «[Tommepakka U UCIOIb30BaHKe [IPeyCTaHOBIEHHHIX IIOIUTHK ¥ OTYETOB B TOM YUCIIE [T
aymuta PCI DSS».
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3 | YmeH KOMHCCUM | OTKJIOHEH

mm. 1) m. 93
HECOOTBETCTBUE
TEHIEPHO 3as1BKU
YCIIOBUSIM TeHepa

mn. 1) m. 93 HecooTBeTCTBYE TEHIEPHOM 3asBKU YCI0BUAM TeHfepa CornacHo nyHKTy 1.1 o6mux TpeboBaHU He yKa3aHbl GUpMa-IIPOU3BONUTEND,
WAeHTU(GUKAIMOHHEIE HOMEPA Ha BeCh peparaeMeril ToBap.

CormacHo myHKTy 10 06mux Tpe6oBaHMA IPUTOKEHHEIE CePTH(GUKATH CBUAETEIECTBYIOT O IPOX0XKAEHUN 00yIEHNS U HE COOTBETCTBYIOT
Tpe6GOBaAHUSIM.

Texunmueckue tpeboBarus [T1AK, nyHKT 16 - mpuioxkeHHas CCHUIKA He nMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TpeOGOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 17 - IpunoxkeHHas CCHUIKA He UMeeT HHGOOPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEOGOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 18 - IpuiokeHHas CCHUIKA He MMeeT HH(OPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texunueckue TpeboBanus ITAK, myHKT 19 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMHY TOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [T1AK, nyHKT 21 - IpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TOOTBEPKAEHNS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 23 - IpUIOKEHHAs CCHUIKA He MMeeT HHGDOPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEOOBAHUIO IO
npoTokonam 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpedoBanus ITAK, myHKT 25 - NpuI0KeHHas CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHHIO 110
«YTunu3anysa Kem-naMaT», «Konm4ecTBo akKTUBHEIX CeCCUM, HOBBIX ceccuil», «KonmuyectBo HTTP 3ampocos», «KonmuuecTBo SSL-TpaH3aKIMi».
Texumueckue TpeboBanus [TAK, myHKT 28 - IpuioKeHHas CCRUIKA He MMeeT HH(DOPMauy MOOTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUIO 10 «OOBEKT
OamancupoBku SOAP», «[TomxkeH obecrmeunBaTbcsi MexaHu3M Graceful Shutdown ayist akTUBHEIX CeCCHii IONb30BaTENIEH B MOMEHT BEIBOIa 00BEKTA U3
nporiecca 6aTaHCUPOBKU».

Texumueckue tpeboBarus [T1AK, nyHkT 30 - mpuoXeHHas CChUIKA He BMeeT HHGOPMAaLUY [TOATBEPKAEHNS COOTBETCTBHS TpeboBaHuIo 0 «[lomKHa
00ecrieynBaThCS 3alUTa OT CJIENYIOMUX TUIOB aTak - SSRE».

Texunueckue TpeboBanus [TAK, nyHKT 31 - IpUIoKEHHAs CCHUIKA He MMeeT HH(DOpPMalUy MOATBEPKIAEHUS COOTBETCTBUS TPEOOBAHUIO MO «[]OIKHEI
obecrmeuynBaThCsT MexaHu3ME - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texnmueckue tpeboBarus [T1AK, nyHKT 35 - IpuIoXeHHas CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBHS TpeboBaHuio 1o «bot
3amurTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTH4ECKOE OIIpefieieHne 60TOB Ha OCHOBE UX IOBENEHU», «[[0/KHa 06eCIednBaThCS MOOAePXKKa
cenymomux MeTomoB 0110kupoBku Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c Iy cepBepoB, CTpaHuIa JI0BYLIKA 151 60TOB IPOIIEAIIAX
CAPTCHA».

Texumueckue TpeboBanus [1AK, nyHKT 36 - IpHIOXKeHHAs CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBYS TpeOOBaHHUIO N0 «3aluTa
ot DoS/DDoS arak yposasi WEB npunoxenus - Pemenne nomxHo 06ecriednBaTh OUUCTKY Tpaduka (aTaky, OCHOBAHHbLIE Ha MCIOIb30BAHUN
poToKOJI0B http u https)», «[onKHO 06€CTIeUnTs peanu3alyio KOMIIEKCa MEXaHI3MOB (GuIbTpanuu:- GUIbTPALNIO Ha OCHOBAHUHU 3aJJaBaeMbIX
yepe3 MPOrpaMMHEIA HHTePGheRc YepHEIX U OeJIbiX CiucKoB IP ampecos, GopMupyeMuIx 3aKa3uukoM; - OMIIbTPALHIO 110 TeorpaduyecKkoMy IPU3HAKY
(MecTopacnonoxeHue UCTOUYHNKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOYEHUS OIPefeIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OIIPEMIENIEHHOT0 CIKUCKa PETHOHOB», «Bo3M0OKHOCTH 3anucu Tpaduka B mpouecce DDoS ataku», «Bo3M0OKHOCTH GJIOKMPOBKY aTaKu:
Orpanuuenue, bnokuposka, Captcha».

Texuuueckue TpedoBanus ITAK, nyHKT 37 - IpUIOKEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
«Omnpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «[Tommepakka U UCIOIb30BaHKe [IPeyCTaHOBIEHHHIX IIOIUTHK ¥ OTYETOB B TOM YUCIIE [T
aymuta PCI DSS».
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mm. 1) m. 93
HECOOTBETCTBUE
TEHIEPHO 3as1BKU
YCIIOBUSIM TeHepa

mn. 1 m. 93 HecooTBETCTBYE TEHIEPHOM 3asIBKHU YCIIOBUSAM TeHAepa. CormacHo nyHKTY 1.1 o6mux TpeboBaHuM He yKa3aHH (GupMa-Ipon3BORUTEND,
WAeHTU(GUKAIMOHHEIE HOMEPA Ha BeCh peparaeMeril ToBap.

CormacHo myHKTy 10 06mux Tpe6oBaHMA IPUTOKEHHEIE CePTH(GUKATH CBUAETEIECTBYIOT O IPOX0XKAEHUN 00yIEHNS U HE COOTBETCTBYIOT
Tpe6GOBaAHUSIM.

Texunmueckue tpeboBarus [T1AK, nyHKT 16 - mpuioxkeHHas CCHUIKA He nMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TpeOGOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 17 - IpunoxkeHHas CCHUIKA He UMeeT HHGOOPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEOGOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 18 - IpuiokeHHas CCHUIKA He MMeeT HH(OPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texunueckue TpeboBanus ITAK, myHKT 19 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMHY TOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [T1AK, nyHKT 21 - IpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TOOTBEPKAEHNS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 23 - IpUIOKEHHAs CCHUIKA He MMeeT HHGDOPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEOOBAHUIO IO
npoTokonam 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpedoBanus ITAK, myHKT 25 - NpuI0KeHHas CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHHIO 110
«YTunu3anysa Kem-naMaT», «Konm4ecTBo akKTUBHEIX CeCCUM, HOBBIX ceccuil», «KonmuyectBo HTTP 3ampocos», «KonmuuecTBo SSL-TpaH3aKIMi».
Texumueckue TpeboBanus [TAK, myHKT 28 - IpuioKeHHas CCRUIKA He MMeeT HH(DOPMauy MOOTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUIO 10 «OOBEKT
OamancupoBku SOAP», «[TomxkeH obecrmeunBaTbcsi MexaHu3M Graceful Shutdown ayist akTUBHEIX CeCCHii IONb30BaTENIEH B MOMEHT BEIBOIa 00BEKTA U3
nporiecca 6aTaHCUPOBKU».

Texumueckue tpeboBarus [T1AK, nyHkT 30 - mpuoXeHHas CChUIKA He BMeeT HHGOPMAaLUY [TOATBEPKAEHNS COOTBETCTBHS TpeboBaHuIo 0 «[lomKHa
00ecrieynBaThCS 3alUTa OT CJIENYIOMUX TUIOB aTak - SSRE».

Texunueckue TpeboBanus [TAK, nyHKT 31 - IpUIoKEHHAs CCHUIKA He MMeeT HH(DOpPMalUy MOATBEPKIAEHUS COOTBETCTBUS TPEOOBAHUIO MO «[]OIKHEI
obecrmeuynBaThCsT MexaHu3ME - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texnmueckue tpeboBarus [T1AK, nyHKT 35 - IpuIoXeHHas CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBHS TpeboBaHuio 1o «bot
3amurTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTH4ECKOE OIIpefieieHne 60TOB Ha OCHOBE UX IOBENEHU», «[[0/KHa 06eCIednBaThCS MOOAePXKKa
cenymomux MeTomoB 0110kupoBku Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c Iy cepBepoB, CTpaHuIa JI0BYLIKA 151 60TOB IPOIIEAIIAX
CAPTCHA».

Texumueckue TpeboBanus [1AK, nyHKT 36 - IpHIOXKeHHAs CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBYS TpeOOBaHHUIO N0 «3aluTa
ot DoS/DDoS arak yposasi WEB npunoxenus - Pemenne nomxHo 06ecriednBaTh OUUCTKY Tpaduka (aTaky, OCHOBAHHbLIE Ha MCIOIb30BAHUN
poToKOJI0B http u https)», «[onKHO 06€CTIeUnTs peanu3alyio KOMIIEKCa MEXaHI3MOB (GuIbTpanuu:- GUIbTPALNIO Ha OCHOBAHUHU 3aJJaBaeMbIX
yepe3 MPOrpaMMHEIA HHTePGheRc YepHEIX U OeJIbiX CiucKoB IP ampecos, GopMupyeMuIx 3aKa3uukoM; - OMIIbTPALHIO 110 TeorpaduyecKkoMy IPU3HAKY
(MecTopacnonoxeHue UCTOUYHNKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOYEHUS OIPefeIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OIIPEMIENIEHHOT0 CIKUCKa PETHOHOB», «Bo3M0OKHOCTH 3anucu Tpaduka B mpouecce DDoS ataku», «Bo3M0OKHOCTH GJIOKMPOBKY aTaKu:
Orpanuuenue, bnokuposka, Captcha».

Texuuueckue TpedoBanus ITAK, nyHKT 37 - IpUIOKEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
«Omnpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «[Tommepakka U UCIOIb30BaHKe [IPeyCTaHOBIEHHHIX IIOIUTHK ¥ OTYETOB B TOM YUCIIE [T
aymuta PCI DSS».
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HECOOTBETCTBUE
TEHIEPHO 3as1BKU
YCIIOBUSIM TeHepa

mn. 1 m. 93 HecooTBETCTBYE TEHIEPHOM 3asIBKHU YCIIOBUSAM TeHAepa. CormacHo nyHKTY 1.1 o6mux TpeboBaHuM He yKa3aHH (GupMa-Ipon3BORUTEND,
WAeHTU(GUKAIMOHHEIE HOMEPA Ha BeCh peparaeMeril ToBap.

CormacHo myHKTy 10 06mux Tpe6oBaHMA IPUTOKEHHEIE CePTH(GUKATH CBUAETEIECTBYIOT O IPOX0XKAEHUN 00yIEHNS U HE COOTBETCTBYIOT
Tpe6GOBaAHUSIM.

Texunmueckue tpeboBarus [T1AK, nyHKT 16 - mpuioxkeHHas CCHUIKA He nMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TpeOGOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 17 - IpunoxkeHHas CCHUIKA He UMeeT HHGOOPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEOGOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 18 - IpuiokeHHas CCHUIKA He MMeeT HH(OPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texunueckue TpeboBanus ITAK, myHKT 19 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMHY TOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [T1AK, nyHKT 21 - IpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TOOTBEPKAEHNS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 23 - IpUIOKEHHAs CCHUIKA He MMeeT HHGDOPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEOOBAHUIO IO
npoTokonam 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpedoBanus ITAK, myHKT 25 - NpuI0KeHHas CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHHIO 110
«YTunu3anysa Kem-naMaT», «Konm4ecTBo akKTUBHEIX CeCCUM, HOBBIX ceccuil», «KonmuyectBo HTTP 3ampocos», «KonmuuecTBo SSL-TpaH3aKIMi».
Texumueckue TpeboBanus [TAK, myHKT 28 - IpuioKeHHas CCRUIKA He MMeeT HH(DOPMauy MOOTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUIO 10 «OOBEKT
OamancupoBku SOAP», «[TomxkeH obecrmeunBaTbcsi MexaHu3M Graceful Shutdown ayist akTUBHEIX CeCCHii IONb30BaTENIEH B MOMEHT BEIBOIa 00BEKTA U3
nporiecca 6aTaHCUPOBKU».

Texumueckue tpeboBarus [T1AK, nyHkT 30 - mpuoXeHHas CChUIKA He BMeeT HHGOPMAaLUY [TOATBEPKAEHNS COOTBETCTBHS TpeboBaHuIo 0 «[lomKHa
00ecrieynBaThCS 3alUTa OT CJIENYIOMUX TUIOB aTak - SSRE».

Texunueckue TpeboBanus [TAK, nyHKT 31 - IpUIoKEHHAs CCHUIKA He MMeeT HH(DOpPMalUy MOATBEPKIAEHUS COOTBETCTBUS TPEOOBAHUIO MO «[]OIKHEI
obecrmeuynBaThCsT MexaHu3ME - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texnmueckue tpeboBarus [T1AK, nyHKT 35 - IpuIoXeHHas CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBHS TpeboBaHuio 1o «bot
3amurTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTH4ECKOE OIIpefieieHne 60TOB Ha OCHOBE UX IOBENEHU», «[[0/KHa 06eCIednBaThCS MOOAePXKKa
cenymomux MeTomoB 0110kupoBku Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c Iy cepBepoB, CTpaHuIa JI0BYLIKA 151 60TOB IPOIIEAIIAX
CAPTCHA».

Texumueckue TpeboBanus [1AK, nyHKT 36 - IpHIOXKeHHAs CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBYS TpeOOBaHHUIO N0 «3aluTa
ot DoS/DDoS arak yposasi WEB npunoxenus - Pemenne nomxHo 06ecriednBaTh OUUCTKY Tpaduka (aTaky, OCHOBAHHbLIE Ha MCIOIb30BAHUN
poToKOJI0B http u https)», «[onKHO 06€CTIeUnTs peanu3alyio KOMIIEKCa MEXaHI3MOB (GuIbTpanuu:- GUIbTPALNIO Ha OCHOBAHUHU 3aJJaBaeMbIX
yepe3 MPOrpaMMHEIA HHTePGheRc YepHEIX U OeJIbiX CiucKoB IP ampecos, GopMupyeMuIx 3aKa3uukoM; - OMIIbTPALHIO 110 TeorpaduyecKkoMy IPU3HAKY
(MecTopacnonoxeHue UCTOUYHNKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOYEHUS OIPefeIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OIIPEMIENIEHHOT0 CIKUCKa PETHOHOB», «Bo3M0OKHOCTH 3anucu Tpaduka B mpouecce DDoS ataku», «Bo3M0OKHOCTH GJIOKMPOBKY aTaKu:
Orpanuuenue, bnokuposka, Captcha».

Texuuueckue TpedoBanus ITAK, nyHKT 37 - IpUIOKEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
«Omnpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «[Tommepakka U UCIOIb30BaHKe [IPeyCTaHOBIEHHHIX IIOIUTHK ¥ OTYETOB B TOM YUCIIE [T
aymuta PCI DSS».
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mm. 1) m. 93
HECOOTBETCTBUE
TEHIEPHO 3as1BKU
YCIIOBUSIM TeHepa

mn. 1 m. 93 HecooTBETCTBYE TEHIEPHOM 3asIBKHU YCIIOBUSAM TeHAepa. CormacHo nyHKTY 1.1 o6mux TpeboBaHuM He yKa3aHH (GupMa-Ipon3BORUTEND,
WAeHTU(GUKAIMOHHEIE HOMEPA Ha BeCh peparaeMeril ToBap.

CormacHo myHKTy 10 06mux Tpe6oBaHMA IPUTOKEHHEIE CePTH(GUKATH CBUAETEIECTBYIOT O IPOX0XKAEHUN 00yIEHNS U HE COOTBETCTBYIOT
Tpe6GOBaAHUSIM.

Texunmueckue tpeboBarus [T1AK, nyHKT 16 - mpuioxkeHHas CCHUIKA He nMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TpeOGOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 17 - IpunoxkeHHas CCHUIKA He UMeeT HHGOOPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEOGOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 18 - IpuiokeHHas CCHUIKA He MMeeT HH(OPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texunueckue TpeboBanus ITAK, myHKT 19 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMHY TOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [T1AK, nyHKT 21 - IpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TOOTBEPKAEHNS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 23 - IpUIOKEHHAs CCHUIKA He MMeeT HHGDOPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEOOBAHUIO IO
npoTokonam 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpedoBanus ITAK, myHKT 25 - NpuI0KeHHas CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHHIO 110
«YTunu3anysa Kem-naMaT», «Konm4ecTBo akKTUBHEIX CeCCUM, HOBBIX ceccuil», «KonmuyectBo HTTP 3ampocos», «KonmuuecTBo SSL-TpaH3aKIMi».
Texumueckue TpeboBanus [TAK, myHKT 28 - IpuioKeHHas CCRUIKA He MMeeT HH(DOPMauy MOOTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUIO 10 «OOBEKT
OamancupoBku SOAP», «[TomxkeH obecrmeunBaTbcsi MexaHu3M Graceful Shutdown ayist akTUBHEIX CeCCHii IONb30BaTENIEH B MOMEHT BEIBOIa 00BEKTA U3
nporiecca 6aTaHCUPOBKU».

Texumueckue tpeboBarus [T1AK, nyHkT 30 - mpuoXeHHas CChUIKA He BMeeT HHGOPMAaLUY [TOATBEPKAEHNS COOTBETCTBHS TpeboBaHuIo 0 «[lomKHa
00ecrieynBaThCS 3alUTa OT CJIENYIOMUX TUIOB aTak - SSRE».

Texunueckue TpeboBanus [TAK, nyHKT 31 - IpUIoKEHHAs CCHUIKA He MMeeT HH(DOpPMalUy MOATBEPKIAEHUS COOTBETCTBUS TPEOOBAHUIO MO «[]OIKHEI
obecrmeuynBaThCsT MexaHu3ME - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texnmueckue tpeboBarus [T1AK, nyHKT 35 - IpuIoXeHHas CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBHS TpeboBaHuio 1o «bot
3amurTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTH4ECKOE OIIpefieieHne 60TOB Ha OCHOBE UX IOBENEHU», «[[0/KHa 06eCIednBaThCS MOOAePXKKa
cenymomux MeTomoB 0110kupoBku Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c Iy cepBepoB, CTpaHuIa JI0BYLIKA 151 60TOB IPOIIEAIIAX
CAPTCHA».

Texumueckue TpeboBanus [1AK, nyHKT 36 - IpHIOXKeHHAs CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBYS TpeOOBaHHUIO N0 «3aluTa
ot DoS/DDoS arak yposasi WEB npunoxenus - Pemenne nomxHo 06ecriednBaTh OUUCTKY Tpaduka (aTaky, OCHOBAHHbLIE Ha MCIOIb30BAHUN
poToKOJI0B http u https)», «[onKHO 06€CTIeUnTs peanu3alyio KOMIIEKCa MEXaHI3MOB (GuIbTpanuu:- GUIbTPALNIO Ha OCHOBAHUHU 3aJJaBaeMbIX
yepe3 MPOrpaMMHEIA HHTePGheRc YepHEIX U OeJIbiX CiucKoB IP ampecos, GopMupyeMuIx 3aKa3uukoM; - OMIIbTPALHIO 110 TeorpaduyecKkoMy IPU3HAKY
(MecTopacnonoxeHue UCTOUYHNKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOYEHUS OIPefeIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OIIPEMIENIEHHOT0 CIKUCKa PETHOHOB», «Bo3M0OKHOCTH 3anucu Tpaduka B mpouecce DDoS ataku», «Bo3M0OKHOCTH GJIOKMPOBKY aTaKu:
Orpanuuenue, bnokuposka, Captcha».

Texuuueckue TpedoBanus ITAK, nyHKT 37 - IpUIOKEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
«Omnpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «[Tommepakka U UCIOIb30BaHKe [IPeyCTaHOBIEHHHIX IIOIUTHK ¥ OTYETOB B TOM YUCIIE [T
aymuta PCI DSS».
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mm. 1) m. 93
HECOOTBETCTBUE
TEHIEPHO 3as1BKU
YCIIOBUSIM TeHepa

YJieH KOMUCCUHR OTKJIOHEH

mn. 1 m. 93 HecooTBETCTBYE TEHIEPHOM 3asIBKHU YCIIOBUSAM TeHAepa. CormacHo nyHKTY 1.1 o6mux TpeboBaHuM He yKa3aHH (GupMa-Ipon3BORUTEND,
WAeHTU(GUKAIMOHHEIE HOMEPA Ha BeCh peparaeMeril ToBap.

CormacHo myHKTy 10 06mux Tpe6oBaHMA IPUTOKEHHEIE CePTH(GUKATH CBUAETEIECTBYIOT O IPOX0XKAEHUN 00yIEHNS U HE COOTBETCTBYIOT
Tpe6GOBaAHUSIM.

Texunmueckue tpeboBarus [T1AK, nyHKT 16 - mpuioxkeHHas CCHUIKA He nMeeT HHGOPMAIUY TONTBEPKAEHNUS COOTBETCTBHS TpeOGOBaHUIO.
Texumueckue tpeboBanus [T1AK, nyHKT 17 - IpunoxkeHHas CCHUIKA He UMeeT HHGOOPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEOGOBAHUIO.
Texumnueckue TpeboBanus [TAK, nyHKT 18 - IpuiokeHHas CCHUIKA He MMeeT HH(OPMALUY TOOTBEPKAEHNUS COOTBETCTBUS TPEGOBAHUIO.
Texunueckue TpeboBanus ITAK, myHKT 19 - IpuIoKeHHas CChUIKA He UMeeT HHGOPMALMHY TOATBEPKAECHNUS COOTBETCTBUS TPEGOBAHUIO.
Texumueckue tpeboBarus [T1AK, nyHKT 21 - IpuioxeHHas CCHUIKA He UMeeT HHGOPMAIUY TOOTBEPKAEHNS COOTBETCTBHS TPeOOBaHUIO.
Texumueckue TpeboBanus [T1AK, nyHKT 23 - IpUIOKEHHAs CCHUIKA He MMeeT HHGDOPMALUY TONTBEPKIEHNS COOTBETCTBUS TPEOOBAHUIO IO
npoTokonam 802.1q VLAN, STP, LACP, IPv4, NAT, SNAT, VRRP, BGP, OSPF, SNMP v1/2/3, SNMP Traps, sFlow.

Texuuueckue TpedoBanus ITAK, myHKT 25 - NpuI0KeHHas CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHNUS COOTBETCTBUS TPEOOBAHHIO 110
«YTunu3anysa Kem-naMaT», «Konm4ecTBo akKTUBHEIX CeCCUM, HOBBIX ceccuil», «KonmuyectBo HTTP 3ampocos», «KonmuuecTBo SSL-TpaH3aKIMi».
Texumueckue TpeboBanus [TAK, myHKT 28 - IpuioKeHHas CCRUIKA He MMeeT HH(DOPMauy MOOTBEPKIECHUS COOTBETCTBUS TpeOoBaHuUIO 10 «OOBEKT
OamancupoBku SOAP», «[TomxkeH obecrmeunBaTbcsi MexaHu3M Graceful Shutdown ayist akTUBHEIX CeCCHii IONb30BaTENIEH B MOMEHT BEIBOIa 00BEKTA U3
nporiecca 6aTaHCUPOBKU».

Texumueckue tpeboBarus [T1AK, nyHkT 30 - mpuoXeHHas CChUIKA He BMeeT HHGOPMAaLUY [TOATBEPKAEHNS COOTBETCTBHS TpeboBaHuIo 0 «[lomKHa
00ecrieynBaThCS 3alUTa OT CJIENYIOMUX TUIOB aTak - SSRE».

Texunueckue TpeboBanus [TAK, nyHKT 31 - IpUIoKEHHAs CCHUIKA He MMeeT HH(DOpPMalUy MOATBEPKIAEHUS COOTBETCTBUS TPEOOBAHUIO MO «[]OIKHEI
obecrmeuynBaThCsT MexaHu3ME - "digitally sign cookies, prevent cookie injection, cookie tampering"».

Texnmueckue tpeboBarus [T1AK, nyHKT 35 - IpuIoXeHHas CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBHS TpeboBaHuio 1o «bot
3amurTa - [Tognepxka CAPTCHA co 3ByKOM, ABTOMaTH4ECKOE OIIpefieieHne 60TOB Ha OCHOBE UX IOBENEHU», «[[0/KHa 06eCIednBaThCS MOOAePXKKa
cenymomux MeTomoB 0110kupoBku Tpadduka: CAPTCHA TCP Reset, mepeanpecarnus Ha/c Iy cepBepoB, CTpaHuIa JI0BYLIKA 151 60TOB IPOIIEAIIAX
CAPTCHA».

Texumueckue TpeboBanus [1AK, nyHKT 36 - IpHIOXKeHHAs CCHUIKA He nMeeT HHGOPMALUY TOOTBEPKIEHNS COOTBETCTBYS TpeOOBaHHUIO N0 «3aluTa
ot DoS/DDoS arak yposasi WEB npunoxenus - Pemenne nomxHo 06ecriednBaTh OUUCTKY Tpaduka (aTaky, OCHOBAHHbLIE Ha MCIOIb30BAHUN
poToKOJI0B http u https)», «[onKHO 06€CTIeUnTs peanu3alyio KOMIIEKCa MEXaHI3MOB (GuIbTpanuu:- GUIbTPALNIO Ha OCHOBAHUHU 3aJJaBaeMbIX
yepe3 MPOrpaMMHEIA HHTePGheRc YepHEIX U OeJIbiX CiucKoB IP ampecos, GopMupyeMuIx 3aKa3uukoM; - OMIIbTPALHIO 110 TeorpaduyecKkoMy IPU3HAKY
(MecTopacnonoxeHue UCTOUYHNKA TpaduKa) Kak ¢ BO3MOKHOCTHIO UCKITIOYEHUS OIPefeIeHHEIX PETHOHOB, TaK U C BO3MOXKHOCTHIO TpreMa Tpaduka
TOJIBKO OT OIIPEMIENIEHHOT0 CIKUCKa PETHOHOB», «Bo3M0OKHOCTH 3anucu Tpaduka B mpouecce DDoS ataku», «Bo3M0OKHOCTH GJIOKMPOBKY aTaKu:
Orpanuuenue, bnokuposka, Captcha».

Texuuueckue TpedoBanus ITAK, nyHKT 37 - IpUIOKEeHHAs CChUIKA He UMeeT HHPOPMALMY TONTBEPKIEHUS COOTBETCTBUS TPEOOBAHHIO 110
«Omnpenenenue aBromaTuyeckoro o6xoga CAPTCHA», «[Tommepakka U UCIOIb30BaHKe [IPeyCTaHOBIEHHHIX IIOIUTHK ¥ OTYETOB B TOM YUCIIE [T
aymuta PCI DSS».

TeHaepHbIe 3asIBKH, KOTOPHIEe HE COOTBETCTBYIOT YC/IOBHSIM TeHaepa: 3

Ne | HauMeHOBaHHe NMOTEHIIHAJILHOI 0 MMOCTaBIIHKA BHUH (MHUH) / UHH / YHII Hrorosoe pemenue
KOMHCCHH
TOBAPHUIIECTBO C OTPAHUYEHHOY OTBETCTBEHHOCTBIO "MH®OPMEMIIH CUCTEMC CEKBIOPUTHU
1 B 160640011454 OTKJIOHEH
TTAPTHEPC
2 | TOBAPUIIECTBO C OTPAHUYEHHOM OTBETCTBEHHOCTBIO "NEWTECH DISTRIBUTION" 040440007058 OTKJIOHEH
3 | TOBAPUILIECTBO C OTPAHUYEHHOM OTBETCTBEHHOCTBIO "ALEXIS COMPANY" 160840008510 OTKJIOHEH
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TeHaepHbIEe 3asiBKH, KOTOPbI€ COOTBETCTBYIOT YCIIOBHSIM TeHaepa: 0

Ne HauMeHoBaHHe IIOTEHIHAIBLHOI'0 IOCTAaBIIHKA

BWH (MUH) / UHH / YHII

Het IIPeaoCTaBJIEHHEIX 3adBOK.

OxkoHuYaTeNbHas OaTa u BpeMd nIpegoCTaBIEeHUA OOIOJIHUTEJIbHBIX JOKYMEHTOB, IIPEA0CTAaBIAEMEBIX ITIOTEHINAJIbBHEIMU ITOCTAaBIIMKAMU, B LEJIAX IPUBEOEHUA UX TEHOEPHLIX 3aABOK B
COOTBETCTBHE YCJIOBUSAM TEHOEPa: He I03JHEe 3 pa6oq1/1x OHEU ¢ MOMeHTa HY6J'II/IK8.I.II/II/I OAHHOI'O IIPOTOKOJIA.

CocTaB KOMHCCHH IIpu3HaK NpUCYTCTBUA/IPUYIUHA OTCYTCTBUSA
[IpencemaTent TEHAEPHON KOMUCCUU Ia
3amectutens [Ipencenarenst TeHAEPHON KOMUCCUUT Ia
Ia
Ia
UeHbl TEHAEPHOM KOMUCCUHI Ia
Ia
Ia
CexkpeTapb TEHOEPHON KOMUCCHUHU [a

[IpumeyaHue:

* CBefleHUs 0 3aKa34yuKe He 0T06pa>KaeTc5{, €CJIM HEeCKOJIbKO 3aKa34YHKOB.

PacumdpoBka ab6peBuaTyp:

BUH - 6usHec-ugeHTH(OUKAITHNOHHEIN HOMED;

VVH - nHpuBUAYyaNbHEY UOeHTUGUKAIIMOHHEIM HOMED;
VHH - upenTrUKaN¥OHHLIN HOMED HaJIOTOIJIATE IbIUKA;
YHII - yyeTHBIN HOMED IIJIaTEIbIINKE;

®.1.0. - pamMunusi UMs1 0TYECTBO;

OO.MM.ITTT. - IeHb, MECSIII, T'O].
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ManHbIM HoOKyMeHT cornacHo myHKTY 1 ctatbu 7 3PK ot 7 suBapst 2003 roga "O6 371€KTPOHHOM NOKYMEHTE ¥ 3JIEKTPOHHOM IUGPOBOY MOANKUCH" pPaBHO3HAYEH JOKYMEHTY Ha OyMazkHOM
HOCHUTETIE.
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